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Preface

About This Manual

Thank you for choosing Hillstone network security products. This document is a reference
book for Hillstone SNMP private MIB (Management Information Base) information. It includes

different versions of MIB files, details of each MIB file and their matched StoneOS versions.

Conventions

This document uses the following conventions for your convenience to read and understand:
" Tip: Indicates reference information.
" Note: Indicates information that may help readers understand the content.

" Caution: Indicates incorrect operation that may cause system error.
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Introduction

Hillstone device supports the MIB groups specified in RFC-1213 (Management Information
Base for Network Management of TCP/IP-based Internets: MIB-I11) and the Interface Group MIB
(IF-MIB) using SMIV2. In addition, StoneOS provides a private MIB which can be exported to the
MIB browser of the management host. The private MIB contains the following device information:

System information, e.g., serial number, software version, CPU utilization, concurrent
sessions, etc.
Hardware information, e.g., expansion module, fan, power supply, temperature, etc.
Network parameters, e.g., DNS, DHCP, etc.
Objects, including service books, address books and schedules.
Interface
Zone
NTP
Policy
IPSec VPN
Statistics
This document describes different MIB versions, MIB files and their parsed content of the MIB

versions, and the mapping between MIB versions and StoneOS versions.



Hillstone

M E T W O R K 5

Release Notes

StoneOS Private MIB Reference Manual

StoneOS SNMP private MIB has six versions (V1, V2, V3, V4, V5 and V7). Table 1 shows the

MIB versions and the corresponding StoneOS versions.

Table 1: StoneOS and Corresponding MIB

StoneOS

MIB

Revision

StoneOS 4.0R7
StoneOS 4.5R4
StoneOS 5.0R1
StoneOS 5.0R2
StoneOS 5.0R3
StoneOS 5.0R4
StoneOS 5.5R1

V7 Private MIB

New: Hardware MIB
information, including expansion
module, fan, power supply and
temperature, etc.

Deleted: MIB information of
service book, address book and

schedule.

StoneOS 4.0R6G2

V5 Private MIB

Changed: MIB information of
statistics;
New: AD statistics can be

searched by zones.

StoneOS 4.0R4

StoneOS 4.0R5

StoneOS 4.0R6 to 4.0R6P7
StoneOS 4.5R2

StoneOS 4.5R3 to 4.5R3P3.3

V4 Private MIB

New: MIB information of policy,
service book, address book and
schedule;

Changed: MIB information of

statistics.

StoneOS 4.0R3

StoneOS 4.0R6P8 to 4.0R6P,
including 4.0R6P8

StoneOS 4.5R1

StoneOS 4.5R3P3.4 to 4.5R3P,
including 4.5R3P3.4

V3 Private MIB

Changed: Redefinition of SNMP

private MIB

StoneOS 4.0R2 and earlier

versions

V2 Private MIB

New: MIB information of

statistics.

V1 private MIB

No longer available.
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V7 Private MIB

Table 2 shows Stone OS versions of private MIB V7 and the MIB files it contains.

Table 2: Private MIB V7

MIB Version StoneOS Version MIF File

V7 StoneOS 4.0R7 HILLSTONE-SMI.my
StoneOS 4.5R4 HILLSTONE-PRODUCTS-MIB.my
StoneOS 5.0R1 HILLSTONE-DHCP-MIB.my

HILLSTONE-DNS-MIB.my
HILLSTONE-IF-MIB.my
HILLSTONE-IP-MIB.my
StoneOS 5.0R4 HILLSTONE-IPSEC-MIB.my
StoneOS 5.5R1 HILLSTONE-NTP-MIB.my
HILLSTONE-STATISTICS-MIB.my
HILLSTONE-SYSTEM-MIB.my
HILLSTONE-ZONE-MIB.my
HILLSTONE-MODULE-MIB.my
HILLSTONE_FAN_MIB.my
HILLSTONE_POWER_MIB.my

HILLSTONE_TEMPERATURE_MIB.my
HILLSTONE-POLICY-MIB.my

StoneOS 5.0R2
StoneOS 5.0R3

The following tables are the parsing results of V7 MIB files.

HILLSTONE-DNS-MIB

Table 3: HILLSTONE-DNS-MIB Parsing

Name OID Value

hillstoneDnsSrvWorkMode | .1.3.6.1.4.1.28557.2.4.1.1 Data type: Integer
Description: DNS mode
1 O — DNS server

1 1 — DNS client

1 2 — DNS proxy

hillstoneDnsDomainTable: DNS zone information, which is only valid in DNS proxy settings.

hillstoneDnsDomainldx .1.3.6.1.4.1.28557.2.4.1.2.1.1 | Data type: Integer
Description: DNS zone serial

number

hillstoneDnsDomainName | .1.3.6.1.4.1.28557.2.4.1.2.1.2 | Data type: String

Description: DNS domain name
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hillstoneStaticDnsServAddressTable: Information of manually configured DNS server

hillstoneStaticDnsServIdx

.1.3.6.1.4.1.28557.2.4.1.3.1.1

Data type: Integer

Description: Serial number

hillstoneStaticDnslIpAddr

.1.3.6.1.4.1.28557.2.4.1.3.1.2

Data type: IP Address
Description: Manually
configured DNS server IP

address

hillstoneDynamicDnsServAddressTable: Information of dynamically acquired DNS server

hillstoneDynamicDnsServ

ldx

.1.3.6.1.4.1.28557.2.4.1.4.1.1

Data type: Integer
Description: Dynamically
acquired DNS server serial

number

hillstoneDynamicDnslpAd
dr

.1.3.6.1.4.1.28557.2.4.1.4.1.2

Data type: IP Address
Description: Dynamically

acquired DNS server IP address

HILLSTONE-DHCP-MIB

Table 4: HILLSTONE-DHCP-MIB Parsing

Name

OID

Value

hillstoneDHCPPoolTable: Information of DHCP address pools

hillstoneDHCPPoollndex

.1.3.6.1.4.1.28557.2.5.1.1.1.1

Data type: Integer
Description: DHCP address pool

serial number

hillstoneDHCPPoolName

.1.3.6.1.4.1.28557.2.5.1.1.1.2

Data type: String
Description: DHCP address pool

name

hillstoneDHCPPoolNetwor
kMask

.1.3.6.1.4.1.28557.2.5.1.1.1.4

Data type: IP Address
Description: DHCP address pool

network mask

hillstoneDHCPPoolAddrTable: Available addresses in the address pool

hillstoneDHCPPoollndex

.1.3.6.1.4.1.28557.2.5.1.2.1.1

Data type: Integer

Description: Serial number in
hillstoneDHCPPoolTable, which
corresponds to a DHCP address

pool.
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hillstoneDHCPPoolIPStart | .1.3.6.1.4.1.28557.2.5.1.2.1.2 | Data type: IP Address
Description: Start address in
the address pool of

hillstoneDHCPPoolIndex

hillstoneDHCPPoolIPEnd .1.3.6.1.4.1.28557.2.5.1.2.1.3 | Data type: IP Address
Description: End address in the
address pool of

hillstoneDHCPPoolIndex

hillstoneDHCPFreelPTable: Reserved IP addresses in the address pool

hillstoneDHCPFreelPInde | .1.3.6.1.4.1.28557.2.5.1.3.1.1 | Data type: Integer

X Description: Serial number in
hillstoneDHCPPoolTable, which
corresponds to the DHCP

address pool.

hillstoneDHCPFreelPStart | .1.3.6.1.4.1.28557.2.5.1.3.1.2 | Data type: IP Address
Description: Start IP address of
the reserved IP address or IP
range in the address pool of

hillstoneDHCPFreelPIndex

hillstoneDHCPFreelPEnd .1.3.6.1.4.1.28557.2.5.1.3.1.3 | Data type: IP Address
Description: End IP address of
the reserved IP address or IP
range in the address pool of

hillstoneDHCPFreelPIndex

HILLSTONE-IP-MIB

Table 5: HILLSTONE-IP-MIB Parsing

Name OID Value

hillstonelpAddressFamily | .1.3.6.1.4.1.28557.2.7.1.1 Data type: Integer

Description: IP protocol of the

interface

1 1-1Pv4

1 2 - IPv6

1 3 — Others
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HILLSTONE-IF-MIB

Table 6: HILLSTONE-IF-MIB Parsing

Name OID Value

hillstoneWanIfNumber .1.3.6.1.4.1.28557.2.6.1.1 Data type: Integer32
Description: Number of

interfaces bound to WAN Zone

hillstoneLanIfNumber .1.3.6.1.4.1.28557.2.6.1.2 Data type: Integer32
Description: Number of
interfaces bound to other zones

(LAN)

hillstonelfAttriTable: Attributes of all interfaces

hillstonelflndex .1.3.6.1.4.1.28557.2.6.1.3.1.1 | Data type: Integer
Description: Interface index,
the same as the type of IfIndex
node (.1.3.6.1.2.1.2.2.1.1) in
IF-MIB (public MIB)

hillstonelfName .1.3.6.1.4.1.28557.2.6.1.3.1.2 | Data type: String

Description: Interface name

hillstonelfAttribute .1.3.6.1.4.1.28557.2.6.1.3.1.3 | Data type: Integer
Description: Type of the binding
zone

1 0 — Not bound

1 1 - WAN Zone

1 2 - LAN Zone

hillstonelfNetAddress .1.3.6.1.4.1.28557.2.6.1.3.1.4 | Data type: IP Address
Description: Interface IP

address

hillstonelfNetMask .1.3.6.1.4.1.28557.2.6.1.3.1.5 | Data type: IP Address
Description: Netmask of the

interface IP address

hillstonelfManagelp .1.3.6.1.4.1.28557.2.6.1.3.1.6 | Data type: IP Address
Description: Management IP of
the interface (if no

management IP is configured,

10
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the interface IP will be shown).

hillstonelfSeclpAddressO

.1.3.6.1.4.1.28557.2.6.1.3.1.7

Data type: IP Address
Description: Secondary IP

address 0O of the interface

hillstonelfSecNetMaskO

.1.3.6.1.4.1.28557.2.6.1.3.1.8

Data type: IP Address
Description: Netmask of
secondary IP address O of the

interface

hillstonelfSeclpAddressl

.1.3.6.1.4.1.28557.2.6.1.3.1.9

Data type: IP Address
Description: Secondary IP

address 1 of the interface

hillstonelfSecNetMask1

.1.3.6.1.4.1.28557.2.6.1.3.1.1
0

Data type: IP Address
Description: Netmask of
secondary IP address 1 of the

interface

hillstonelfSeclpAddress2

.1.3.6.1.4.1.28557.2.6.1.3.1.1
1

Data type: IP Address
Description: Secondary IP

address 2 of the interface

hillstonelfSecNetMask?2

.1.3.6.1.4.1.28557.2.6.1.3.1.1
2

Data type: IP Address
Description: Netmask of the
secondary IP address 2 of the

interface

hillstonelfSeclpAddress3

.1.3.6.1.4.1.28557.2.6.1.3.1.1
3

Data type: IP Address
Description: Secondary IP

address 3 of the interface

hillstonelfSecNetMask3

.1.3.6.1.4.1.28557.2.6.1.3.1.1
4

Data type: IP Address
Description: Netmask of
secondary IP address 3 of the

interface

hillstonelfSeclpAddress4

.1.3.6.1.4.1.28557.2.6.1.3.1.1
5

Data type: IP Address
Description: Secondary IP

address 4 of the interface

hillstonelfSecNetMask4

.1.3.6.1.4.1.28557.2.6.1.3.1.1
6

Data type: IP Address
Description: Netmask of

secondary IP address 4 of the

11
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interface

hillstonelfSeclpAddress5

.1.3.6.1.4.1.28557.2.6.1.3.1.1
7

Data type: IP Address
Description: Secondary IP

address 5 of the interface

hillstonelfSecNetMask5

.1.3.6.1.4.1.28557.2.6.1.3.1.1
8

Data type: IP Address
Description: Netmask of
secondary IP address 5 of the

interface

HillstonelfInRate

.1.3.6.1.4.1.28557.2.6.1.3.1.1
9

Data type: Counter64
Description: Ingress interface

rate

hillstoneOutRate

.1.3.6.1.4.1.28557.2.6.1.3.1.2
0

Data type: Counter64
Description: Egress interface

rate

hillstonelnPps

.1.3.6.1.4.1.28557.2.6.1.3.1.2
1

Data type: Counter64
Description: Packets per second

the interface received

hillstoneOutPps

.1.3.6.1.4.1.28557.2.6.1.3.1.2
2

Data type: Counter64
Description: Packets per second

the interface sent

HILLSTONE-IPSEC

Table 7: HILLSTONE-IPSEC Parsing

Name

OID

Value

ipsecTunnellndex

.1.3.6.1.4.1.28557.2.1.1.1.1.1

Data type: Integer

Description: Tunnel number

ipsecTunnelName

.1.3.6.1.4.1.28557.2.1.1.1.1.2

Data type: String

Description: Tunnel name

ipsecTunnel ID

.1.3.6.1.4.1.28557.2.1.1.1.1.3

Data type: Integer

Description: Tunnel ID

ipsecTunnelType

.1.3.6.1.4.1.28557.2.1.1.1.1.4

Data type: Integer
Description: Tunnel type
1 1 - IKE VPN

1 2 - PnPVPN

1 3 - Dial-up VPN

12
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1 4 - Manual key VPN

ipsecTunnelPeerlp

.1.3.6.1.4.1.28557.2.1.1.1.1.5

Data type: Network Address

Description: Peer IP

ipsecTunnelExIflndex

.1.3.6.1.4.1.28557.2.1.1.1.1.6

Data type: Integer

Description: Egress interface
index, the same as the type of
IfiIndex node
(.1.3.6.1.2.1.2.2.1.1) in IF-MIB
(public MIB)

ipsecTunnelLocal D

.1.3.6.1.4.1.28557.2.1.1.1.1.7

Data type: String

Description: Local ID

ipsecTunnelRemotelD

.1.3.6.1.4.1.28557.2.1.1.1.1.8

Data type: String

Description: Peer ID

ipsecTunnelCryptAlgorith

ms

.1.3.6.1.4.1.28557.2.1.1.1.1.9

Data type: String
Description: Encryption

algorithm

ipsecTunnelAuthAlgorithm

S

.1.3.6.1.4.1.28557.2.1.1.1.1.1
0

Data type: String
Description: Authentication

algorithm

ipsecTunnelLifeTime

.1.3.6.1.4.1.28557.2.1.1.1.1.1
1

Data type: Time Ticks

Description: Active time

ipsecTunnelStatus

.1.3.6.1.4.1.28557.2.1.1.1.1.1
2

Data type: Integer
Description: Tunnel status
1 1 - Active

1 2 - Inactive

HILLSTONE-NTP-MIB

Table 8: HILLSTONE-NTP-MIB Parsing

Name

OID

Value

hillstoneNTPServName

.1.3.6.1.4.1.28557.2.8.1.1.1.1

Data type: String
Description: Name of NTP

server

hillstoneNTPServStatus

.1.3.6.1.4.1.28557.2.8.1.1.1.2

Data type: Integer
Description: NTP server status

1 1 — Preferred server

13




Hillstone

M E T W O R K 5

StoneOS Private MIB Reference Manual

1 5 — Non-preferred server

HILLSTONE-SYSTEM-MIB

Table 9: HILLSTONE-SYSTEM-MIB Parsing

Name

OID

Value

sysSerialNumber

.1.3.6.1.4.1.28557.2.2.1.1

Data type: String

Description: Product serial

number
sysSoftware .1.3.6.1.4.1.28557.2.2.1.2 Data type: String
Description: Software version
sysCPU .1.3.6.1.4.1.28557.2.2.1.3 Data type: Integer

Description: CPU utilization

sysTotalMemory

.1.3.6.1.4.1.28557.2.2.1.4

Data type: Gauge32

Description: Total memory

sysCurMemory

.1.3.6.1.4.1.28557.2.2.1.5

Data type: Gauge32

Description: Used memory

sysTotalSession

.1.3.6.1.4.1.28557.2.2.1.6

Data type: Counter
Description: Maximum session

number of the system

sysCurSession

.1.3.6.1.4.1.28557.2.2.1.7

Data type: Gauge32
Description: Active session

number

sysHAStatus

.1.3.6.1.4.1.28557.2.2.1.8

Data type: Integer
Description: HA status
1 O - Invalid

1 1 - Started

1 2 - Hello

1 3 - Backup device

1 4 - Primary device

1 5 - Standby device

1 15 - Failure

sysLogServerAddressl

.1.3.6.1.4.1.28557.2.2.1.13

Data type: String
Description: Syslog server IP
address 1

sysLogServerAddress?2

.1.3.6.1.4.1.28557.2.2.1.14

Data type: String
Description: Syslog server IP

14
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address 2

sysSynCheDrop

.1.3.6.1.4.1.28557.2.2.1.22

Data type: Integer
Description: Number of the
dropped packets during TCP
snchronous message error

sysSynCheBItDrop

.1.3.6.1.4.1.28557.2.2.1.23

Data type: Integer
Description: Number of the
dropped packets during syc bit
of TCP message error

SeqCheckDrop .1.3.6.1.4.1.28557.2.2.1.24 Data type: Integer
Description: Number of the
dropped packets during serial
number error

OcteonCpuErr .1.3.6.1.4.1.28557.2.2.1.25 Data type: Integer

Description: Number of the
dropped packets during Octeon

chip error

HILLSTONE-STATISTICS-MIB

Table 10: HILLSTONE-STATISTICS-MIB Parsing

Name

OID

Value

hillstoneSystemStatistics: System statistics information

onlineUserNum

.1.3.6.1.4.1.28557.2.3.1.1

Data type: Integer
Description: Online user

number

hillstonelPSecStatistic: IPS

ec statistical information

hillstonelPSecGlobalActiv

eTunnels

.1.3.6.1.4.1.28557.2.3.2.1

Data type: Gauge
Description: Alive tunnel

number

hillstonelPSecGlobalActiv

eSas

.1.3.6.1.4.1.28557.2.3.2.2

Data type: Gauge
Description: Number of alive

and expired P2 SA

hillstonelPSecStatisticTable: Detailed statistic information of

IPSec Tunnel

hillstonelPsecTunnellD

.1.3.6.1.4.1.28557.2.3.2.3.1.1

Data type: Counter

Description: Tunnel ID

hillstonelPSecInOctets

.1.3.6.1.4.1.28557.2.3.2.3.1.2

Data type: Counter64
Description: Number of

received bytes
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hillstonelPSeclnDecompO

ctets

.1.3.6.1.4.1.28557.2.3.2.3.1.3

Data type: Counter64
Description: Number of

received decompressed types

hillstonelPSeclnPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.4

Data type: Counter64

Description: Number of
received packets

hillstonelPSecInDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.5

Data type: Counter64

Description: Number of dropped
packets during transmission

hillstonelPSecInReplayDr

ops

.1.3.6.1.4.1.28557.2.3.2.3.1.6

Data type: Counter32

Description: Number of dropped
packets due to anti-replay

hillstonelPSecInAuthFails

.1.3.6.1.4.1.28557.2.3.2.3.1.7

Data type: Counter32
Description: Number of dropped
packets due to authentication
failure

hillstonelPSecInDecryptF

ails

.1.3.6.1.4.1.28557.2.3.2.3.1.8

Data type: Counter32

Description: Number of packets
that failed to decrypt

hillstonelPSecOutOctets

.1.3.6.1.4.1.28557.2.3.2.3.1.9

Data type: Counter64

Description: Byte count of sent
packets

hillstonelPSecOutUncomp
Octets

.1.3.6.1.4.1.28557.2.3.2.3.1.1
0

Data type: Counter64

Description: Byte count of sent
uncompressed data

hillstonelPSecOutPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
1

Data type: Counter64

Description: Number of sent
packet

hillstonelPSecOutDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.1
2

Data type: Counter64

Description: Number of dropped
packets during transmission

hillstonelPSecOutEncrypt

Fails

.1.3.6.1.4.1.28557.2.3.2.3.1.1
3

Data type: Counter32
Description: Number of packets
that failed to encrypt during
transmission

hillstonelPSecNoMemory

DropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
4

Data type: Counter32
Description: Number of dropped
packets due to insufficient
memory

hillstonelPSecNoFindSaDr

.1.3.6.1.4.1.28557.2.3.2.3.1.1

Data type: Counter32
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opPkts

Description: Number of dropped
packets due to no available SA

hillstonelPSecQueueFullD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
6

Data type: Counter32

Description: Number of dropped
packets due to queuing jam

hillstonelPSeclnvalidLenD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
7

Data type: Counter32
Description: Number of dropped
packets due to invalid packet
length

hillstonelPSecTooLongDro

pPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
8

Data type: Counter32

Description: Number of dropped
packets due to over length

hillstonelPSeclnvalidSaDr

opPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
9

Data type: Counter32

Description: Number of dropped
packets due to invalid SA

hillstonelpsEventStatistics: IPS statistical information by protocol type

hillstonelpsEventStatistics

hillstonelpsFlowStatistics: IPS statistical information, the same information as that of

hillstoneEventHttpAtk

.1.3.6.1.4.1.28557.2.3.3.1

Data type: Counter64
Description: HTTP attack count

hillstoneEventFtpAtk

.1.3.6.1.4.1.28557.2.3.3.2

Data type: Counter64

Description: FTP attack count

hillstoneEventSmtpAtk

.1.3.6.1.4.1.28557.2.3.3.3

Data type: Counter64
Description: SMTP attack count

hillstoneEventDnsAtk

.1.3.6.1.4.1.28557.2.3.3.4

Data type: Counter64

Description: DNS attack count

hillstoneEventNetbiosAtk

.1.3.6.1.4.1.28557.2.3.3.5

Data type: Counter64

Description: NETBIOS attack
count

hillstoneEventPop3Atk

.1.3.6.1.4.1.28557.2.3.3.6

Data type: Counter64
Description: POP3 attack count

hillstoneEventSipAtk

.1.3.6.1.4.1.28557.2.3.3.7

Data type: Counter64

Description: SIP attack count

hillstoneEventH323Atk

.1.3.6.1.4.1.28557.2.3.3.8

Data type: Counter64
Description: H323 attack count

hillstoneEventimapAtk

.1.3.6.1.4.1.28557.2.3.3.9

Data type: Counter64

Description: IMAP attack count

hillstoneEventP2PAtk

.1.3.6.1.4.1.28557.2.3.3.10

Data type: Counter64

Description: P2P attack count

hillstoneEventimAtk

.1.3.6.1.4.1.28557.2.3.3.11

Data type: Counter64
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Description: IM attack count

hillstoneEventSQLAtk

.1.3.6.1.4.1.28557.2.3.3.12

Data type: Counter64
Description: SQL injection
attack count

hillstoneEventIPSOthersA
tk

.1.3.6.1.4.1.28557.2.3.3.13

Data type: Counter64

Description: Othes

hillstoneAVEventStatistics:

AV statistics, AV count by protocol type

hillstoneEventAVHttpClea

r

.1.3.6.1.4.1.28557.2.3.7.1

Data type: Counter64

Description: HTTP virus count

hillstoneEventAVFtpClear

.1.3.6.1.4.1.28557.2.3.7.2

Data type: Counter64

Description: FTP virus count

hillstoneEventAVSmtpCle

ar

.1.3.6.1.4.1.28557.2.3.7.3

Data type: Counter64

Description: SMTP virus count

hillstoneEventAVPopClear

.1.3.6.1.4.1.28557.2.3.7.4

Data type: Counter64

Description: POP virus count

hillstoneEventAVImapCle

ar

.1.3.6.1.4.1.28557.2.3.7.5

Data type: Counter64

Description: IMAP virus count

hillstoneContentFltStatistics: Content filter statistics

hillstoneUrlFIt

.1.3.6.1.4.1.28557.2.3.8.1

Data type: Counter64

Description: URL filtering count

hillstoneAppletFIt

.1.3.6.1.4.1.28557.2.3.8.2

Data type: Counter64

Description: Applet filtering
count

hillstoneQQFIt

.1.3.6.1.4.1.28557.2.3.8.3

Data type: Counter64

Description: QQ filtering count

hillstoneMSNFIt

.1.3.6.1.4.1.28557.2.3.8.4

Data type: Counter64
Description: MSN filtering count

hillstoneOther IMFIt

.1.3.6.1.4.1.28557.2.3.8.5

Data type: Counter64

Description: Other IM filtering
count

hillstoneP2PFIt

.1.3.6.1.4.1.28557.2.3.8.6

Data type: Counter64

Description: P2P filtering count

hillstoneWebPostFIt

.1.3.6.1.4.1.28557.2.3.8.7

Data type: Counter64

Description: Web Post filtering
count

hillstoneNetGameFIt

.1.3.6.1.4.1.28557.2.3.8.8

Data type: Counter64

Description: Online game
filtering count

hillstoneStockFIt

.1.3.6.1.4.1.28557.2.3.8.9

Data type: Counter64
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Description: Stock filtering
count

hillstoneStreamingMediaF

It

.1.3.6.1.4.1.28557.2.3.8.10

Data type: Counter64

Description: Streaming Media
filtering count

hillstoneOtherFIt

.1.3.6.1.4.1.28557.2.3.8.11

Data type: Counter64

Description: Othes

hillstoneAtkEventStatisticsTable: AD statistics, attacks count by zone

hillstoneAtkFlowStatisticsTable: AD statistics, the same as that of

hillstoneAtkEventStatisticsTable

hillstoneAtkEventZoneldx

.1.3.6.1.4.1.28557.2.3.10.1.1

Data type: Counter
Description: Zone number

hillstoneAtkEventZoneNa

me

.1.3.6.1.4.1.28557.2.3.10.1.2

Data type: Octet String
Description: Zone name
(maximum 255 characters

hillstoneAtkEventlpSpoof

.1.3.6.1.4.1.28557.2.3.10.1.3

Data type: Counter64

Description: IP address
spoofing count

hillstoneAtkEventLandAtk

.1.3.6.1.4.1.28557.2.3.10.1.4

Data type: Counter64

Description: Land attack count

hillstoneAtkEventSmurfAt
k

.1.3.6.1.4.1.28557.2.3.10.1.5

Data type: Counter64

Description: Smurf attack count

hillstoneAtkEventFraggleA
tk

.1.3.6.1.4.1.28557.2.3.10.1.6

Data type: Counter64

Description: Fraggle attack
count

hillstoneAtkEventWinnuke

.1.3.6.1.4.1.28557.2.3.10.1.7

Data type: Counter64

Description: WinNuke attack
count

hillstoneAtkEventDnsFloo
d

.1.3.6.1.4.1.28557.2.3.10.1.8

Data type: Counter64

Description: DNS Query Flood
attack count

hillstoneAtkEventTcpFlood

.1.3.6.1.4.1.28557.2.3.10.1.9

Data type: Counter64

Description: TCP Flood attack
count

hillstoneAtkEventSynSour

ceFlood

.1.3.6.1.4.1.28557.2.3.10.1.10

Data type: Counter64

Description: SYN Source Flood
attack count

hillstoneAtkEventSynDest
Flood

.1.3.6.1.4.1.28557.2.3.10.1.11

Data type: Counter64

Description: SYN Destination
Flood attack count
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hillstoneAtkEventUdpFloo
d

1.3.6.1.4.1.28557.2.3.10.1.12

Data type: Counter64

Description: UDP Flood attack
count

hillstoneAtkEventicmpFlo
od

1.3.6.1.4.1.28557.2.3.10.1.13

Data type: Counter64

Description: ICMP Flood attack
count

hillstoneAtkEventRedirect

1.3.6.1.4.1.28557.2.3.10.1.14

Data type: Counter64

Description: ICMP Redirect
attack count

hillstoneAtkEventUnreach
eableAtk

1.3.6.1.4.1.28557.2.3.10.1.15

Data type: Counter64

Description: Unreachable
attack count

hillstoneAtkEventlpSweep

1.3.6.1.4.1.28557.2.3.10.1.16

Data type: Counter64

Description: IP Sweep attack
count

hillstoneAtkEventPortSca

n

1.3.6.1.4.1.28557.2.3.10.1.17

Data type: Counter64

Description: Port Scan attack
count

hillstoneAtkEventlpOptAt
k

1.3.6.1.4.1.28557.2.3.10.1.18

Data type: Counter64

Description: IP Option attack
count

hillstoneAtkEventlpOptSr
cRoutAtk

1.3.6.1.4.1.28557.2.3.10.1.19

Data type: Counter64

Description: IP Option Strict
Source Route attack count

hillstoneAtkEventlpOptRo

utRecord

1.3.6.1.4.1.28557.2.3.10.1.20

Data type: Counter64

Description: IP Option Route
attack count

hillstoneAtkEventTraceRo
utAtk

1.3.6.1.4.1.28557.2.3.10.1.21

Data type: Counter64

Description: Trace Route attack
count

hillstoneAtkEventTimeSta
mpAtk

1.3.6.1.4.1.28557.2.3.10.1.22

Data type: Counter64

Description: Time Stamp attack
count

hillstoneAtkEventPingOfD
eathAtk

1.3.6.1.4.1.28557.2.3.10.1.23

Data type: Counter64

Description: Ping of Death
attack count

hillstoneAtkEventTearDro
pAtk

1.3.6.1.4.1.28557.2.3.10.1.24

Data type: Counter64

Description: Tear Drop attack
count

hillstoneAtkEventTcpFlag

1.3.6.1.4.1.28557.2.3.10.1.25

Data type: Counter64
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Atk

Description: TCP Flag attack
count

hillstoneAtkEventlpFragAt
k

.1.3.6.1.4.1.28557.2.3.10.1.26

Data type: Counter64

Description: IP Fraggle attack
count

hillstoneAtkEventLargelc
mpAtk

.1.3.6.1.4.1.28557.2.3.10.1.27

Data type: Counter64

Description: Large ICMP attack
count

hillstoneAtkEventSweepA
ndScanAtk

.1.3.6.1.4.1.28557.2.3.10.1.28

Data type: Counter64

Description: Sweep and Scan
attack count

hillstoneAtkEventHalfCon
nAtk

.1.3.6.1.4.1.28557.2.3.10.1.29

Data type: Counter64

Description: Half Connection
attack count

hillstoneAtkEventFtpBoun
ceAtk

.1.3.6.1.4.1.28557.2.3.10.1.30

Data type: Counter64

Description: FTP Bounce attack
count

hillstoneAtkEventSynProx
yAtk

.1.3.6.1.4.1.28557.2.3.10.1.31

Data type: Counter64

Description: SYN-Proxy attack
count

hillstoneAtkEventSynCoo
kieAtk

.1.3.6.1.4.1.28557.2.3.10.1.32

Data type: Counter64

Description: SYN Cookie attack
count

hillstoneAtkEventTCPANoO
malyAtk

.1.3.6.1.4.1.28557.2.3.10.1.33

Data type: Counter64

Description: TCP Anomaly
attack count

hillstoneAtkEventIPDirect
edAtk

.1.3.6.1.4.1.28557.2.3.10.1.34

Data type: Counter64

Description: IP Directed attack
count

hillstoneAtkEventAtkOthe
rsAtk

.1.3.6.1.4.1.28557.2.3.10.1.35

Data type: Counter64

Description: Others

HILLSTONE-ZONE-MIB

Table 11: HILLSTONE-ZONE-MIB Parsing

Name

OID

Value

hillstoneZoneTable: Zone configuration information

hillstoneZoneZoneldx

.1.3.6.1.4.1.28557.2.9.1.1.1.1

Data type: Counter

Description: Zone number

hillstoneZoneZoneName

.1.3.6.1.4.1.28557.2.9.1.1.1.2

Data type: Octet String
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Description: Zone name

hillstoneZoneType

.1.3.6.1.4.1.28557.2.9.1.1.1.3

Data type: Integer
Description: Zone type
1 1 —L2 zone

1 2—L3zone

hillstoneZonelFTable: Infor

mation of zone interface

hillstoneZoneldx

.1.3.6.1.4.1.28557.2.9.1.2.1.1

Data type: Counter

Description: Zone number

hillstoneZonelflndex

.1.3.6.1.4.1.28557.2.9.1.2.1.2

Data type: Counter
Description: the same as the
type of IflIndex node
(.1.3.6.1.2.1.2.2.1.1) in IF-MIB
(Public MIB). Unique ID to

identify an interface

HILLSTONE-MODU

LE-MIB

Table 12: HILLSTONE-MODULE-MIB Parsing

Name

OID

Value

hillstoneSlotNumber

.1.3.6.1.4.1.28557.2.25.1.1

Data type: Integer32
Description: Number of slots of

the platform

hillstoneModuleTable: Infor

mation of all modules

hillstoneSlotindex

.1.3.6.1.4.1.28557.2.25.1.2.1.
1

Data type: Integer
Description: Interface/slot

index

hillstoneSlotType

.1.3.6.1.4.1.28557.2.25.1.2.1.
2

Data type: Integer
Description: Slot type
1 O - Internal

1 1 - External

hillstoneSlotDescr

.1.3.6.1.4.1.28557.2.25.1.2.1.
3

Data type: String

Description: Slot description

hillstoneSlotState

.1.3.6.1.4.1.28557.2.25.1.2.1.
4

Data type: Integer
Description: Slot status
1 O - Invalid

1 1 - Empty
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1 2-1In Slot

1 3 - Wait for online

1 4 — Online initialization
completed

1 5-0Online

1 6 - Wait for offline

1 7 - Offline

1 8 - Connection Lost

1 9 - Starting

1 10 - Loading

1 11 - Error

1 12 — System does not support

obtaining slot status

hillstoneModuleType

.1.3.6.1.4.1.28557.2.25.1.2.1.

5

Data type: String

Description: Module type

hillstoneModuleSN

.1.3.6.1.4.1.28557.2.25.1.2.1.

6

Data type: String
Description: Module serial

number.

hillstoneCpuAve

.1.3.6.1.4.1.28557.2.25.1.2.1.

7

Data type: Integer
Description: Average CPU

utilization

hillstoneCpuCur

.1.3.6.1.4.1.28557.2.25.1.2.1.

8

Data type: Integer
Description: Current CPU

utilization

hillstoneMemCPTotal

.1.3.6.1.4.1.28557.2.25.1.2.1.

9

Data type: Integer
Description: Total storage space

of Control Plane

hillstoneMemCPUsage

.1.3.6.1.4.1.28557.2.25.1.2.1.

10

Data type: Integer
Description: Control Plane

utiliation

hillstoneMemDPTotal

.1.3.6.1.4.1.28557.2.25.1.2.1.

11

Data type: Integer
Description: Total storage space

of Data Plane

hillstoneMemDPUsage

.1.3.6.1.4.1.28557.2.25.1.2.1.

12

Data type: Integer

Description: Data Plane
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utiliation
hillstoneCpuCP .1.3.6.1.4.1.28557.2.25.1.2.1. | Data type: Integer
13 Description: Control Plane CPU
utiliation
hillstoneCpuDP .1.3.6.1.4.1.28557.2.25.1.2.1. | Data type: Integer
14 Description: Data Plane CPU
utiliation
HILLSTONE-FAN-MIB
Table 13: HILLSTONE-FAN-MIB Parsing
Name OID Value
hillstoneFanNumber .1.3.6.1.4.1.28557.2.26.1.1 Data type: Integer32

Description: Total fan number in

the system

hillstoneFanTable: Fan information
hillstoneFanindex .1.3.6.1.4.1.28557.2.26.1.2.1. | Data type: Integer

1 Description: Fan index
hillstoneFanDescr .1.3.6.1.4.1.28557.2.26.1.2.1. | Data type: String

2 Description: Fan description
hillstoneFanType .1.3.6.1.4.1.28557.2.26.1.2.1. | Data type: Integer

3 Description: Fan Type

1 0 — Spinning speed only

1 1 - Fan status only

hillstoneFanSpeed .1.3.6.1.4.1.28557.2.26.1.2.1. | Data type: Integer
4 Description: Fan spinning speed
hillstoneFanState .1.3.6.1.4.1.28557.2.26.1.2.1. | Data type: Integer
5 Description: Fan status
1 0 - Good

1 1 - No installed

1 2 - Warning

1 3 - Failure

1 4 - Failure or powered off

1 5 - Cannot get the fan staus
because the

device/expansion module is
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not designed with any fan

HILLSTONE-POWER-MIB

Table 14: HILLSTONE-POWER-MIB Parsing

Name OoID Value

hillstonePowerNumber .1.3.6.1.4.1.28557.2.27.1.1 Data type: Integer32
Description: Total power supply

number in the system

hillstonePowerTable: Power supply information

hillstonePowerlndex .1.3.6.1.4.1.28557.2.27.1.2.1. | Data type: Integer
1 Description: Power supply index
hillstonePowerDescr .1.3.6.1.4.1.28557.2.27.1.2.1. | Data type: String
2 Description: Power supply
description
hillstonePowerState .1.3.6.1.4.1.28557.2.27.1.2.1. | Data type: Integer
3 Description: Power supply
status
1 0 - Good

1 1 - Not installed

1 2 - Warning

1 3 - Failure

1 4 - Failure or powered off

1 5 - System does not support

obtaining power supply

status
HILLSTONE-TEMPERATURE-MIB
Table 15: HILLSTONE-TEMPERATURE-MIB Parsing
Name OID Value
hillstoneTemperatureNum | .1.3.6.1.4.1.28557.2.28.1.1 Data type: Integer32
ber Description: Total temperature

checking point number in the

system

hillstoneTemperatureTable: Temperature information

hillstoneTemperaturelnde | .1.3.6.1.4.1.28557.2.28.1.2.1. | Data type: Integer
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Description: Temperature

checking point index

hillstoneTemperatureDesc

r

.1.3.6.1.4.1.28557.2.28.1.2.1.

2

Data type: String
Description: Temperature

checking point descriptions

hillstoneTemperatureValu

e

.1.3.6.1.4.1.28557.2.28.1.2.1.
3

Data type: Integer

Description: Temperature value

HILLSTONE-POLICY-MIB

Table 16: HILLSTONE-POLICY-MIB Parsing

Name

OID

Value

Policynumber

.1.3.6.1.4.1.28557.2.19.1.1

Data type: Integer32

Description: Total number of

policies

hillstonePlcindex

.1.3.6.1.4.1.28557.2.19.1.3.1.

1

Data type: Integer

Description: Policy index

hillstonePlcld

.1.3.6.1.4.1.28557.2.19.1.3.1.

2

Data type: String
Description: Policy ID

hillstonePlcvsysid

.1.3.6.1.4.1.28557.2.19.1.3.1.

3

Data type: Integer
Description: Policy VSYS ID

hillstonePlcfwbps

.1.3.6.1.4.1.28557.2.19.1.3.1.

4

Data type: Integer
Description:Forwarding

bandwidth

hillstonePlcrebps

.1.3.6.1.4.1.28557.2.19.1.3.1.

5

Data type: Integer
Description:Receiving

bandwidth

hillstonePlcfwpps

.1.3.6.1.4.1.28557.2.19.1.3.1.

6

Data type: Integer
Description:Forwarding packets

per second

hillstonePlcrepps

.1.3.6.1.4.1.28557.2.19.1.3.1.

7

Data type: Integer
Description: Receiving packets

per second
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Table 17 shows Stone OS versions of private MIB V5 and the MIB files it contains.

Table 17: V5 Private MIB table

MIB Version StoneOS Version MIF File

V5 StoneOS 4.0R6G2 HILLSTONE-ADDRESSBOOK-MIB.my
HILLSTONE-ADDRESSBOOK-MEMBER
-MIB.my

HILLSTONE-DHCP-MIB.my
HILLSTONE-DNS-MIB.my
HILLSTONE-IF-MIB.my
HILLSTONE-IP-MIB.my
HILLSTONE-IPSEC-MIB.my
HILLSTONE-NTP-MIB.my
HILLSTONE-POLICY-MIB.my
HILLSTONE-POLICY-DESTINATION-A
DDRESS-MIB.my
HILLSTONE-POLICY-MOVEMENT-MIB.
my
HILLSTONE-POLICY-SCHEDULE-MIB.
my
HILLSTONE-POLICY-SERVICE-MIB.m
y
HILLSTONE-POLICY-SOURCE-ADDRE
SS-MIB.my
HILLSTONE-PRODUCTS-MIB.my
HILLSTONE-SCHEDULE-MIB.my
HILLSTONE-SCHEDULE-PERIODIC-M
EMBER-MIB.my
HILLSTONE-SERVICEBOOK-MEMBER-
MIB.my
HILLSTONE-SERVICEBOOK-MIB.my
HILLSTONE-SERVICEGROUP-MEMBE
R-MIB.my
HILLSTONE-SERVICEGROUP-MIB.my
HILLSTONE-SMI.my
HILLSTONE-STATISTICS-MIB.my
HILLSTONE-SYSTEM-MIB.my

HILLSTONE-ZONE-MIB.my

The tables below give information about MIB files updated in V5 from V4.
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Name

OID

Value

hillstoneSystemStatistics: System statistical information

onlineUserNum

.1.3.6.1.4.1.28557.2.3.1.1

Data type: Integer
Description: Total number of

online users

hillstonelPSecStatistic: IPS

ec statistical information

hillstonelPSecGlobalActiv

eTunnels

.1.3.6.1.4.1.28557.2.3.2.1

Data type: Gauge
Description: Total number of

active tunnels

hillstonelPSecGlobalActiv

eSas

.1.3.6.1.4.1.28557.2.3.2.2

Data type: Gauge
Description: Total number of

active and expired Phase Il SAs

hillstonelPSecStatisticTable: Detailed statistic information of

IPSec Tunnel

hillstonelPsecTunnellD

.1.3.6.1.4.1.28557.2.3.2.3.1.1

Data type: Counter

Description: Tunnel ID

hillstonelPSecInOctets

.1.3.6.1.4.1.28557.2.3.2.3.1.2

Data type: Counter64
Description: Byte count of

received packets

hillstonelPSecinDecompO

ctets

.1.3.6.1.4.1.28557.2.3.2.3.1.3

Data type: Counter64
Description: Byte count of

received decompressed packet

hillstonelPSeclnPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.4

Data type: Counter64

Description: Number of
received packets

hillstonelPSecInDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.5

Data type: Counter64

Description: Number of dropped
packet during receiving

hillstonelPSeclInReplayDr

ops

.1.3.6.1.4.1.28557.2.3.2.3.1.6

Data type: Counter32

Description: Number of dropped
packets due to anti-replay

hillstonelPSecInAuthFails

.1.3.6.1.4.1.28557.2.3.2.3.1.7

Data type: Counter32
Description: Number of dropped

packets due to authentication
failure
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hillstonelPSecInDecryptF

ails

.1.3.6.1.4.1.28557.2.3.2.3.1.8

Data type: Counter32

Description: Number of packets
that failed to decrypt

hillstonelPSecOutOctets

.1.3.6.1.4.1.28557.2.3.2.3.1.9

Data type: Counter64

Description: Byte count of sent
packets

hillstonelPSecOutUncomp

Octets

.1.3.6.1.4.1.28557.2.3.2.3.1.1
0

Data type: Counter64

Description: Byte count of sent
uncompressed packets

hillstonelPSecOutPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
1

Data type: Counter64

Description: Number of sent
packets

hillstonelPSecOutDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.1
2

Data type: Counter64

Description: Number of dropped
packets during sending

hillstonelPSecOutEncrypt

Fails

.1.3.6.1.4.1.28557.2.3.2.3.1.1
3

Data type: Counter32

Description: Number of sent
packets that failed to encrypt

hillstonelPSecNoMemory

DropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
4

Data type: Counter32
Description: Number of dropped
packets due to insufficient
memory

hillstonelPSecNoFindSaDr
opPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
5

Data type: Counter32

Description: Number of dropped
packets due to no available SA

hillstonelPSecQueueFullD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
6

Data type: Counter32

Description: Number of dropped
packets due to queue jam

hillstonelPSeclnvalidLenD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
7

Data type: Counter32

Description: Number of dropped
packets due to invalid length

hillstonelPSecTooLongDro

pPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
8

Data type: Counter32

Description: Number of dropped
packets due to over length

hillstonelPSeclnvalidSaDr

opPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
9

Data type: Counter32

Description: Number of dropped
packets due to invalid SA

hillstonelpsEventStatistics:

IPS statistics by protocol type

hillstonelpsFlowStatistics: IPS statistics, the same as that of

hillstonelpsEventStatistics

hillstoneEventHttpAtk

.1.3.6.1.4.1.28557.2.3.3.1

Data type: Counter64
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Description: HTTP attack count

hillstoneEventFtpAtk

.1.3.6.1.4.1.28557.2.3.3.2

Data type: Counter64

Description: FTP attack count

hillstoneEventSmtpAtk

.1.3.6.1.4.1.28557.2.3.3.3

Data type: Counter64
Description: SMPT attack count

hillstoneEventDnsAtk

.1.3.6.1.4.1.28557.2.3.3.4

Data type: Counter64

Description: DNS attack count

hillstoneEventNetbiosAtk

.1.3.6.1.4.1.28557.2.3.3.5

Data type: Counter64

Description: NETBIOS attack
count

hillstoneEventPop3Atk

.1.3.6.1.4.1.28557.2.3.3.6

Data type: Counter64
Description: POP3 attack count

hillstoneEventSipAtk

.1.3.6.1.4.1.28557.2.3.3.7

Data type: Counter64

Description: SIP attack count

hillstoneEventH323Atk

.1.3.6.1.4.1.28557.2.3.3.8

Data type: Counter64
Description: H323 attack count

hillstoneEventimapAtk

.1.3.6.1.4.1.28557.2.3.3.9

Data type: Counter64

Description: IMAP attack count

hillstoneEventP2PAtk

.1.3.6.1.4.1.28557.2.3.3.10

Data type: Counter64

Description: P2P attack count

hillstoneEventimAtk

.1.3.6.1.4.1.28557.2.3.3.11

Data type: Counter64

Description: IM attack count

hillstoneEventSQLAtk

.1.3.6.1.4.1.28557.2.3.3.12

Data type: Counter64

Description: SQL attack count

hillstoneEventIPSOthersA
tk

.1.3.6.1.4.1.28557.2.3.3.13

Data type: Counter64

Description: Others

hillstoneAVEventStatistics:

AV statistical information by protocol type

hillstoneEventAVHttpClea

r

.1.3.6.1.4.1.28557.2.3.7.1

Data type: Counter64

Description: HTTP virus count

hillstoneEventAVFtpClear

.1.3.6.1.4.1.28557.2.3.7.2

Data type: Counter64

Description: FTP virus count

hillstoneEventAVSmtpCle

ar

.1.3.6.1.4.1.28557.2.3.7.3

Data type: Counter64

Description: SMTP virus count

hillstoneEventAVPopClear

.1.3.6.1.4.1.28557.2.3.7.4

Data type: Counter64

Description: POP virus count

hillstoneEventAVIimapCle

ar

.1.3.6.1.4.1.28557.2.3.7.5

Data type: Counter64

Description: IMAP virus count

hillstoneContentFItStatistics: Content filtering statistics
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hillstoneUrlIFIt

.1.3.6.1.4.1.28557.2.3.8.1

Data type: Counter64

Description: URL filtering count

hillstoneAppletFIt

.1.3.6.1.4.1.28557.2.3.8.2

Data type: Counter64

Description: Applet filtering
count

hillstoneQQFIt

.1.3.6.1.4.1.28557.2.3.8.3

Data type: Counter64

Description: QQ filtering count

hillstoneMSNFIt

.1.3.6.1.4.1.28557.2.3.8.4

Data type: Counter64

Description: MSN filtering count

hillstoneOtherIMFIt

.1.3.6.1.4.1.28557.2.3.8.5

Data type: Counter64

Description: Other IMs filtering
count

hillstoneP2PFIt

.1.3.6.1.4.1.28557.2.3.8.6

Data type: Counter64

Description: P2P filtering count

hillstoneWebPostFIt

.1.3.6.1.4.1.28557.2.3.8.7

Data type: Counter64

Description: Web Post filtering
count

hillstoneNetGamekFIt

.1.3.6.1.4.1.28557.2.3.8.8

Data type: Counter64

Description: Online game
filtering count

hillstoneStockFIt

.1.3.6.1.4.1.28557.2.3.8.9

Data type: Counter64

Description: Stock filtering
count

hillstoneStreamingMediaF

It

.1.3.6.1.4.1.28557.2.3.8.10

Data type: Counter64

Description: Streaming Media
filtering count

hillstoneOtherFIt

.1.3.6.1.4.1.28557.2.3.8.11

Data type: Counter64

Description: Others

hillstoneAtkEventStatisticsTable: AD (attack Defense) statistics by zone

hillstoneAtkEventStatisticsTable

hillstoneAtkFlowStatisticsTable: Attack defense statistics, the same as that of

hillstoneAtkEventZoneldx

.1.3.6.1.4.1.28557.2.3.10.1.1

Data type: Counter
Description: Zone number

hillstoneAtkEventZoneNa

me

.1.3.6.1.4.1.28557.2.3.10.1.2

Data type: Octet String
Description: Zone name
(maximum 255 characters)

hillstoneAtkEventlpSpoof

.1.3.6.1.4.1.28557.2.3.10.1.3

Data type: Counter64

Description: IP spoofing count

hillstoneAtkEventLandAtk

.1.3.6.1.4.1.28557.2.3.10.1.4

Data type: Counter64

Description: Land attack count
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hillstoneAtkEventSmurfAt | .1.3.6.1.4.1.28557.2.3.10.1.5 Data type: Counter64

k Description: Smurf attack count

hillstoneAtkEventFraggleA | .1.3.6.1.4.1.28557.2.3.10.1.6 Data type: Counter64

tk Description: Fraggle attack
count

hillstoneAtkEventWinnuke | .1.3.6.1.4.1.28557.2.3.10.1.7 Data type: Counter64
Description: WinNuke attack

count
hillstoneAtkEventDnsFloo | .1.3.6.1.4.1.28557.2.3.10.1.8 Data type: Counter64
d Description: DNS query flood

attack count
hillstoneAtkEventTcpFlood | .1.3.6.1.4.1.28557.2.3.10.1.9 Data type: Counter64
Description: TCP Flood attack

count
hillstoneAtkEventSynSour | .1.3.6.1.4.1.28557.2.3.10.1.10 | Data type: Counter64
ceFlood Description: SYN Source Flood

attack count
hillstoneAtkEventSynDest | .1.3.6.1.4.1.28557.2.3.10.1.11 | Data type: Counter64

Flood Description: SYN Destination
Flood attack count

hillstoneAtkEventUdpFloo | .1.3.6.1.4.1.28557.2.3.10.1.12 | Data type: Counter64

d Description: UDP Flood attack
count

hillstoneAtkEventlcmpFlo | .1.3.6.1.4.1.28557.2.3.10.1.13 | Data type: Counter64

od Description: ICMP Flood attack
count

hillstoneAtkEventRedirect | .1.3.6.1.4.1.28557.2.3.10.1.14 | Data type: Counter64

Description: ICMP Redirect
attack count

hillstoneAtkEventUnreach | .1.3.6.1.4.1.28557.2.3.10.1.15 | Data type: Counter64

eableAtk Description: Unreachable
attack count count

hillstoneAtkEventlpSweep | .1.3.6.1.4.1.28557.2.3.10.1.16 | Data type: Counter64

Description: IP Sweep attack

countlP Sweep count

hillstoneAtkEventPortSca | .1.3.6.1.4.1.28557.2.3.10.1.17 | Data type: Counter64

n Description: Port Scan attack
count

hillstoneAtkEventlpOptAt | .1.3.6.1.4.1.28557.2.3.10.1.18 | Data type: Counter64

k Description: IP Option attack
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count

hillstoneAtkEventlpOptSr
cRoutAtk

1.3.6.1.4.1.28557.2.3.10.1.19

Data type: Counter64

Description: IP Option Strict
Source Route attack count

hillstoneAtkEventlpOptRo

utRecord

1.3.6.1.4.1.28557.2.3.10.1.20

Data type: Counter64

Description: IP Option Record
Route attack count

hillstoneAtkEventTraceRo
utAtk

1.3.6.1.4.1.28557.2.3.10.1.21

Data type: Counter64

Description: Trace Route attack
count

hillstoneAtkEventTimeSta

mpAtk

1.3.6.1.4.1.28557.2.3.10.1.22

Data type: Counter64

Description: Time Stamp attack
count

hillstoneAtkEventPingOfD
eathAtk

1.3.6.1.4.1.28557.2.3.10.1.23

Data type: Counter64

Description: Ping of Death
attack count

hillstoneAtkEventTearDro
pAtk

1.3.6.1.4.1.28557.2.3.10.1.24

Data type: Counter64

Description: Tear Drop attack
count

hillstoneAtkEventTcpFlag
Atk

1.3.6.1.4.1.28557.2.3.10.1.25

Data type: Counter64

Description: TCP Flag attack
count

hillstoneAtkEventlpFragAt
k

1.3.6.1.4.1.28557.2.3.10.1.26

Data type: Counter64

Description: IP Fraggle attack
count

hillstoneAtkEventLargelc
mpAtk

1.3.6.1.4.1.28557.2.3.10.1.27

Data type: Counter64

Description: Large ICMP attack
count

hillstoneAtkEventSweepA
ndScanAtk

1.3.6.1.4.1.28557.2.3.10.1.28

Data type: Counter64

Description: Sweep and Scan
attack count

hillstoneAtkEventHalfCon
nAtk

1.3.6.1.4.1.28557.2.3.10.1.29

Data type: Counter64

Description: Half Connection
attack count

hillstoneAtkEventFtpBoun
ceAtk

1.3.6.1.4.1.28557.2.3.10.1.30

Data type: Counter64

Description: FTP Bounce attack
count

hillstoneAtkEventSynProx
yAtk

1.3.6.1.4.1.28557.2.3.10.1.31

Data type: Counter64

Description: SYN-Proxy attack
count
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hillstoneAtkEventSynCoo | .1.3.6.1.4.1.28557.2.3.10.1.32 | Data type: Counter64

kieAtk Description: SYN Cookie attack
count

hillstoneAtkEventTCPANo | .1.3.6.1.4.1.28557.2.3.10.1.33 | Data type: Counter64

malyAtk Description: TCP Anomaly

attack count
hillstoneAtkEventIPDirect | .1.3.6.1.4.1.28557.2.3.10.1.34 | Data type: Counter64

edAtk Description: IP Directed attack
count

hillstoneAtkEventAtkOthe | .1.3.6.1.4.1.28557.2.3.10.1.35 | Data type: Counter64

rsAtk Description: Others
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V4 Private MIB

Table 19 shows Stone OS versions of private MIB V4 and the MIB files it contains.

Table 19: V4 Private MIB

MIB Version

StoneOS Version

MIF File

\Z

StoneOS 4.0R4
StoneOS 4.0R5
StoneOS 4.0R6 to 4.0R6P7

StoneOS 4.5R2
StoneOS 4.5R3 to 4.5R3P3.3

HILLSTONE-ADDRESSBOOK-MIB.my
HILLSTONE-ADDRESSBOOK-MEMBER
-MIB.my

HILLSTONE-DHCP-MIB.my
HILLSTONE-DNS-MIB.my
HILLSTONE-IF-MIB.my
HILLSTONE-IP-MIB.my
HILLSTONE-IPSEC-MIB.my
HILLSTONE-NTP-MIB.my
HILLSTONE-POLICY-MIB.my
HILLSTONE-POLICY-DESTINATION-A
DDRESS-MIB.my
HILLSTONE-POLICY-MOVEMENT-MIB.
my
HILLSTONE-POLICY-SCHEDULE-MIB.
my
HILLSTONE-POLICY-SERVICE-MIB.m
y
HILLSTONE-POLICY-SOURCE-ADDRE
SS-MIB.my
HILLSTONE-PRODUCTS-MIB.my
HILLSTONE-SCHEDULE-MIB.my
HILLSTONE-SCHEDULE-PERIODIC-M
EMBER-MIB.my
HILLSTONE-SERVICEBOOK-MEMBER-
MIB.my
HILLSTONE-SERVICEBOOK-MIB.my
HILLSTONE-SERVICEGROUP-MEMBE
R-MIB.my
HILLSTONE-SERVICEGROUP-MIB.my
HILLSTONE-SMI.my
HILLSTONE-STATISTICS-MIB.my
HILLSTONE-SYSTEM-MIB.my

HILLSTONE-ZONE-MIB.my

Only MIB files updated in V4 from V3 will be explained below.
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Name

OID

Value

hillstoneServiceBookNam

e

.1.3.6.1.4.1.28557.2.11.1.1.1.

1

Data type: Octet String
Description: Service name

(maximum 31 characters)

hillstoneServiceBooklsUs

erdef

.1.3.6.1.4.1.28557.2.11.1.1.1.

2

Data type: Integer
Description: Service type

1 1 - Predefined service

1 2 - User-defined service

hillstoneServiceBookDesc

ription

.1.3.6.1.4.1.28557.2.11.1.1.1.

3

Data type: Octet String
Description: Service description

(maximum 255 characters)

HILLSTONE-SERVICEBOOK-MEMBER-MIB

Table 21: HILLSTONE-SERVICEBOOK-MEMBER-MIB Parsing

Name

OID

Value

hillstoneServiceBookNam

e

.1.3.6.1.4.1.28557.2.12.1.1.1.

1

Data type: Octet String
Description: Service name

(maximum 31 characters)

hillstoneServiceBookMem

berld

.1.3.6.1.4.1.28557.2.12.1.1.1.

2

Data type: Integer

Description: Service ID

hillstoneServiceBookMem

berProtocol

.1.3.6.1.4.1.28557.2.12.1.1.1.

3

Data type: Integer
Description: Service protocol
type

1 0 - Any protocol

1 1-ICMP
1 4 - IP-IPv4
1 6-TCP

1 17 - UDP

1 41 - IP-IPV6
1 47 - GRE

1 50 - ESP

1 51 -AH

hillstoneServiceBookMem

.1.3.6.1.4.1.28557.2.12.1.1.1.

Data type: Integer
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berDestationMinPort

Description: Minimum UDP/TCP
destination port of a service or

the Code of ICMP type

hillstoneServiceBookMem

berDestationMaxPort

.1.3.6.1.4.1.28557.2.12.1.1.1.
5

Data type: Integer
Description: Maximum
UDP/TCP destination port of a

service

hillstoneServiceBookMem

berSourceMinPort

.1.3.6.1.4.1.28557.2.12.1.1.1.
6

Data type: Integer
Description: Minimum UDP/TCP
source port of a service or

minimum ICMP type code

hillstoneServiceBookMem

berSourceMaxPort

.1.3.6.1.4.1.28557.2.12.1.1.1.
7

Data type: Integer
Description: Maximum
UDP/TCP source port of a
service or maximum ICMP type

code

hillstoneServiceBookMem

berAppType

.1.3.6.1.4.1.28557.2.12.1.1.1.
8

Data type: Integer
Description: Service type

1 O - None

1 4-FTP

1 20 - RSH

1 10 - HTTP

1 19 - RTSP

1 9-TFTP

1 13 - MSRPC-EPM

1 12 - SUNRPC-BIND
1 5 - TELNET

1 24 - SQLNETV1

1 25 - SQLNETV2

1 23 - RealMedia

1 65535 - User-defined

hillstoneServiceBookMem

berTimeout

.1.3.6.1.4.1.28557.2.12.1.1.1.
9

Data type: Gauge
Description: Service timeout

value
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HILLSTONE-SERVICEGROUP-MIB

Table 22: HILLSTONE-SERVICEGROUP-MIB Parsing

Name

OID

Value

hillstoneServiceGroupNa

me

.1.3.6.1.4.1.28557.2.13.1.1.1.

1

Data type: Octet String
Description: Service group
name (maximum 31

characters)

hillstoneServiceGrouplsU

serdef

.1.3.6.1.4.1.28557.2.13.1.1.1.

2

Data type: Integer
Description: Service group type
1 1 - Predefined service group

1 2 - User-defined service

group

hillstoneServiceGroupDes

cription

.1.3.6.1.4.1.28557.2.13.1.1.1.

3

Data type: Octet String
Description: Service group
description (maximum 255

characters)

HILLSTONE-SERVICEGROUP-MEMBER-MIB

Table 23: HILLSTONE-SERVICEGROUP-MEMBER-MIB Parsing

Name

OID

Value

hillstoneServiceGroupNa

me

.1.3.6.1.4.1.28557.2.14.1.1.1.

1

Data type: Octet String
Description: Service group
name (maximum 31

characters)

hillstoneServiceGroupMe

mberld

.1.3.6.1.4.1.28557.2.14.1.1.1.

2

Data type: Integer
Description: Service or service

group ID

hillstoneServiceBookNam

e

.1.3.6.1.4.1.28557.2.14.1.1.1.

3

Data type: Octet String
Description: Member name

(maximum 31 characters)

hillstoneServiceGroupMe

mberType

.1.3.6.1.4.1.28557.2.14.1.1.1.

4

Data type: Integer
Description: member type

1 1 - service

1 2 - service group
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Name

OID

Value

hillstoneAddressBookNam

e

.1.3.6.1.4.1.28557.2.15.1.1.1.

1

Data type: Octet String
Description: Address book
name (maximum 31

characters)

hillstoneAddressBookDes

cription

.1.3.6.1.4.1.28557.2.15.1.1.1.

2

Data type: Octet String
Description: Address book
description (maximum 255

characters)

hillstoneAddressBookRefe

renceZone

.1.3.6.1.4.1.28557.2.15.1.1.1.

3

Data type: Octet String
Description: Zone name that is
referencing this address book

(maximum 31 characters)

HILLSTONE-ADDRESSBOOK-MEMBER-MIB

Table 25: HILLSTONE-ADDRESSBOOK-MEMBER-MIB Parsing

Name

OID

Value

hillstoneAddrName

.1.3.6.1.4.1.28557.2.16.1.1.1.

1

Data type: Octet String
Description: Address book
name (maximum 31

characters)

hillstoneAddrMemberld

.1.3.6.1.4.1.28557.2.16.1.1.1.

2

Data type: Integer
Description: Address book

member ID

hillstoneAddrMemberType

.1.3.6.1.4.1.28557.2.16.1.1.1.

3

Data type: Integer
Description: Address book
member type

1 0 - Other address entry
1 1 - IP address

1 2 - Hosthame

1 3 - IP range

hillstoneAddrMemberlp

.1.3.6.1.4.1.28557.2.16.1.1.1.

Data type: IP Address
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Description: IP address of IP

type member

hillstoneAddrMemberlipM

ask

.1.3.6.1.4.1.28557.2.16.1.1.1.
5

Data type: IP Address
Description: Netmask of the IP

type member

hillstoneAddrMemberlpRa

ngeMin

.1.3.6.1.4.1.28557.2.16.1.1.1.
6

Data type: IP Address
Description: Start IP address of

an IP range

hillstoneAddrMemberlpRa

ngeMax

.1.3.6.1.4.1.28557.2.16.1.1.1.
7

Data type: IP Address
Description: End IP address of

an IP range

hillstoneAddrMemberHost

Name

.1.3.6.1.4.1.28557.2.16.1.1.1.
8

Data type: Octet String

Description: Hostname
(maximum 63 characters)

hillstoneAddrMemberNam

e

.1.3.6.1.4.1.28557.2.16.1.1.1.
9

Data type: Octet String
Description: Name of other
address entry (maximum 31
characters)

HILLSTONE-SCHEDULE-MIB

Table 26: HILLSTONE-SCHEDULE-MIB Parsing

Name

OID

Value

hillstoneScheduleName

.1.3.6.1.4.1.28557.2.17.1.1.1.
1

Data type: Octet String
Description: Schedule name

(maximum 31 characters)

hillstoneScheduleAbsolut

eStartTime

.1.3.6.1.4.1.28557.2.17.1.1.1.
2

Data type: Time Stamp
Description: Start time of an

absolute schedule

hillstoneScheduleAbsolut

eEndTime

.1.3.6.1.4.1.28557.2.17.1.1.1.
3

Data type: Time Stamp
Description: End time of an

absolute schedule

HILLSTONE-SCHEDULE-PERIODIC-MEMBER-MIB

Table 27: HILLSTONE-SCHEDULE-PERIODIC-MEMBER-MIB Parsing

Name

OID

Value

hillstoneSchdName

.1.3.6.1.4.1.28557.2.18.1.1.1.

Data type: Octet String
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Description: Schedule name

(maximum 31 characters)

hillstoneSchedulePeriodic

MemberType

.1.3.6.1.4.1.28557.2.18.1.1.1.
2

Data type: Integer
Description: Member type of a
periodic schedule

1 0 - Atime range in a week

1 1 - Particular days in a week

hillstoneSchedulePeriodic

DaysMask

.1.3.6.1.4.1.28557.2.18.1.1.1.
3

Data type: Integer

Description: Date (only valid for
member type 1, see
hillstoneSchedulePeriodicMemb

erType)
1 Ox0001 - Everyday (Monday

to Sunday)

1 0x0002 - Workday (Monday
to Friday)

1 0x0004 - Weekend (Saturday
to Sunday)

1 0x0008 - Monday

1 0x0010 - Tuesday

1 0x0020 - Wednesday

1 0x0040 - Thursday

1 0x0080 - Friday

1 0x0100 - Saturday

1 0x0200 - Sunday

hillstoneSchedulePeriodic

StartDay

.1.3.6.1.4.1.28557.2.18.1.1.1.
4

Data type: Integer
Description: Start date (only
valid for member type 0, see
hillstoneSchedulePeriodicMemb

erType)
1 O - Invalid

1 1 - Monday

1 2 - Tuesday

1 3 - Wednesday
1 4 - Thursday

1 5 - Friday

1 6 - Saturday
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1 7 - Sunday

hillstoneSchedulePeriodic

EndDay

.1.3.6.1.4.1.28557.2.18.1.1.1.
5

Data type: Integer
Description: End date (only
valid for member type 0, see
hillstoneSchedulePeriodicMemb
erType)

1 O - Invalid

1 1 - Monday

1 2 - Tuesday

1 3 - Wednesday

1 4 - Thursday

1 5 - Friday

1 6 - Saturday

1 7 - Sunday

hillstoneSchedulePeriodic

StartTime

.1.3.6.1.4.1.28557.2.18.1.1.1.
6

Data type: Time Stamp
Description: Start time for a

schedule

hillstoneSchedulePeriodic

.1.3.6.1.4.1.28557.2.18.1.1.1.

Data type: Time Stamp

EndTime 7 Description: End time for a
schedule
HILLSTONE-POLICY-MIB
Table 28: HILLSTONE-POLICY-MIB Parsing
Name OID Value

Default Policy

hillstonePolicyDefaultActi

on

.1.3.6.1.4.1.28557.2.19.1.1

Data type: Integer
Description: Default policy
action

1 0 - Deny

1 1 - Allow

hillstonePolicylLog

.1.3.6.1.4.1.28557.2.19.1.2

Data type: Integer
Description: Default policy
logging setting

1 0 - Off

1 1-0n

Policy rule table
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hillstonePolicyld

.1.3.6.1.4.1.28557.2.19.1.3.1.

1

Data type: Integer

Description: Rule ID

hillstonePolicySrcZoneld

.1.3.6.1.4.1.28557.2.19.1.3.1.

2

Data type: Integer

Description: Source zone ID

hillstonePolicyDstZoneld

.1.3.6.1.4.1.28557.2.19.1.3.1.

3

Data type: Integer
Description: Destination zone

ID

hillstonePolicyAction

.1.3.6.1.4.1.28557.2.19.1.3.1.

4

Data type: Integer
Description: Rule action
1 O - Not set

1 1 - Deny

1 2 - Permit

1 3 - Tunnel

1 4 - From tunnel

1 5 - WebAuth

hillstonePolicyLogPolicyDe
ny

.1.3.6.1.4.1.28557.2.19.1.3.1.

5

Data type: Integer

Description: Logging setting for
the Deny rule

1 0 - Off

1 1-0n

hillstonePolicyLogSession

Start

.1.3.6.1.4.1.28557.2.19.1.3.1.

6

Data type: Integer
Description: Log when session
started

1 0 - Off

1 1-0n

hillstonePolicyLogSession

End

.1.3.6.1.4.1.28557.2.19.1.3.1.

7

Data type: Integer
Description: Log when session
ended

1 0 - Off

1 1-0n

hillstonePolicySequence

.1.3.6.1.4.1.28557.2.19.1.3.1.

8

Data type: Integer
Description: Rule sequence
number, which decides the rule

priority

hillstonePolicyEnabled

.1.3.6.1.4.1.28557.2.19.1.3.1.

Data type: Integer
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Description: Policy status
1 O - Disabled
1 1 - Enabled

HILLSTONE-POLICY-SOURCE-ADDRESS-MIB

Table 29: HILLSTONE-POLICY-SOURCE-ADDRESS-MIB Parsing

Name

OID

Value

hillstonePolicyld

.1.3.6.1.4.1.28557.2.20.1.1.1.
1

Data type: Integer

Description: Rule ID

hillstonePolicySourceAddr

essType

.1.3.6.1.4.1.28557.2.20.1.1.1.
2

Data type: Integer
Description: Source address
type of the rule

1 0 - Address entry
1 1 - IP address
1 2 - Hostname

1 3 - IP range

hillstoneAddressBookNam

e

.1.3.6.1.4.1.28557.2.20.1.1.1.
3

Data type: Octet String
Description: Name of the source
address book (maximum 31

characters)

hillstonePolicySourceAddr

essSrclP

.1.3.6.1.4.1.28557.2.20.1.1.1.
4

Data type: IP Address

Description: Source IP address

hillstonePolicySourceAddr

essSrclPMask

.1.3.6.1.4.1.28557.2.20.1.1.1.
5

Data type: IP Address
Description: Netmask of source

IP address

hillstonePolicySourceAddr

essSrcHost

.1.3.6.1.4.1.28557.2.20.1.1.1.
7

Data type: Octet String
Description: Source hostname

(maximum 31 characters)

hillstonePolicySourceAddr

essSrcRangeMinlpAddr

.1.3.6.1.4.1.28557.2.20.1.1.1.
8

Data type: IP Address
Description: Start IP of the

source IP range

hillstonePolicySourceAddr

essSrcRangeMaxIpAddr

.1.3.6.1.4.1.28557.2.20.1.1.1.
9

Data type: IP Address
Description: End IP address of

the source IP range
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HILLSTONE-POLICY-DESTINATION-ADDRESS-MIB

Table 30: HILLSTONE-POLICY-DESTINATION-ADDRESS-MIB Parsing

Name

OID

Value

hillstonePolicyld

.1.3.6.1.4.1.28557.2.21.1.1.1.
1

Data type: Integer

Description: Rule ID

hillstonePolicyDestination

AddressType

.1.3.6.1.4.1.28557.2.21.1.1.1.
2

Data type: Integer
Description: Destination
address type of the rule

1 0 - Address entry
1 1 - IP address
1 2 - Hostname

1 3 - IP range

hillstoneAddressBookNam

e

.1.3.6.1.4.1.28557.2.21.1.1.1.
3

Data type: Octet String
Description: Name of the
destination address book

(maximum 31 characters)

hillstonePolicyDestination

AddressSrclP

.1.3.6.1.4.1.28557.2.21.1.1.1.
4

Data type: IP Address
Description: Destination IP

address

hillstonePolicyDestination

AddressSrclPMask

.1.3.6.1.4.1.28557.2.21.1.1.1.
5

Data type: IP Address
Description: Netmask of the

destination IP address

hillstonePolicyDestination

AddressSrcHost

.1.3.6.1.4.1.28557.2.21.1.1.1.
7

Data type: Octet String
Description: Destination
hostname (maximum 31

characters)

hillstonePolicyDestination
AddressSrcRangeMinlpAd
dr

.1.3.6.1.4.1.28557.2.21.1.1.1.
8

Data type: IP Address
Description: Start IP of the

destination IP range

hillstonePolicyDestination
AddressSrcRangeMaxIpA
ddr

.1.3.6.1.4.1.28557.2.21.1.1.1.
9

Data type: IP Address
Description: End IP of the

destination IP range
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Name

OID

Value

hillstonePolicyld

.1.3.6.1.4.1.28557.2.22.1.1.1.

1

Data type: Integer

Description: Rule ID

hillstonePolicyServiceNam

e

.1.3.6.1.4.1.28557.2.22.1.1.1.

2

Data type: Octet String
Description: Service or service
group name (maximum 31

characters)

hillstonePolicyServiceType

.1.3.6.1.4.1.28557.2.22.1.1.1.

3

Data type: Integer
Description: Service type

1 1 - Single service entry

1 2 - Service group

HILLSTONE-POLICY-SCHEDULE-MIB

Table 32: HILLSTONE-POLICY-SCHEDULE-MIB Parsing

Name

OID

Value

hillstonePolicyld

.1.3.6.1.4.1.28557.2.23.1.1.1.

1

Data type: Integer

Description: Rule ID

hillstonePolicyScheduleNa

me

.1.3.6.1.4.1.28557.2.23.1.1.1.

2

Data type: Octet String
Description: Schedule name

(maximum 31 characters)

HILLSTONE-POLICY-MOVEMENT-MIB

Table 33: HILLSTONE-POLICY-MOVEMENT-MIB Parsing

Name

OID

Value

hillstonePolicyld

.1.3.6.1.4.1.28557.2.24.1.1.1.

1

Data type: Integer

Description: Rule ID

hillstonePolicyMoveAction

.1.3.6.1.4.1.28557.2.24.1.1.1.

2

Data type: Integer

Description: Rule moving
method

1 1 - After a rule ID
1 2 - Before a rule ID
1 3 - Move to end

1 4 - Move to top
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hillstonePolicyDstPosition | .1.3.6.1.4.1.28557.2.24.1.1.1. | Data type: Integer

3 Description: Referenced rule ID

HILLSTONE-STATISTICS-MIB

Table 34: HILLSTONE-STATISTICS-MIB Parsing

Name OoID Value

hillstoneSystemStatistics: System statistic information

onlineUserNum .1.3.6.1.4.1.28557.2.3.1.1 Data type: Integer

Description: Online user

number
hillstonelPSecStatistic: IPSec statistic information
hillstonelPSecGlobalActiv | .1.3.6.1.4.1.28557.2.3.2.1 Data type: Gauge
eTunnels Description: Active tunnel
number
hillstonelPSecGlobalActiv | .1.3.6.1.4.1.28557.2.3.2.2 Data type: Gauge
eSas Description: Active or expired

Phase Il SA number

hillstonelPSecStatisticTable: IPSec Tunnel detailed statistic information

hillstonelPsecTunnel ID .1.3.6.1.4.1.28557.2.3.2.3.1.1 | Data type: Counter

Description: Tunnel ID

hillstonelPSeclInOctets .1.3.6.1.4.1.28557.2.3.2.3.1.2 | Data type: Counter64
Description: Byte count of

received packets

hillstonelPSecinDecompO | .1.3.6.1.4.1.28557.2.3.2.3.1.3 | Data type: Counter64
ctets Description: Byte count of

received decompressed packets

hillstonelPSeclInPkts .1.3.6.1.4.1.28557.2.3.2.3.1.4 | Data type: Counter64

Description: Number of
received packets

hillstonelPSecInDrops .1.3.6.1.4.1.28557.2.3.2.3.1.5 | Data type: Counter64

Description: Number of dropped
packets during receiving
hillstonelPSecInReplayDr | .1.3.6.1.4.1.28557.2.3.2.3.1.6 | Data type: Counter32

ops Description: Number of dropped
packets due to anti-replay
hillstonelPSecInAuthFails | .1.3.6.1.4.1.28557.2.3.2.3.1.7 | Data type: Counter32
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Description: Number of dropped
packets due to authentication
failure

hillstonelPSecInDecryptF

ails

.1.3.6.1.4.1.28557.2.3.2.3.1.8

Data type: Counter32

Description: Number of packets
that failed to decrypt

hillstonelPSecOutOctets

.1.3.6.1.4.1.28557.2.3.2.3.1.9

Data type: Counter64

Description: Byte count of sent
packets

hillstonelPSecOutUncomp
Octets

.1.3.6.1.4.1.28557.2.3.2.3.1.1
0

Data type: Counter64

Description: Byte count of sent
uncompressed packets

hillstonelPSecOutPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
1

Data type: Counter64

Description: Number of sent
packets

hillstonelPSecOutDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.1
2

Data type: Counter64

Description: Number of dropped
packets during sending

hillstonelPSecOutEncrypt

Fails

.1.3.6.1.4.1.28557.2.3.2.3.1.1
3

Data type: Counter32
Description: Number of dropped
packets due to encryption
failure

hillstonelPSecNoMemory

DropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
4

Data type: Counter32
Description: Number of dropped
packets due to insufficient
memory

hillstonelPSecNoFindSaDr
opPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
5

Data type: Counter32

Description: Number of dropped
packets due to no available SA

hillstonelPSecQueueFullD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
6

Data type: Counter32

Description: Number of dropped
packets due to queuing jam

hillstonelPSeclnvalidLenD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
7

Data type: Counter32

Description: Number of dropped
packets due to invalid length

hillstonelPSecTooLongDro

pPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
8

Data type: Counter32

Description: Number of dropped
packets due to over length

hillstonelPSeclnvalidSaDr

opPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
9

Data type: Counter32

Description: Number of dropped
packets due to invalid SA
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hillstonelpsEventStatistics: IPS statistics based on protocol type
hillstonelpsFlowStatistics: IPS statistics, the same as that of hillstonelpsEventStatistics
hillstoneEventHttpAtk .1.3.6.1.4.1.28557.2.3.3.1 Data type: Counter64
Description: HTTP attack count
hillstoneEventFtpAtk .1.3.6.1.4.1.28557.2.3.3.2 Data type: Counter64
Description: FTP attack count
hillstoneEventSmtpAtk .1.3.6.1.4.1.28557.2.3.3.3 Data type: Counter64
Description: SMTP attack count
hillstoneEventDnsAtk .1.3.6.1.4.1.28557.2.3.3.4 Data type: Counter64
Description: DNS attack count
hillstoneEventNetbiosAtk | .1.3.6.1.4.1.28557.2.3.3.5 Data type: Counter64
Description: NETBIOS attack
count
hillstoneEventPop3Atk .1.3.6.1.4.1.28557.2.3.3.6 Data type: Counter64
Description: POP3 attack count
hillstoneEventSipAtk .1.3.6.1.4.1.28557.2.3.3.7 Data type: Counter64
Description: SIP attack count
hillstoneEventH323Atk .1.3.6.1.4.1.28557.2.3.3.8 Data type: Counter64
Description: H323 attack count
hillstoneEventimapAtk .1.3.6.1.4.1.28557.2.3.3.9 Data type: Counter64
Description: IMAP attack count
hillstoneEventP2PAtk .1.3.6.1.4.1.28557.2.3.3.10 Data type: Counter64
Description: P2P attack count
hillstoneEventimAtk .1.3.6.1.4.1.28557.2.3.3.11 Data type: Counter64
Description: IM attack count
hillstoneEventSQLAtk .1.3.6.1.4.1.28557.2.3.3.12 Data type: Counter64
Description: SQL attack count
hillstoneEventIPSOthersA | .1.3.6.1.4.1.28557.2.3.3.13 Data type: Counter64
tk Description: Others
hillstoneAtkEventStatistics: Attack defense statistics based on attack type
hillstoneAtkFlowStatistics: Attack defense statistics, the same as that of
hillstoneAtkEventStatistics.
hillstoneEventlpSpoof .1.3.6.1.4.1.28557.2.3.5.1 Data type: Counter64
Description: IP spoofing attack
count
hillstoneEventLandAtk .1.3.6.1.4.1.28557.2.3.5.2 Data type: Counter64
Description: Land attack count
hillstoneEventSmurfAtk .1.3.6.1.4.1.28557.2.3.5.3 Data type: Counter64
Description: Smurf attack count
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hillstoneEventFraggleAtk .1.3.6.1.4.1.28557.2.3.5.4 Data type: Counter64
Description: Fraggle attack
count

hillstoneEventWinnuke .1.3.6.1.4.1.28557.2.3.5.5 Data type: Counter64
Description: WinNuke attack
count

hillstoneEventDnsFlood .1.3.6.1.4.1.28557.2.3.5.6 Data type: Counter64

Description: DNS Query Flood
attack count

hillstoneEventTcpFlood .1.3.6.1.4.1.28557.2.3.5.7 Data type: Counter64
Description: TCP Flood attack
count

hillstoneEventSynFlood .1.3.6.1.4.1.28557.2.3.5.8 Data type: Counter64
Description: SYN Flood attack
count

hillstoneEventUdpFlood .1.3.6.1.4.1.28557.2.3.5.9 Data type: Counter64
Description: UDP Flood attack
count

hillstoneEventlcmpFlood .1.3.6.1.4.1.28557.2.3.5.10 Data type: Counter64
Description: ICMP Flood attack
count

hillstoneEventRedirect .1.3.6.1.4.1.28557.2.3.5.11 Data type: Counter64

Description: ICMP Redirect
attack count

hillstoneEventUnreacheab | .1.3.6.1.4.1.28557.2.3.5.12 Data type: Counter64

leAtk Description: Unreachable

attack count

hillstoneEventlpSweep .1.3.6.1.4.1.28557.2.3.5.13 Data type: Counter64
Description: IP Sweep attack
count

hillstoneEventPortScan .1.3.6.1.4.1.28557.2.3.5.14 Data type: Counter64
Description: Port Scan attack
count

hillstoneEventlpOptAtk .1.3.6.1.4.1.28557.2.3.5.15 Data type: Counter64
Description: IP Option attack
count

hillstoneEventlpOptSrcRo | .1.3.6.1.4.1.28557.2.3.5.16 Data type: Counter64

utAtk Description: IP Option Strict
Source Route attack count

hillstoneEventlpOptRoutR | .1.3.6.1.4.1.28557.2.3.5.17 Data type: Counter64
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ecord

Description: IP Option Record
Route attack count

hillstoneEventTraceRoutAt

k

1.3.6.1.4.1.28557.2.3.5.18

Data type: Counter64

Description: Trace Route attack
count

hillstoneEventTimeStamp

Atk

1.3.6.1.4.1.28557.2.3.5.19

Data type: Counter64

Description: Time Stamp attack
count

hillstoneEventPingOfDeat
hAtk

1.3.6.1.4.1.28557.2.3.5.20

Data type: Counter64

Description: Ping of Death
attack count

hillstoneEventTearDropAt
k

1.3.6.1.4.1.28557.2.3.5.21

Data type: Counter64

Description: Tear Drop attack
count

hillstoneEventTcpFlagAtk

1.3.6.1.4.1.28557.2.3.5.22

Data type: Counter64

Description: TCP Flag attack
count

hillstoneEventlpFragAtk

1.3.6.1.4.1.28557.2.3.5.23

Data type: Counter64

Description: IP Fraggle attack
count

hillstoneEventLargelcmpA

tk

1.3.6.1.4.1.28557.2.3.5.24

Data type: Counter64

Description: Large ICMP attack
count

hillstoneEventSweepAndS
canAtk

1.3.6.1.4.1.28557.2.3.5.25

Data type: Counter64

Description: Sweep and Scan
attack count

hillstoneEventHalfConnAt
k

1.3.6.1.4.1.28557.2.3.5.26

Data type: Counter64

Description: Half Connection
attack count

hillstoneEventFtpBounceA

tk

1.3.6.1.4.1.28557.2.3.5.27

Data type: Counter64

Description: FTP Bounce attack
count

hillstoneEventSynProxyAt
k

1.3.6.1.4.1.28557.2.3.5.28

Data type: Counter64
Description: SYN-Proxy attack

count

hillstoneEventSynCookieA
tk

1.3.6.1.4.1.28557.2.3.5.29

Data type: Counter64
Description: SYN Cookie attack

count

hillstoneEventlICPAnomal

1.3.6.1.4.1.28557.2.3.5.30

Data type: Counter64
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yAtk

Description: ICP Anomaly

attack count

hillstoneEventIPDirectedA
tk

.1.3.6.1.4.1.28557.2.3.5.31

Data type: Counter64
Description: IP Directed attack

count

hillstoneEventAtkOthersA
tk

.1.3.6.1.4.1.28557.2.3.5.32

Data type: Counter64

Description: Others

hillstoneAVEventStatistics:

AV statistics based on protocol type

hillstoneEventAVHttpClea

r

.1.3.6.1.4.1.28557.2.3.7.1

Data type: Counter64

Description: HTTP virus count

hillstoneEventAVFtpClear

.1.3.6.1.4.1.28557.2.3.7.2

Data type: Counter64

Description: FTP virus count

hillstoneEventAVSmtpCle

ar

.1.3.6.1.4.1.28557.2.3.7.3

Data type: Counter64

Description: SMTP virus count

hillstoneEventAVPopClear

.1.3.6.1.4.1.28557.2.3.7.4

Data type: Counter64

Description: POP virus count

hillstoneEventAVImapCle

ar

.1.3.6.1.4.1.28557.2.3.7.5

Data type: Counter64

Description: IMAP virus count

hillstoneContentFItStatistics: Content filtering statistics

hillstoneUrlFIt

.1.3.6.1.4.1.28557.2.3.8.1

Data type: Counter64

Description: URL filtering count

hillstoneAppletFIt

.1.3.6.1.4.1.28557.2.3.8.2

Data type: Counter64

Description: Applet filtering
count

hillstoneQQFIt

.1.3.6.1.4.1.28557.2.3.8.3

Data type: Counter64

Description: QQ filtering count

hillstoneMSNFIt

.1.3.6.1.4.1.28557.2.3.8.4

Data type: Counter64
Description: MSN filtering count

hillstoneOther IMFIt

.1.3.6.1.4.1.28557.2.3.8.5

Data type: Counter64

Description: Other IM filtering
count

hillstoneP2PFIt

.1.3.6.1.4.1.28557.2.3.8.6

Data type: Counter64

Description: P2P filtering count

hillstoneWebPostFIt

.1.3.6.1.4.1.28557.2.3.8.7

Data type: Counter64

Description: Webpost filtering
count

hillstoneNetGameFIt

.1.3.6.1.4.1.28557.2.3.8.8

Data type: Counter64

Description: Online game
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filtering count

hillstoneStockFIt

.1.3.6.1.4.1.28557.2.3.8.9

Data type: Counter64

Description: Stock filtering
count

hillstoneStreamingMediaF

It

.1.3.6.1.4.1.28557.2.3.8.10

Data type: Counter64

Description: Streaming Media
filtering count

hillstoneOtherFlt

.1.3.6.1.4.1.28557.2.3.8.11

Data type: Counter64

Description: Others
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V3 Private MIB

Table 35 shows Stone OS versions of private MIB V3 and the MIB files it contains.
Table 35: V3 private MIB

MIB Version StoneOS Version MIF File

V3 StoneOS 4.0R3 HILLSTONE-SMI.my
StoneOS 4.0R6P8 and after HILLSTONE-PRODUCTS-MIB.my
StoneOS 4.5R1 HILLSTONE-DHCP-MIB.my
StoneOS 4.5R3P3.4 and after HILLSTONE-DNS-MIB.my

HILLSTONE-IF-MIB.my
HILLSTONE-IP-MIB.my
HILLSTONE-IPSEC-MIB.my
HILLSTONE-NTP-MIB.my
HILLSTONE-STATISTICS-MIB.my
HILLSTONE-SYSTEM-MIB.my

HILLSTONE-ZONE-MIB.my

The tables below describe the MIB files in MIB V3.

HILLSTONE-DNS-MIB

Table36: HILLSTONE-DNS-MIB Parsing

Name OID Value

hillstoneDnsSrvWorkMode | .1.3.6.1.4.1.28557.2.4.1.1 Data type: Integer
Description: DNS working mode
of system

1 O - DNS server

1 1 - DNS client

1 2 - DNS proxy

hillstoneDnsDomainTable: DNS domain information, which is only valid for DNS Proxy

configuration

hillstoneDnsDomainldx .1.3.6.1.4.1.28557.2.4.1.2.1.1 | Data type: Integer

Description: DNS domain index

hillstoneDnsDomainName | .1.3.6.1.4.1.28557.2.4.1.2.1.2 | Data type: String

Description: DNS domain name

hillstoneStaticDnsServAddressTable: Information of DNS server configured manually

hillstoneStaticDnsServidx | .1.3.6.1.4.1.28557.2.4.1.3.1.1 | Data type: Integer
Description: Number of

manually configured DNS
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servers

hillstoneStaticDnslIpAddr

.1.3.6.1.4.1.28557.2.4.1.3.1.2

Data type: IP Address
Description: IP address of

manual configured DNS server

hillstoneDynamicDnsServAddressTable: DNS server information configured dynamically

hillstoneDynamicDnsServ

ldx

.1.3.6.1.4.1.28557.2.4.1.4.1.1

Data type: Integer
Description: DNS server index

obtained dynamically

hillstoneDynamicDnslpAd
dr

.1.3.6.1.4.1.28557.2.4.1.4.1.2

Data type: IP Address

Description: DNS server IP

address obtained dynamically

HILLSTONE-DHCP-MIB

Table 37: HILLSTONE-DHCP-MIB Parsing

Name

OID

Value

hillstoneDHCPPoolTable: Configuration information of address pool

hillstoneDHCPPoollndex

.1.3.6.1.4.1.28557.2.5.1.1.1.1

Data type: Integer
Description: DHCP address pool

index

hillstoneDHCPPoolName

.1.3.6.1.4.1.28557.2.5.1.1.1.2

Data type: String
Description: DHCP address pool

name

hillstoneDHCPPoolNetwor

.1.3.6.1.4.1.28557.2.5.1.1.1.4

Data type: IP Address

kMask Description: DHCP address
netmask
hillstoneDHCPPoolAddrTable: Available addresses in address pool

hillstoneDHCPPoolIndex

.1.3.6.1.4.1.28557.2.5.1.2.1.1

Data type: Integer

Description: Index in
hillstoneDHCPPoolTable, which
is used to match a specific DHCP

address pool

hillstoneDHCPPoollPStart

.1.3.6.1.4.1.28557.2.5.1.2.1.2

Data type: IP Address
Description: Start IP of the
address pool corresponding to

hillstoneDHCPPoolIndex
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hillstoneDHCPPoollIPENnd

.1.3.6.1.4.1.28557.2.5.1.2.1.3

Data type: IP Address
Description: End IP of the
address pool corresponding to

hillstoneDHCPPoolIndex

hillstoneDHCPFreelPTable:

IP address reserved in address pool

hillstoneDHCPFreelPInde

X

.1.3.6.1.4.1.28557.2.5.1.3.1.1

Data type: Integer

Description: Index in
hillstoneDHCPPoolTable, which
is used to match a specific DHCP

address pool

hillstoneDHCPFreelPStart

.1.3.6.1.4.1.28557.2.5.1.3.1.2

Data type: IP Address
Description: Start IP of the
reserved IP address in the
address pool corresponding to

hillstoneDHCPPoolIndex

hillstoneDHCPFreelPEnd

.1.3.6.1.4.1.28557.2.5.1.3.1.3

Data type: IP Address
Description: End IP of the
reserved IP address in the
address pool corresponding to

hillstoneDHCPPoolIndex

HILLSTONE-IP-MIB

Table 38: HILLSTONE-IP-MIB Parsing

Name

OID

Value

hillstonelpAddressFamily

.1.3.6.1.4.1.28557.2.7.1.1

Data type: Integer

Description: IP protocol on an

interface
1 1-1Pv4
1 2 - 1Pv6
1 3 - Others
HILLSTONE-IF-MIB
Table 39: HILLSTONE-IF-MIB Parsing
Name OID Value

hillstoneWanIfNumber

.1.3.6.1.4.1.28557.2.6.1.1

Data type: Integer32
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Description: Number of

interfaces bound to WAN zone

hillstoneLanlfNumber

.1.3.6.1.4.1.28557.2.6.1.2

Data type: Integer32
Description: Number of
interfaces bound to other zones

(LAN zone)

hillstonelfAttriTable: Interface attributes

hillstonelflndex

.1.3.6.1.4.1.28557.2.6.1.3.1.1

Data type: Integer

Description: Interface index,
which is same as that of Iflndex
node (.1.3.6.1.2.1.2.2.1.1) of
IF-MIB (public MIB)

hillstonelfName

.1.3.6.1.4.1.28557.2.6.1.3.1.2

Data type: String

Description: Interface name

hillstonelfAttribute

.1.3.6.1.4.1.28557.2.6.1.3.1.3

Data type: Integer
Description: Binding zone
1 O - Unbound

1 1 - WAN Zone

1 2 - LAN Zone

HILLSTONE-IPSEC

Table 40: HILLSTONE-IPSEC Parsing

Name

OID

Value

ipsecTunnellndex

.1.3.6.1.4.1.28557.2.1.1.1.1.1

Data type: Integer

Description: Tunnel index

ipsecTunnelName

.1.3.6.1.4.1.28557.2.1.1.1.1.2

Data type: String

Description: Tunnel name

ipsecTunnel D

.1.3.6.1.4.1.28557.2.1.1.1.1.3

Data type: Integer

Description: Tunnel ID

ipsecTunnelType

.1.3.6.1.4.1.28557.2.1.1.1.1.4

Data type: Integer
Description: Tunnel type
1 1 - IKE VPN

1 2 - PnPVPN

1 3 - Dial-up VPN

1 4 - Manual key VPN

57




[ ] -
Hl"StDﬂ@ StoneOS Private MIB Reference Manual

M E T W O R K 5

ipsecTunnelPeerlp .1.3.6.1.4.1.28557.2.1.1.1.1.5 | Data type: Network Address

Description: Peer IP

ipsecTunnelExIflndex .1.3.6.1.4.1.28557.2.1.1.1.1.6 | Data type: Integer
Description: Egress interface
index, which is same as that of
IfiIndex node
(.1.3.6.1.2.1.2.2.1.1) of IF-MIB
(public MIB)

ipsecTunnelLocal D .1.3.6.1.4.1.28557.2.1.1.1.1.7 | Data type: String

Description: Local ID

ipsecTunnelRemotelD .1.3.6.1.4.1.28557.2.1.1.1.1.8 | Data type: String

Description: Remote ID

ipsecTunnelCryptAlgorith .1.3.6.1.4.1.28557.2.1.1.1.1.9 | Data type: String
ms Description: Encryption

algorithm

ipsecTunnelAuthAlgorithm | .1.3.6.1.4.1.28557.2.1.1.1.1.1 | Data type: String

s 0 Description: Authentication
algorithm
ipsecTunnelLifeTime .1.3.6.1.4.1.28557.2.1.1.1.1.1 | Data type: Time Ticks
1 Description: Uptime
ipsecTunnelStatus .1.3.6.1.4.1.28557.2.1.1.1.1.1 | Data type: Integer
2 Description: Tunnel status
1 1 - Active

1 2 - Inactive
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Name

OID

Value

hillstoneNTPServName

.1.3.6.1.4.1.28557.2.8.1.1.1.1

Data type: String

Description: NTP server name

hillstoneNTPServStatus

.1.3.6.1.4.1.28557.2.8.1.1.1.2

Data type: Integer
Description: NTP server status

1 1 - Preferred server

1 5 - Non-preferred server

HILLSTONE-SYSTEM-MIB

Table 42: HILLSTONE-SYSTEM-MIB Parsing

Name

OID

Value

sysSerialNumber

.1.3.6.1.4.1.28557.2.2.1.1

Data type: String

Description: Device serial

number
sysSoftware .1.3.6.1.4.1.28557.2.2.1.2 Data type: String

Description: Firmware version
sysCPU .1.3.6.1.4.1.28557.2.2.1.3 Data type: Integer

Description: CPU utilization

sysTotalMemory

.1.3.6.1.4.1.28557.2.2.1.4

Data type: Gauge32

Description: Total memory

sysCurMemory

.1.3.6.1.4.1.28557.2.2.1.5

Data type: Gauge32

Description: Used memory

sysTotalSession

.1.3.6.1.4.1.28557.2.2.1.6

Data type: Counter
Description: Number of

maximum concurrent sessions

sysCurSession

.1.3.6.1.4.1.28557.2.2.1.7

Data type: Gauge32
Description: Number of

established sessions

sysHAStatus

.1.3.6.1.4.1.28557.2.2.1.8

Data type: Integer
Description: HA Status
1 0 - Invalid

1 1 - Started
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1 2 - Hello

1 3 - Backup device
1 4 - Primary device
1 5 - Standby device

1 15 - Failure

sysLogServerAddress1 .1.3.6.1.4.1.28557.2.2.1.13 Data type: String
Description: Syslog server IP
address 1

sysLogServerAddress2 .1.3.6.1.4.1.28557.2.2.1.14 Data type: String
Description: Syslog server IP
address 2

HILLSTONE-STATISTICS-MIB

Table 43: HILLSTONE-STATISTICS-MIB Parsing

Name OID Value

hillstoneSystemStatisticsL: System statistics

onlineUserNum .1.3.6.1.4.1.28557.2.3.1.1 Data type: Integer

Description: Online user

number
hillstonelPSecStatistic: IPSec statistics
hillstonelPSecGlobalActiv | .1.3.6.1.4.1.28557.2.3.2.1 Data type: Gauge
eTunnels Description: Active tunnel
number
hillstonelPSecGlobalActiv | .1.3.6.1.4.1.28557.2.3.2.2 Data type: Gauge
eSas Description: Active and expired

Phase Il SA number

hillstonelPSecStatisticTable: Detailed IPSec Tunnel statistics

hillstonelPsecTunnel ID .1.3.6.1.4.1.28557.2.3.2.3.1.1 | Data type: Counter

Description: Tunnel ID

hillstonelPSeclInOctets .1.3.6.1.4.1.28557.2.3.2.3.1.2 | Data type: Counter64
Description: Byte count of

received packets

hillstonelPSecinDecompO | .1.3.6.1.4.1.28557.2.3.2.3.1.3 | Data type: Counter64
ctets Description: Byte count of

received decompressed packets

hillstonelPSeclInPkts .1.3.6.1.4.1.28557.2.3.2.3.1.4 | Data type: Counter64
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Description: Number of

received packets

hillstonelPSecInDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.5

Data type: Counter64
Description: Number of dropped

packets during receiving

hillstonelPSecInReplayDr

ops

.1.3.6.1.4.1.28557.2.3.2.3.1.6

Data type: Counter32
Description: Number of dropped

packets due to anti-replay

hillstonelPSeclnAuthFails

.1.3.6.1.4.1.28557.2.3.2.3.1.7

Data type: Counter32
Description: Number of dropped
packets due to authentication

failure

hillstonelPSeclnDecryptF

ails

.1.3.6.1.4.1.28557.2.3.2.3.1.8

Data type: Counter32
Description: Number of dropped

packets that failed to decrypt

hillstonelPSecOutOctets

.1.3.6.1.4.1.28557.2.3.2.3.1.9

Data type: Counter64
Description: Byte count of sent

packets

hillstonelPSecOutUncomp

Octets

.1.3.6.1.4.1.28557.2.3.2.3.1.1
0

Data type: Counter64
Description: Byte count of sent

uncompressed packets

hillstonelPSecOutPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
1

Data type: Counter64

Description: Number of sent
packet

hillstonelPSecOutDrops

.1.3.6.1.4.1.28557.2.3.2.3.1.1
2

Data type: Counter64
Description: Number of dropped

packets during sending

hillstonelPSecOutEncrypt

Fails

.1.3.6.1.4.1.28557.2.3.2.3.1.1
3

Data type: Counter32
Description: Number of dropped

packet that failed to encrypt

hillstonelPSecNoMemory

DropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
4

Data type: Counter32
Description: Number of dropped
packets due to insufficient

memory

hillstonelPSecNoFindSaDr

.1.3.6.1.4.1.28557.2.3.2.3.1.1

Data type: Counter32
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opPkts

Description: Number of dropped

packets due to no available SA

hillstonelPSecQueueFullD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
6

Data type: Counter32
Description: Number of dropped

packets due to queuing jam

hillstonelPSeclnvalidLenD

ropPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
7

Data type: Counter32
Description: Number of dropped

packets due to invalid length

hillstonelPSecTooLongDro

pPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
8

Data type: Counter32
Description: Number of dropped

packets due to over length

hillstonelPSeclnvalidSaDr

opPkts

.1.3.6.1.4.1.28557.2.3.2.3.1.1
9

Data type: Counter32
Description: Number of dropped

packets due to invalid SA

hillstonelpsEventStatistics: IPS statistics based on protocols

hillstonelpsFlowStatistics: IPS statistics, the same as that of hillstonelpsEventStatistics

hillstoneEventHttpAtk

.1.3.6.1.4.1.28557.2.3.3.1

Data type: Counter64
Description: HTTP attack count

hillstoneEventFtpAtk

.1.3.6.1.4.1.28557.2.3.3.2

Data type: Counter64

Description: FTP attack count

hillstoneEventSmtpAtk

.1.3.6.1.4.1.28557.2.3.3.3

Data type: Counter64
Description: SMTP attack count

hillstoneEventDnsAtk

.1.3.6.1.4.1.28557.2.3.3.4

Data type: Counter64

Description: DNS attack count

hillstoneEventNetbiosAtk

.1.3.6.1.4.1.28557.2.3.3.5

Data type: Counter64

Description: NETBIOS attack
count

hillstoneEventPop3Atk

.1.3.6.1.4.1.28557.2.3.3.6

Data type: Counter64
Description: POP3 attack count

hillstoneEventSipAtk

.1.3.6.1.4.1.28557.2.3.3.7

Data type: Counter64

Description: SIP attack count

hillstoneEventH323Atk

.1.3.6.1.4.1.28557.2.3.3.8

Data type: Counter64
Description: H323 attack count

hillstoneEventimapAtk

.1.3.6.1.4.1.28557.2.3.3.9

Data type: Counter64
Description: IMAP attack count

hillstoneEventP2PAtk

.1.3.6.1.4.1.28557.2.3.3.10

Data type: Counter64

Description: P2P attack count
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hillstoneEventimAtk .1.3.6.1.4.1.28557.2.3.3.11 Data type: Counter64
Description: IM attack count

hillstoneEventSQLAtk .1.3.6.1.4.1.28557.2.3.3.12 Data type: Counter64
Description: SQL attack count

hillstoneEventIPSOthersA | .1.3.6.1.4.1.28557.2.3.3.13 Data type: Counter64

tk Description: Other attacks

hillstoneAtkEventStatistics: Attack defense statistics based attack type

hillstoneAtkFlowStatistics: Attack statistics, the same as that of hillstoneAtkEventStatistics
hillstoneEventlpSpoof .1.3.6.1.4.1.28557.2.3.5.1 Data type: Counter64

Description: IP spoofing
attack count

hillstoneEventLandAtk .1.3.6.1.4.1.28557.2.3.5.2 Data type: Counter64
Description: Land attack count

hillstoneEventSmurfAtk .1.3.6.1.4.1.28557.2.3.5.3 Data type: Counter64
Description: Smurf attack count

hillstoneEventFraggleAtk .1.3.6.1.4.1.28557.2.3.5.4 Data type: Counter64
Description: Fraggle attack
count

hillstoneEventWinnuke .1.3.6.1.4.1.28557.2.3.5.5 Data type: Counter64
Description: WinNuke attack
count

hillstoneEventDnsFlood .1.3.6.1.4.1.28557.2.3.5.6 Data type: Counter64

Description: DNS Query Flood
attack count

hillstoneEventTcpFlood .1.3.6.1.4.1.28557.2.3.5.7 Data type: Counter64
Description: TCP Flood attack
count

hillstoneEventSynFlood .1.3.6.1.4.1.28557.2.3.5.8 Data type: Counter64
Description: SYN Flood attack
count

hillstoneEventUdpFlood .1.3.6.1.4.1.28557.2.3.5.9 Data type: Counter64
Description: UDP Flood attack
count

hillstoneEventicmpFlood .1.3.6.1.4.1.28557.2.3.5.10 Data type: Counter64
Description: ICMP Flood attack

count
hillstoneEventRedirect .1.3.6.1.4.1.28557.2.3.5.11 Data type: Counter64

Description: ICMP Redirect
attack count

hillstoneEventUnreacheab | .1.3.6.1.4.1.28557.2.3.5.12 Data type: Counter64
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leAtk

Description: Unreachable
attack count

hillstoneEventlpSweep

1.3.6.1.4.1.28557.2.3.5.13

Data type: Counter64

Description: IP Sweep attack
count

hillstoneEventPortScan

1.3.6.1.4.1.28557.2.3.5.14

Data type: Counter64

Description: Port Scan attack
count

hillstoneEventlpOptAtk

1.3.6.1.4.1.28557.2.3.5.15

Data type: Counter64

Description: IP Option attack
count

hillstoneEventlpOptSrcRo
utAtk

1.3.6.1.4.1.28557.2.3.5.16

Data type: Counter64

Description: IP Option Strict
Source Route attack count

hillstoneEventlpOptRoutR

ecord

1.3.6.1.4.1.28557.2.3.5.17

Data type: Counter64

Description: IP Option Record
Route attack count

hillstoneEventTraceRoutAt

k

1.3.6.1.4.1.28557.2.3.5.18

Data type: Counter64

Description: Trace Route attack
count

hillstoneEventTimeStamp

Atk

1.3.6.1.4.1.28557.2.3.5.19

Data type: Counter64

Description: Time Stamp attack
count

hillstoneEventPingOfDeat
hAtk

1.3.6.1.4.1.28557.2.3.5.20

Data type: Counter64

Description: Ping of Death
attack count

hillstoneEventTearDropAt
k

1.3.6.1.4.1.28557.2.3.5.21

Data type: Counter64

Description: Tear Drop attack
count

hillstoneEventTcpFlagAtk

1.3.6.1.4.1.28557.2.3.5.22

Data type: Counter64

Description: TCP Flag attack
count

hillstoneEventlpFragAtk

1.3.6.1.4.1.28557.2.3.5.23

Data type: Counter64

Description: IP Fraggle attack
count

hillstoneEventLargelcmpA

tk

1.3.6.1.4.1.28557.2.3.5.24

Data type: Counter64

Description: Large ICMP attack
count

hillstoneEventSweepAndS
canAtk

1.3.6.1.4.1.28557.2.3.5.25

Data type: Counter64

Description: Sweep and Scan
attack count
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hillstoneEventHalfConnAt
k

.1.3.6.1.4.1.28557.2.3.5.26

Data type: Counter64

Description: Half Connection
attack count

hillstoneEventFtpBounceA

tk

.1.3.6.1.4.1.28557.2.3.5.27

Data type: Counter64

Description: FTP Bounce attack
count

hillstoneEventAtkOthersA
tk

.1.3.6.1.4.1.28557.2.3.5.28

Data type: Counter64

Description: Others

hillstoneEventSynProxyAt
k

.1.3.6.1.4.1.28557.2.3.5.29

Data type: Counter64
Description: SYN-Proxy attack

count

hillstoneEventSynCookieA
tk

.1.3.6.1.4.1.28557.2.3.5.30

Data type: Counter64
Description: SYN Cookie attack

count

hillstoneEventlICPAnomal

yAtk

.1.3.6.1.4.1.28557.2.3.5.31

Data type: Counter64
Description: ICP Anomaly

attack count

hillstoneEventIPDirectedA
tk

.1.3.6.1.4.1.28557.2.3.5.32

Data type: Counter64
Description: IP Directed attack

count

hillstoneAVEventStatistics:

Anti-virus statistics based on protocol type

hillstoneEventAVHttpClea

r

.1.3.6.1.4.1.28557.2.3.7.1

Data type: Counter64

Description HTTP virus count

hillstoneEventAVFtpClear

.1.3.6.1.4.1.28557.2.3.7.2

Data type: Counter64

Description: FTP virus count

hillstoneEventAVSmtpCle

ar

.1.3.6.1.4.1.28557.2.3.7.3

Data type: Counter64

Description: SMTP virus count

hillstoneEventAVPopClear

.1.3.6.1.4.1.28557.2.3.7.4

Data type: Counter64

Description: POP virus count

hillstoneEventAVIimapCle

ar

.1.3.6.1.4.1.28557.2.3.7.5

Data type: Counter64

Description: IMAP virus count

hillstoneContentFItStatistics: Content filtering statistics

hillstoneUrlIFIt

.1.3.6.1.4.1.28557.2.3.8.1

Data type: Counter64

Description: URL filtering count

hillstoneAppletFIt

.1.3.6.1.4.1.28557.2.3.8.2

Data type: Counter64

Description: Applet filtering
count
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hillstoneQQFIt

.1.3.6.1.4.1.28557.2.3.8.3

Data type: Counter64

Description: QQ filtering count

hillstoneMSNFIt

.1.3.6.1.4.1.28557.2.3.8.4

Data type: Counter64

Description: MSN filtering count

hillstoneOtherIMFIt

.1.3.6.1.4.1.28557.2.3.8.5

Data type: Counter64

Description: Other IM filtering
count

hillstoneP2PFIt

.1.3.6.1.4.1.28557.2.3.8.6

Data type: Counter64

Description: P2P filtering count

hillstoneWebPostFIt

.1.3.6.1.4.1.28557.2.3.8.7

Data type: Counter64

Description: WebPost filtering
count

hillstoneNetGamekFIt

.1.3.6.1.4.1.28557.2.3.8.8

Data type: Counter64

Description: Online game
filtering count

hillstoneStockFIt

.1.3.6.1.4.1.28557.2.3.8.9

Data type: Counter64

Description: Stock filtering
count

hillstoneStreamingMediaF

It

.1.3.6.1.4.1.28557.2.3.8.10

Data type: Counter64

Description: Streaming Media
filtering count

hillstoneOtherFIt

.1.3.6.1.4.1.28557.2.3.8.11

Data type: Counter64

Description: Others

HILLSTONE-ZONE-MIB

Table 44: HILLSTONE-ZONE-MIB Parsing

Name

OID

Value

hillstoneZoneTable: Zone configuration information

hillstoneZoneZoneldx

.1.3.6.1.4.1.28557.2.9.1.1.1.1

Data type: Counter

Description: Zone index

hillstoneZoneZoneName

.1.3.6.1.4.1.28557.2.9.1.1.1.2

Data type: Octet String

Description: Zone name

hillstoneZoneType

.1.3.6.1.4.1.28557.2.9.1.1.1.3

Data type: Integer
Description: Zone type
1 1 - Layer 2 zone

1 2 - Layer 3 zone

hillstoneZonelFTable: Zone

interface information

hillstoneZoneldx

.1.3.6.1.4.1.28557.2.9.1.2.1.1

Data type: Counter
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Description: Zone index

hillstoneZonelflndex

.1.3.6.1.4.1.28557.2.9.1.2.1.2

Data type: Counter
Description: Interface index
used to uniquely identify an
interface, the same as that of
Ifindex node
(.1.3.6.1.2.1.2.2.1.1) in IF-MIB
(Public MIB)
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V2 Private MIB

Table 45 shows Stone OS versions of private MIB V2 and the MIB files it contains.

Table 45: V2 private MIB

MIB Version StoneOS Version MIF File

V2 StoneOS 4.0R2 and before HILLSTONE-SMI.my
HILLSTONE-PRODUCTS-MIB.my

HILLSTONE-SYSTEM-MIB.my
HILLSTONE-VPN-MIB.my

HILLSTONE-STATISTICS-MIB.my

The following tables present information about V2 MIB files. HILLSTONE-SYSTEM-MIB is the

most frequently used private MIB file, as described below.

HILLSTONE-SYSTEM-MIB

Table 46: HILLSTONE-SYSTEM-MIB Parsing

Name OID Value

sysSerialNumber .1.3.6.1.4.1.28557.2.2.1 Data type: String
Description: Product serial

number

sysSoftware .1.3.6.1.4.1.28557.2.2.2 Data type: String

Description: Firmware version

sysCPU .1.3.6.1.4.1.28557.2.2.3 Data type: Integer

Description: CPU utilization

sysTotalMemory .1.3.6.1.4.1.28557.2.2.4 Data type: Gauge32

Description: Total memory size

sysCurMemory .1.3.6.1.4.1.28557.2.2.5 Data type: Gauge32

Description: Used memory

sysTotalSession .1.3.6.1.4.1.28557.2.2.6 Data type: Counter
Description: Maximum session

number

sysCurSession .1.3.6.1.4.1.28557.2.2.7 Data type: Gauge32
Description: Established

session number

sysHAStatus .1.3.6.1.4.1.28557.2.2.8 Data type: Integer

Description: HA status
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1 O - Invalid

1 1 - Started

1 2 - Hello

1 3 - Backup device
1 4 - Primary device

1 5 - Abnormal or failure

1 6 - Preempt
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V1 private MIB

Table 47 shows Stone OS versions of private MIB V1 and the MIB files it contains.

Table 47: V1 private MIB

MIB Version

StoneOS Version

MIF File

V1

HILLSTONE-SMI.my
HILLSTONE-PRODUCTS-MIB.my
HILLSTONE-SYSTEM-MIB.my
HILLSTONE-VPN-MIB.my
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Trap

When abnormality occurred in system, the Hillstone device uses SNMP agent to send traps to

the network management system. Trap is supported in StoneOS version 4.0R2 and above. Table

48 shows Stone OS versions of private MIB V1 and supported private trap.

Table 48: StoneOS version and supported private traps

StoneOS Version

Name

Description

StoneOS 4.0R2

hillstoneCPUStatus

Generate a notification when CPU utilization

reaches the configured value.

hillstoneMemoryStatus

Generate a notification when memory utilization

reaches the configured value.

hillstoneVPNDown

Generate a notification when a VPN tunnel is

down.

hillstoneVPNUp

Generate a notification when a VPN tunnel is up.

hillstoneFANStatus

Generate a notification when the fan status is

abnormal.

hillstoneTempStatus

Generate a notification when the fan

temperature reaches the specified threshold.

hillstoneHAStatus

Generate a notification when HA status changes.

hillstoneADType

Notify attack type

StoneOS 4.0R3
StoneOS 4.0R4
StoneOS 4.0R5
StoneOS 4.0R6G2
StoneOS 4.5R1

hillstoneCPUStatus

Generate a notification when CPU utilization

reaches the configured value.

hillstoneMemoryStatus

Generate a notification when memory utilization

reaches the configured value

hillstoneVPNDown

Generate a notification when a VPN tunnel is

down.

hillstoneVPNUp

Generate a notification when a VPN tunnel is up.

hillstoneFANStatus

Generate a notification when the fan status

changes.

hillstoneTempStatus

Generate a notification when the fan

temperature reaches the specified threshold.

hillstoneHAStatus

Generate a notification when HA status changes.

hillstoneADType

Notify attack type

hillstonelflpChange

Generate a notification when the interface

address changes.
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hillstoneDeviceNameC

hange

Generate a notification when the device name

changes.

hillstonelPSStatus

Generate a notification when IPS is enabled or

disabled.

hillstoneAVStatus

Generate a notification when anti-virus enabled

or disabled.

hillstoneSystemReboot

Generate a notification when the system is

rebooted.

HillstoneDiskSpaceStat

us

Generate a notification when free disk space is

insufficient.

StoneOS 4.0R6
StoneOS 4.5R2
StoneOS 4.5R3

hillstoneCPUStatus

Generate a notification when CPU utilization

reaches the configured value.

hillstoneMemoryStatus

Generate a notification when memory utilization

reaches the configured value.

hillstoneVPNDown

Generate a notification when a VPN tunnel is

down.

hillstoneVPNUp

Generate a notification when a VPN tunnel is up.

hillstoneFANStatus

Generate a notification when the fan status is

abnormal.

hillstoneTempStatus

Generate a notification when the fan

temperature reaches the specified threshold.

hillstoneHAStatus

Generate a notification when the HA status

changes.

hillstoneADType

Notify attack type

hillstonelflpChange

Generate a notification when the interface

address changes.

hillstoneDeviceNameC

hange

Generate a notification when the device name

changes.

hillstonelPSStatus

Generate a notification when IPS is enabled or

disabled.

hillstoneAVStatus

Generate a notification when anti-virus is

enabled or disabled.

hillstoneSystemReboot

Generate a notification when the system is

rebooted.

HillstoneDiskSpaceStat

Generate a notification when free disk space is

72




Hillstone

M E T W O R K 5

StoneOS Private MIB Reference Manual

us

insufficient.

hillstoneSessionOverT

hreshold

Generate a notification when session ratio

reaches the configured threshold.

hillstoneLogOverThres

hold

Generate a notification when used log buffer

ratio reaches configured threshold.

hillstonelfBandwidthOv
erThreshold

Generate a notification when interface

bandwidth reaches the configured threshold.

hillstonePolicyCountOv

erThreshold

Generate a notification when policy number

reaches configured threshold.

hillstoneConfigurationC

hange

Generate a notification when system

configuration is modified.

StoneOS 4.0R7
StoneOS 4.5R4
StoneOS 5.0R1
StoneOS 5.0R2
StoneOS 5.0R3

hillstoneCPUStatus

Generate a notification when CPU utilization

reaches the configured value.

hillstoneMemoryStatus

Generate a notification when memory utilization

reaches the configured value.

hillstoneVPNDown

Generate a notification when a VPN tunnel is

down.

hillstoneVPNUp

Generate a notification when a VPN tunnel is up.

hillstoneFANStatus

Generate a notification when the fan status is

abnormal.

hillstoneTempStatus

Generate a notification when the fan

temperature reaches the specified threshold.

hillstoneHAStatus

Generate a notification when HA status changes.

hillstoneADType

Notify attack type

hillstonelflpChange

Generate a notification when the interface

address changes.

hillstoneDeviceNameC

hange

Generate a notification when the device name

changes.

hillstonelPSStatus

Generate a notification when IPS is enabled or

disabled.

hillstoneAVStatus

Generate a notification when anti-virus is

enabled or disabled.

hillstoneSystemReboot

Generate a notification when system is

rebooted.

HillstoneDiskSpaceStat

Generate a notification when free disk space is
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us

insufficient.

hillstoneSessionOverT

hreshold

Generate a notification when session ratio

reaches the configured threshold.

hillstoneLogOverThres

hold

Generate a notification when used log buffer

ratio reaches the configured threshold.

hillstonelfBandwidthOv
erThreshold

Generate a notification when interface

bandwidth reach the configured threshold.

hillstonePolicyCountOv

erThreshold

Generate a notification when policy number

reaches configured threshold.

hillstoneConfigurationC

hange

Generate a notification when system

configuration is modified.

hillstoneSlotUp

Generate a notification when expansion module

is up.

hillstoneSlotDown

Generate a notification when expansion module

is down.

hillstoneSNATResource

OverThreshold

Generate a notification when utilization of SNAT

port resource reaches the configured threshold.

hillstoneLoginFailed

Generate a notification when administrator fails

to log in.

hillstoneBypassModule

StateChange

Generate a notification when the Bypass module
switches between bypass mode and inline

mode).

StoneOS 4.0R7
StoneOS 4.5R4
StoneOS 5.0R1
StoneOS 5.0R2
StoneOS 5.0R3
StoneOS 5.0R4

hillstoneBypassBypass

Generate a notification when you switch the
device and the expansion module to the bypass

mode.

hillstoneBypassInline

Generate a notification when the Bypass module

is switched to the inline mode.

hillstoneWarningCPUSt

atus

Generate a notification when the CPU utilization

triggers the warning rule.

hillstoneWarningMemo

ryStatus

Generate a notification when the memory

utilization triggers the warning rule.

hillstoneWarningAPMDi

skSpaceStatus

Generate a notification when the disk space

utilization triggers the warning rule.

hillstoneWarningNewsS

essionStatus

Generate a notification when the number of new

sessions triggers the warning rule.
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hillstoneWarningConcu

rrentSessionStatus

Generate a notification when the number of

concurrent sessions triggers the warning rule.

hillstoneWarninglFBan

dwidthStatus

Generate a notification when the bandwidth of

the interface triggers the warning rule.

hillstoneWarningSNAT

ResourceStatus

Generate a notification when the SNAT port

usage triggers the wanring rule.

hillstoneWarningCPUTe

mperatureStatus

Generate a notification when the CPU

temperature triggers the warning rule.

hillstoneWarningChassi

sTemperatureStatus

Generate a notification when the chassis

temperature triggers the warning rule.

hillstoneWarningApplic

ationStatus

Generate a notification when the concurrent
sessions, new sessions, and packet forwarding

rate of the application triggers the warning rule.

hillstoneWarningMonit

orNodeStatus

Generate a notification when the delay of the
network node and the packet losing rate or the
delay of the service node triggers the warning

rule.

hillstonePowerStatus

Generate a notification when the power module

status is abnormal.

hillstoneFanError

Generate a notification when the fan status is

abnormal.
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