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1 Request Analysis

Secure Sockets Layer (SSL) is a computer networking protocol for securing
connections between network application clients and servers over an insecure
network, such as the internet. Due to numerous protocol and implementation flaws
and vulnerabilities, SSL was deprecated for use on the internet by the Internet
Engineering Task Force (IETF) in 2015 and has been replaced by the Transport Layer
Security (TLS) protocol. While TLS and SSL are not interoperable, TLS is backwards-

compatible with SSL 3.0

When a Web browser tries to connect to a website using SSL, the browser will first
request the web server identify itself. This prompts the web server to send the
browser a copy of the SSL Certificate. The browser checks to see if the SSL Certificate
is trusted - if the SSL Certificate is trusted, then the browser sends a message to the
Web server. The server then responds to the browser with a digitally signed
acknowledgement to start an SSL encrypted session. This allows encrypted data to
be shared between the browser and the server. You may notice that your browsing

session now starts with https (and not http).

In order to provide public key to client, HTTPS site is using certificate issued by CA

organization, you can find in client the below information:
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Details | Certification Path

Show: | <All= W |
Field Value 2
DIssuer Symantec Class 3 Secure Serv...
D'u'alid from Monday, August 15, 2016 8:0...
D'u'alid to Thursday, August 17, 2017 7.

baidu. com, service operation ...

=] Public key RSA (2043 Bits)
Subject Alternative Name DMS Mame=".baidu.com, DNS ...
Basic Constraints subject Type=End Entity, Pat...
.I'?T‘I']Fnh:mrpd Kew |l leans Carver Anthentiratinn 1 3 A W
CM = baidu.com
Ol = service operation department.
0 = Beiling Baidu Metcom Scence Technology Co., Lid
L = beijing
5 = beijing
C =CN

Edit Properties... Copy to File...

Learn more about certificate details

To assure the security of sensitive data when being transmitting over networks,
more and more websites adopt SSL encryption to protect their information. The
device provides the SSL proxy function to decrypt HTTPS traffic. There are three

work modes: Require mode, Exempt mode, Offload mode. Here we will test the

first two modes.

2 Solution

Hillstone FW deployed at network exit in routing mode, firmware: SG6000-M-

5.5R3.bin
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2.1 Require-mode SSL proxy for HTTPS websites

(1) Create SSL-proxy profile

sslproxy-profile "require-baidu"
mode require
description baidu-proxy
cert-subject-name baidu.com
exit

(2) Bind this SSL-proxy profile to policy

Policy Configuration ?

Basic Protection Options

Schedule: v
QoS: (1-1024)
Log: [] Deny [7] Session start [7] Sessicon end
SSL Proxy: Enable  Profile; |require-baidu vI
Position: | = b
Description: (0-255) chars

QK Cancel

(3) Export CA certificate from FW and import to browser

Wy 1rust Domes Maragenmiees
¥ o Mas aygeraest Toust Domain Fest_comaw_sel_provy 2540 ~ T3] cnar
r Contert & CA Cotfoew Lozal Carsfce FRCSeIS PRCSNI2 0w
® U
ACTion
g
& Evport
Ly -
v
ABtrrw Cal Viey
[ ® oy ]
i €3 Dagnmis T {

Import the root certificate to the “Trusted Root Certification Authorities” of

client browser
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Intended purpose: | <Al =

vl

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted P'ubl| d | b

Issued To Issued By
[Slaaa Certificate Ser...  AAA Certificate Services

[5,|AC Raiz Certicdmar... AC Raiz Certicimara ...
[5;]AC RAIZ DNIE AC RAIZ DNIE

[Z3AC RAIZ FNMT-RCM  AC RAIZ FNMT-RCM
[SAC1RAIZ MTIN AC1RAIZ MTIN
[Slaccvralzl ACCVRAIZ1
[5;]ACEDICOM Root ACEDICOM Root
Elache ACNLE

[l actalis Authenticati... Actalis Authentication. ..

Expiratio...

1/1/2029
4/3/2030
2/9/2036
112030
11/4/2019
12/31/2030
4f14/2028
5/15/2023
6/25/2022

Friendly MName 2

COMODO CA

AC Raiz Certica...
DIRECCION GEM...

AC RAIZ FNMT-...
ACL1RALIZ MTIM
ACCVRAIZ]L

EDICOM

MLE Mova Ljublia. ..
Actalis Authentic... ¥

Export... Remove

Certificate intended purposes

Learn more about certificates

View

(4) Verify the proxy result

A. Before the proxy
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e' ; | == [iE - |[@] https:/ v baidu.com/ LP-ac H
oM oo 6T R oo0 | =EOBE O OEE
Certificate

General | Details | Certification Path
B ..

L= -] Certificate Information
This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

k] a7

Issued to: baidu.com

Issued by: VeriSign Class 3 Secure Server CA - G3

Valid from 12/29/2015 to 12/30/2016

Issuer Statement

Learn more about certificates

OK

B. After proxy
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[Z) HILLSTONE NETWORKS  x / [&] BE—T . {5ahilE x \

€ — C [ httpsy//www.baidu.com

General | Details | Certification Path

| Certificate Information

This certificate is i led for the following purp
» Al application policies

Issued to: baidu.com

Issued by: SG-5000

valid from 12/29/2015 to 12/30/2016

Issuer Statement

Learn more about certificates

[ o |

[ = 0 e v baidacomy p-ac|mas

BM: 1wC 90| =0 OBA AR

Gerardl | Detads | Certfication Path | (1)

— Bai®

This certificate s ded for the foll pur (s):
* Ensures the idensity of a remote computer

Vahd from 12/29/2015 to 12/30/2016

e STatenent

Learn more sbout certificates
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2.2 Exempt mode SSL proxy, proxy all other websites except baidu

(1) Create SSL-proxy profile

sslproxy-profile "except-baidu"
mode exempt
description proxy all except baidu
cert-subject-name baidu.com
exit

(2) Bind this SSL-proxy profile in policy

Policy Configuration T

Basic Protection Options

Schedule: 7
Qos: (1-1024)
Log: [7] Deny [] Session start [] Session end
SSL Proxy: Enable Profile; | except-baidu W
Position: | - b
Description: {0-255) chars

QK Cancel

(3) Export CA certificate from FW and import to browser

Wy 1rust Domes Maragenmiees
Toust Domain Fesi_comae o 4 -
C Contere & CA Cotfoew Lozal Carsfce FRCSeIS PRCSNI2 0w
® U
g
& Evport
"
ABtrrw Cal Viey
[ L ]
i €3 Dagnmis T {

Import the root certificate to the "Trusted Root Certification Authorities” of

client browser
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Intended purpose: | <Al =

vl

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted P'ubl| d | b

Issued To Issued By

[Slaaa Certificate Ser...  AAA Certificate Services
[5,|AC Raiz Certicdmar... AC Raiz Certicimara ...

[5JAC RAIZ DNIE AC RAIZ DNIE
[ZJACRAIZ FNMT-RCM  AC RAIZ FNMT-RCM
[SAC1RAIZ MTIN AC1RAIZ MTIN
[Slaccvralzl ACCVRAIZ1
[5;]ACEDICOM Root ACEDICOM Root
Elache ACNLE

[l actalis Authenticati... Actalis Authentication. ..

Expiratio...

1/1/2029
4/3/2030
2/9/2036
112030
11/4/2019
12/31/2030
4f14/2028
5/15/2023
6/25/2022

Friendly MName 2

COMODO CA

AC Raiz Certica...
DIRECCION GEM...

AC RAIZ FNMT-...
ACL1RALIZ MTIM
ACCVRAIZ]L

EDICOM

MLE Mova Ljublia. ..
Actalis Authentic... ¥

Export... Remove

Certificate intended purposes

Learn more about certificates

View

(4) Verify the result

A. The proxy site:
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HILISTONENETWORKS %) (D g=m -8 1 ®mR®  x \|

€& - C [ https;//www.taobao.com

General | Details | Certification Path |

g ! Certificate Information

This certificate is intended for the following purpose(s):
» All application policies

Issued to: * tmall.com

Issued by: SG-6000

valid from 12/14/2015 to 12/14/2016

Issuer Statement

Learn more about certificates
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[Z] HILLSTONE NETWORKS X / hitps://www.facebook.cor X |

.
€& - X  [xb#ps//www.facebook.com

General | Details | Certification Path

La, Certificate Information

This certificate is intended for the following purpose(s):
» All application policies

Issued to: = facebook.com

Issued by: SG-6000

valid from 3/1/2016 to &5/1/2017

Issuer Statement

Learn more about certificates

Lo |

B. Baidu is excepted for proxy
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General | Detals | Certficaton Path |

=R Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

* Refer to the certification authonty’s statement for detads.

Issued to: baidu.com

Issued by: VeriSign Class 3 Secure Server CA -G3

Vald from 12/23/2015 to 12/30/2016

3 Result

(1) ssl-proxy need to check for CA certificate, and use the subject name in
certificate which is cn=xxx. Such as google/facebook those different

applications need to be identified by decryption

13/15



() HILLSTONENETWORE  x  BF [19) Faceboek %) M) Geogle *

< X | (% burs//www.goagle.com.hk/ Tgws rd=cr ss

Value »
shal

Hiistone Networks, SG-8000
Thursday, Novembes 3, 2016 ..,

by Lot s oS,
googie.com, Googe Ine, Maun
RSA (2048 Bits)
DINS Name swww.gocgle. com, bk
_vhat v
11 v g e Copy toFie,.,
Google con
| o |
[E] HILLSTONE NETWORKS f"' * (19} Facebook x '\ ™ Google

€& — X | [ b#ps//www.facebook.com

General | Details | Certification Path

Show: | <All=

Field

Serial number
Signature algorithm
Signature hash algorithm
Issuer

Value

00a2 1c 1f 4b

shalRSA

shal

Hillstone Metworks, SG-6000

Valid from

Tuesday, March 1, 2016 8:00:...
Thursday, June 1, 2017 §:00:...
I_E e *.facebook.com, Facebook, In...
=1 Puhlic ke RSA (9045 Ritel

IS = * facebook.com I
O = Facebook, Inc.
L = Menlo Park

5 =0CA
C=U5

Edit Properties... Copy to File...

Learn more about certificate details

[ o |

(2) Require mode - the device perform the SSL proxy function on the
communication encrypted by the specified website certificate. The
communication encrypted by other website certificates will be bypassed.
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(3) Exempt mode - the device does not perform the SSL proxy function on the
communication encrypted by the specified website certificate. The
communication encrypted by other website certificates will be proxied by

SSL proxy function.
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