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StoneOS Cookbook

Overview

StoneOS Cookbook provides configuration examples for you to user Hillstone network security products. This
books covers basic getting-started cases, firewall functions, and advanced user scenatios. All configuration uses

graphic user interface (GUI), or also known as web user interface (WebUI), not command line interface.

Each recipe consists of two parts: scenario settings and configuration steps. Topology and screenshot are used to

assist you in understanding the key information of the case.

StoneOS Cookbook is very helpful in understanding operational logic, and improving efficiency.

StoneOS Cookbook organizes its recipes into the following chapters:
o "Getting Started" on Page 4 - Basic network connecting features.
o "Routing" on Page 63 -PIM.

o "Authentication" on Page 80- User authentication.

o "VPN" on Page 131- IPSec VPN and SSL VPN.

o "Quality of Service (QoS)" on Page 258 - Bandwidth control.
o "High Availability" on Page 239 - High availability.

o "Threat Prevention" on Page 271 - Threat prevention.

o "Data Security" on Page 300 — Data Security.

o "IPv6" onPage 311 - Connecting IPv6 and IPv4 Networks

This book is updated on requirement, not periodically.

The current version you are using is based on StoneOS 5.5R5.

Overview 1
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How to Use Cookbook

Before you read the book, there are a few tips you need to know.

Target audience

Cookbook is written with new users in mind. However, if you use this book, you still are required to know how to

use WebUI, connect cables and log in the system. Such information can be found in Getting Started Guide.

StoneOS Versions

This cookbook you are reading now is based on StoneOS 5.5.

With system updates, the user interface is subject to change, and WebUI layout may vary depending on hardware
platforms. This cookbook may not comply with every detail on WebUI, please check your web pages for difference

when you use this book.

Reading Sequence

When you open the book, it is better to read it in the sequence below:

1. Go to Table of Contents, and locate the feature you need;

NS

. Jump to that feature, read the scenario description and topology;
3. Go through step key points (marked as "Step1", "Step2") to understand configuration logic;
4. Read the left text and right screen shots to get the details.

5. Configure your device accordingly, but substitute with your own IP address or names.

Text vs. Screenshots

The step details are explained by combing description text and screenshots. The text on the left gives configuration

details, highlights and notes; the sceenshot on the right is the exact screen capture of this step.

How to Use Cookbook 2
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Getting Started and Other Chapters

In this cookbook, the chapter "Getting Started" is the prerequisite for other chapters. Other chapters deem that the
protected network has already finished its basic networking settings mentioned in the Getting Started chapter. In
other chapters, steps like NAT, default routes and DNS are not included. So, when you reference to user scenarios
in chapters other than Getting Started, you should ensure that your protected network has already been basically

established.

Interface, Name, Topology

This book explains function configuration by writing scenarios (also called "cases" or "recipes"). Interface
addresses, object names, and topologies are the real laboratory settings. When you configure your own network, sub-

stitute the names and addresses with your real names and addresses.

Clicking OK or Apply

Generally, when you finish filling or editing an option, you must click OK, Apply, or Confirm button to make the
setting take effect. This kind of operation is universal. This book will not write specifically about this operation oth-

erwise else is needed.

3 How to Use Cookbook
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Getting Started

Recipes in Getting Started chapter introduce basic networking configurations.

This chapter includes the following recipes:
o "Upgrading Firmware to Higher Version" on Page 5
o "Upgrading Firmware to Higher Version in HA mode" on Page 10
o " Using Security Policy to Allow Access to Another Zone" on Page 14
o "Allowing Private Network to Access Internet Using SNAT" on Page 20
o "Allowing Internet to Visit a Private Server Using DNAT" on Page 25
o "Deploying Tap Mode to Monitor Network Traffic " on Page 30
o "Configuring the Device to Communicate with Zabbix Using SNMP" on Page 40

o "Dynamically Manage Access Authority Via Radius Dynamic Authorization" on Page 46

Getting Started
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Upgrading Firmware to Higher Version

This example introduces how to use WebUI and CLI to upgrade firmware to a higher version.

As an exit of the company's network, security device provides protections and services. Now, admin need upgrade

firmware to optimize system's performance and get new functions.

Before upgrading, we recommend you:

o See the system software version by using WebUI or CLI(show version) to geta suitable upgrading instruc-

tions.
o See the release notes of the target version to get a platform upgrading instructions.
o Getupgrade file of your target version from Hillstone.
o Do notupgrade at peak times, because you need to reboot device to make new version effective.
o Do not downgrade, because system configuration may be lost.

o Upgrade from CLILif your device's storage is low, and remember to remove the former firmware version

before you upgrade.

o Make sure you have backed up the configuration file before upgrading.

Contact us (Service Line:1-800-889-98060) first when you are in the following situations:

o Make sure whether license is out of date. If it expires, you only can upgrade system to the version whose release
date is before the license expired date. If it doesn't expire, upgrading can be continued. Contact us for the

release date.

o Do not cross upgrade. For example, to upgrade the versions 4.0 to 5.0, Hillstone recommends you to first

upgrade to version 4.5, and then upgrade to 5.0. Contact us for cross version upgrade.

o Contact us for upgrading information if you are in HA environment.

Upgrading Firmware to Higher Version 5
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Method 1: Upgrading from WebUI

Step 1: Logging in via WebUI with admin accout and viewing current system information.

Select System > System Information to Firmwars: Version 5.5 SG6000-M-3-5.5R 1P1.bin 2015/05/14 21:34:20

view the current version is 5.5R1P1.

Step 2: Exporting configuration file as a backup.

Select System > Configuration File Man-

agement.

In the Configuration File List tab, select | Configuration File List || Current Configurations

# Export| — Delete || Backup Restore |

File Mame Save Time | Size(bytes) Firmware
Startup 2020-12-... | 38238 55

Startup check box and click Expozt. The

configuration file will be exported to your

local PC.

Step 3: Uploading upgrade file and rebooting system. Before uploading, make sure your upgrade file is suit-
able for your platform.

Select System > Upgrade Management.

6 Upgrading Firmware to Higher Version
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Step 3: Uploading upgrade file and rebooting system. Before uploading, make sure your upgrade file is suit-

able for yout platform.

1. Inthe Upgrade Firmware tab, click
Browse button and choose the
upgrade file  “SG6000-M-3-

5.5R1P3.bin” in your local PC.

2. Select Reboot to make the new
fitmware take effect check box and
click Apply. Do not select Reboot
to make the new firmwate take
effect check box at traffic-peak
time. Hillstone suggests you to

manually reboot when you need.

Step 4: Verifying the upgrade results.

Log in via WebUI again when system fin-

ished rebooting.

1. Select System > System Inform-

ation.

2. In the firmware part, you can see
the current version is 5.5R1P3.

Upgrade succeeded.

Upgrading Firmware to Higher Version

Upgrade Firmware

Current Version

Upload Firmware:

Backup Image:

Make sure you have backed up the configuration file before upgrading.Backup Configuration File

SG6000-M-3-6 5R1P1 bin

Cfakepatn\SGB000-M-5 5R || Browse... | Load completely. W
8G6000-M-3-5 5R1P1.bin ~

Reboot to make the new firmware take effect.

Apply

| Firmware:

Version 5.5 SGA000-M-3-5.5R1P3.bin 2015/08/11 11:42:49
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Step 1: Logging in system via Telnet, and viewing the cutrent version.

Take an example of using PuTTY.

1. Open PuTTY, and enter the fol-
lowings:
Host Name: 192.168.1.1 (man-
age IP of your device)

Connetion Type: Telnet

2. Click Open.

Type the username and password of

admin. Log in successfully.

Type show version and knock the

Enter key. It will show you the current sys-

tem version is 5.5R1P1.

Step 2: Upgrading your device. We upgrade with USB portin this example. Please put your upgrade file in

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Paort
152.168.1.1| 23
Connection type:

Raw @ Telnet Rlogin 55H Serial

your U-Disk, and then putitinto the USB port of security device.

Type import image from usbO

SG6000-M-3-5.5R1P3.bin and

knock the Enter key.

Upgrading Firmware to Higher Version
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Step 2: Upgrading your device. We upgrade with USB portin this example. Please put your upgrade file in
your U-Disk, and then putitinto the USB port of security device.

1. Type reboot and knock the Enter

key.

2. System prompts that "System
reboot, ate you sute?". Typey to

reboot.

3. Choose a configuration file. Type a

after "Please choose one".

Step 3: Verifying the upgrade results.

Log in via Telnet again when system fin-

ished rebooting.

Type show version and knock the

Enter key. It will show you the current sys-

tem version is 5.5R1P3.

Upgrading Firmware to Higher Version
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Upgrading Firmware to Higher Version in HA mode

This example introduces how to upgrade the firmware of the device in the HA Active-Passive mode.

The topology gives a typical user scenario for HA. In the designed scenario, one (Device A)of the HA devices will
be working under the active mode, while the other (Device B) is under the passive mode. The two devices use heart-

beat cables to maintain communication between devices.

» / .\em
- Device A - .- Device B

. \m/

A
—

i

Senver -
Trust Zone

Preparation

Before upgrading, prepare the following first:
1. Obtained the system software version by WebUl or CLI(show version).
2. Obtained upgrade file of the target version from Hillstone.

3. Obtained the current configurations of the two devices by WebUI or CLI(show configuration),

and back up the current configurations.

Note: To switch over traffic, you are recommended to upgrade the devices in HA mode through the CLL

Upgrading Firmware to Higher Version in HA mode 10
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Upgrade Steps

Step 1: Make the backup device (Device B) go offline.

Remove the service cable and HA heartbeat cable from the backup device (Device B) to make the backup

device go offline.

Note: Please remove the service cable before removing the HA heartbeat cable in case of operation errors.

Step 2: Upgrade the backup device (Device B) and restart the device.

The detailed steps for device upgrade, see "Upgrading Firmware to Higher Version" on Page 5.

Step 3: Check whether the curtent configurations of the backup device (Device B) is consistent with the

saved configurations.

Device B SG-6000(B) (config)# show configuration

. Building configquration..
In any mode, use the following command: rRunning configuration:
# PREVIOUS COMFIGERATION START

. . # END OF PREVIOUS CONFIGERATION
show configuration

I
Version 5.5R7

ip vrouter "twin-mode-vr"

exit

ip vrouter "trust-wvr"
exit

ha group O

exit

vswitch "wswitchl”
exit

zone "mgt"

exit

zone "trust"”

exit

Zone "untrust"
exit

zone "dmz"

exit

Upgrading Firmware to Higher Version in HA mode
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Step 4: Reconnect the setvice cable and HA heartbeat cable on the backup device (Device B), and transfer all

service traffic to the backup device (Device B).

Reconnect the service cable and HA heart-
beat cable on the backup device (Device

B).

To transfer all service traffic to the I5G-6000(M)# exec ha master switch-over |

backup device (Device B), in any mode,

use the following command:

exec ha master switch-

over

Step 5: Make the master device (Device A) go offline.

Remove the service cable and HA heartbeat cable from the master device (Device A) to make the master

device go offline.

Note: Please remove the service cable before removing the HA heartbeat cable in case of operation errors.

Step 6: Upgrade the master device (Device A) and restart the device.

The detailed steps for device upgrade, see "Upgrading Firmware to Higher Version" on Page 5.

Upgrading Firmware to Higher Version in HA mode
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Step 7: Check whether the cutrent configurations of the master device (Device A) is consistent with the

saved configurations.

Device A 5G-6000(B) (config)# show configuration

4 Building configquration..
In any mode, use the following command:  |[Running configuration:
# PREVIOUS CONFIGERATIONM START

. . # END OF PREVIOUS CONFIGERATION
show configuration

I
version 5.5R7

ip vrouter "twin-mode-vr"

exit

ip vrouter "trust-wvr"
exit

ha group O

exit

vswitch "wvswitchl”
exit

zone "mgt"

exit

zone "trust"

exit

zone "untrust”
exit

zone "dmz"

exit

Step 8: Reconnect the setvice cable and HA heartbeat cable on the master device (Device A), and restore all

setvice traffic to the master device (Device A).

Reconnect the service cable and HA heartbeat cable on the master device (Device A).

To restore all service traffic to the master |SG_EUUU(M)# exec ha master Er"""'-i"'—-‘j-'_':""'Er|

device (Device A), in any mode, use the

following command:

exec ha master switch-

over

Upgrading Firmware to Higher Version in HA mode
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Using Security Policy to Allow Access to Another Zone

This example introduces how to use security policies to control communication between two zones.

The scenario sets up a requirement that the private network users are not allowed to access Internet during work
time. As the topology described, polices and schedules work together to allow internal users to access to server in

another zone during work hour (9 a.m. to 17 p.m.). When it's not working time, the server cannot be accessed.

E—E Server - 10.10.1.2

eth0/2: 1010.1.1

) =

ethl/1: 192.168.1.1

]

PC:1921681.2

Using Security Policy to Allow Access to AnotherZone
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Configuration Steps

Step 1: Configuring Interface

1. Configuring the interface connected

to private netwotk

Select Network > Intetface, double click

ethernet0/1.
o Binding Zone: Layer 3 Zone
o Zone: trust
o Type: Static IP
o P Address: 192.168.1.1
o Netmask: 255.255.255.0

2. Configuring the interface connected

to Server

Select Network > Intetface, double click

ethernet0/2.
o Binding Zone: Layer 3 Zone
o Zone: dmz
o Type: Static IP
o [P Address: 10.10.1.1

o Netmask: 255.255.255.0

Basic
Interface Name:  ethernetl/

Description: | | (0-63) characters
Binding Zone: (0) Layer 2 Zone Layer 3 Zone &) TAP
Zone: trust v |

IP Configuration

Type: Static IP () Dhep
IP Address: 1192.168.1.1 |
Netmask: 1255.255.255.0| |

Basic
Interface Name:  ethernet0/2
Description: | | (0-63) characters
Binding Zone: (™) Layer 2 Zone Layer 3 Zone i) TAP
Zone: ‘dmz v |

IP Configuration
Type: Static 1P {©) Dhep
IP Address: 110.10.1.1 |
Metmask: 1 255.255.255.0 |

Using Security Policy to Allow Access to AnotherZone
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Step 2: Configuting Schedule

Select Object > Schedule, and click New.

In the prompt, click Add.

o Name: work hour

o

Type: Daily

o

Start Time: 09:00

o

End Time: 17:00

Click OK to add it.

Using Security Policy to Allow Access to AnotherZone

Mame: work hour

Add Periodic Schedules

Preview:

Type: @ Daiy
Time

Start Time: 09:00

©) Days

Preview

v

©) Period

End Time:

OK

Cancel

(1-31)chars

17:00




Step 3: Configuring Policies

1. Configuring a policy to allow internal

usets access to server duting work hour

Select Policy > Security Policy, and click
Add.

o Name: work
o Source
o Zone: trust
o Address: Any
o Destination
o Zone: dmz
o Address: Any
o Other Information
o Schedule: work hour

o Action: Permit

StoneOS Cookbook

MName:

Source Information
Zone;

Address:

UszerUser Group:

Drestination
Zone:

Address:

Other information

Service/Service
Group:

APPIAFF Group:
Schedule:

work
trust w
Any w
~
dmz -
Any w
Any W
m— ~
work hour |

Using Security Policy to Allow Access to AnotherZone
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Step 3: Configuring Policies

2. Configuring a policy thatinternal Name: rest
users cannot visit server Source Information
Zone: trust —
Select Policy > Security Policy, and click Address: Any w7
UserUser Group: ¥
Add.
Destination
Zane: dmz -
o Name: rest
Address: Any v
o Source Other information
Service/Service Any -
Group:
o Zone: trust APP/APP Group: | —— w7
Schedule: | |
o Address: Any
Action
) Permit @ Deny () Security connection
o Destination
o Zone:dmz
o Address: Any
o Other Information
o Schedule: work hour
o Action: Deny
1 1 1 1 1c{ + Mew ,} Edit @ Enable @ Disable == Delete @ Copy Paste = =#| Mover More ~
3. Adjusting priority of policies
[ 1D Name Status Walidity Source Zone Moves the selected rule o
. o . 1 work yes trust i 2
Select Policy > Security Policy, and select @ Wove to
Before ID After 1D
. . 2 rest yes trust
the "work" policy. Select "work" policy, O @

and click Move, and enter "rest" policy's

1D, then click Before ID.

Note: The priority of a policy is only

determined by its position in the list.

Using Security Policy to Allow Access to AnotherZone
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Step 4: Configuring a default route

Select Netwotk > Routing >Destination Virtual Router: trust-vr o
ination: 0.0.0.0
Route, and select New. Destination:
Subnet Mask: 0
o Destination: 0.0.0.0 Mext Hop: @ Gateway Current VRouter
Interface Other VRouter
o Subnet Mask: 0
Gateway: 10.10.1.1

o Next Hop: Gateway

o Gateway: 10.10.1.1

Step 5: Results

C:=~\Users“Administrator>ping 10.168.1 .2

After configuration, the internal PC can

Pinging 18.18.1.2 with 32 hytes of data:
Reply from 18.10.1.2: bytes=32 time<{ims TTL=128

FﬁngthcSCYVCfaddICSSSuCCCSSﬂﬂh’durf Reply from 18.1@.1.2: bytes=32 time<{ims TTL=128
Reply from 18.108.1.2: bytes=32 time(ims ITL=128
ing@kOO to 17:00. Reply from 18.18.1.2: bytes=32 time<ims TTL=128

Ping statistics for 160.18.1.2:
Packets: Sent = 4, Heceived = 4. Lost = B (B
Approximate round trip times in milli—seconds:
MHinimum = Bmz. Maximum = Bms,. Average = Bmns

, . . . C:\Users\Administrator>ping 18.168.1.2
When internal PC pings the server during g
Pinging 18.18.1.2 with 32 bytes of data:
. . . Request timed out.
offwork ume, 1t fails. Request timed out.

Request timed out.

Request timed out.

Ping statistics for 18.18.1_2:
Packets:= Sent = 4. Received = B, Lost = 4 {188x loss).

Using Security Policy to Allow Access to AnotherZone



StoneOS Cookbook

Allowing Private Network to Access Internet Using SNAT

SNAT rule is used to allow users in private network to access Internet. An SNAT rule will translate the internal IP

addresses to a public IP address, so that internal users can have access to public network via the public interface.

As shown in the topology, via SNAT, internal PCs use the eth0/3 (221.224.30.130/20) to visit Internet.

ethiy/3: 221 224 30.130/20

=~

eth(,/1: 192 168.1.1,/24

IRy EIS T

PC1
192168.1.2 192168.13 152.168.1.4

Allowing Private Network to Access Intermet Using SNAT 20
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Configuration Steps

Step 1: Configuring Interface

1. Configuring the interface connected

to private netwotk

Select Network > Intetface, and double

click ethernetO/1.
o Binding Zone: Layer 3 Zone

o Zone: trust

o

Type: Static IP

o

IP Address: 192.168.1.1

o

Netmask: 24

2. Configuring the interface connected

to Internet

Select Network > Intetrface, and double

click ethernet0/3.
o Binding Zone: Layer 3 Zone

o Zone: untrust

o

Type: Static IP

IP Address: 221.224.30.130

o

o

Netmask: 20

21

Basic
Interface Mame:  ethernet0/
Description: | | (0-63) characters
Binding Zone: (7 Layer 2 Zone Layer 3Zone () TAP
Zone: trust v
IP Configuration
Type: Static IP ¥ Dhep
IP Address: |192.168.1.1 |
Netmask: 24 |
Basic
Interface Mame:  ethernet0/3
Description: | | (0-63) characters
Binding Zone: (D) Layer 2 Zone Layer 3Zone () TAP
Zone: |untru5t |v|
IP Configuration
Type: Static IP i) Dhep
IP Address: 1221.224.30.130 |
Metmask: |20 |
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Step 2: Configuring security policy

Configuring a security policy to allow

ptivate network to Internet

Select Policy > Security Policy, and click
Add.

o Name: trust_untrust
o Source Information
o Zone: trust
o Address: Any

o Destination
o Zone: untrust
o Address: Any
o Other Information

o Action: Permit

Step 3: Configuting Address book

Configuring an address range for ptivate

network users

Select Object > Address Entry, and click
New.

o Name: snat_IP

o Member: add "192.168.1.0/24"

MName:

Source Information

trust_untrust

fane: trust W
Address: Any hd
User/User Group: v
Destination
Zone: untrust >
Address: Any w
Other information
Service/Service [ any "
Group:
APPIAPF Group: |— v
Schedule: | |V|
Action
@ Permit ) Deny (0) Security connection
MName: snat_IP
= | Member
Member: IPMNetmask W i
1| Type Member
[ | IPMetmask 182.168.1.0/24

Allowing Private Network to Access Intermet Using SNAT
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Step 4: Configuring SNAT rule

Select Policy > NAT > SNAT, and click
New.

o Requirement:

o Source Address: Address Entry,
snat_IP (Note: enter the servet's

internal IP address.)
o Translated to:

o Specified IP: "IP Address",
"221.224.30.130"
(Note: enter public IP address
here)

o Mode: Dynamic Port (multi-port

to one)

(Optional) Under Advanced tab, select
NAT log check box to enable NAT log-

gling (for checking results).

23
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Requirements

Virtual Router; | trust-vr "

Source Address Entry ~ | snat_IP -
Address:

Destination Address Entry w || ANy hd
Address:

Egress: All Trafic v

Service: Any ¥

Translated to

Translated: () Egress IF IP @ Specified IP () Mo NAT
Address: IP Address v 1221.224.30130
Mode: () Static({One-to-one Translation)

([0) Dynamic IP(Multi-address to One)
@ Dynamic port{Multi-port to One)

MNAT Log: Enable
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Step 5: Configuring default route

Select Network > Routing > Destination

Route, and click New.

o Destination: 0.0.0.0

o

Subnet Mask: 0

o

Next Hop: Gateway

o

Gateway: 221.224.30.1

Step 6: Results

After configuration, PCs in private net-
work can ping 221.224.30.131 suc-

cessfully.

Step 6: Check if DNAT rule works

Make sure NAT logging is enabled in
monitor module (Select Monitor > Log
> Log Monitor, under NAT tab, select

Enable.)

Go to Monitor > Log > NAT, you will
be able to see the destination IP
192.168.1.2 has been translated to internal

1P 221.224.30.130.

Virtual Router: frust-vr v

Destination: 0.0.0.0

Subnet Mask:

Mext Hop: @ Gateway Current VR outer
Interface Other VRouter

Gateway: 221.224.301

C:s\UserssAdministrator>ping 221.224.30.131

Pinging 221.224.3@.131 with 32 hytes of data:
Reply from 221.224.30.131: hytes=32 time=182ms TTL=127

221.224.38.131: bytes=32 time=ims TTL=127
221.224.30.131: bytes=32 time=ims TTL=127

Reply from 221.224.38.131: hytes=32 time=1ms TTL=12%
Ping statistics for 221.224.38.131:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss),

Approximate round trip times in milli-seconds:
Minimum = ims,. Maximum = 182ms. Average = 4bms

Destnation 17

NAT type 0 Source 1P ‘AAA- user @ host _ Source port Destnaton porl | Transited P Translted porl | Protocal
30 IcMP
30 | 1047 icuP
0 | 1046 icup
IcMP

Allowing Private Network to Access Internet Using SNAT
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Allowing Internet to Visit a Private Server Using DNAT

Destination network address translation (DNAT) is normally used to allow Internet users visit an internal server by

providing Internet IP address for internal server.

As shown in the topology, the FTP server hides its internal IP address using DNAT rule. DNAT rule will give the

server an Internet [P address for FTP users to access. In this way, the server can be accessed from Internet.

eth0/3: 221 334 30.130/20

Crevice

eth0/2: 10.10.11,/24

FTP Server :
10.10.1.2
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Configuration Steps

Step 1: Configuring interfaces

1. Configuring the interface connected

to the server

Select Network > Intetface, and double

click ethernet0/2.
o Binding Zone: Layer 3 Zone

Z.one: dmz

e}

o

Type: Static IP

o

IP Address: 10.10.1.1

o

Netmask: 24

2. Configuring the interface connected

to Internet

Select Network > Interface, and click eth-

ernet0/3.
o Binding Zone: Layer 3 Zone

o Zone: untrust

o

Type: Static IP

IP Address: 221.224.30.130

o

o

Netmask: 20

26

Basic

Interface Name:

ethernetd/2

Description: | | (0-63) characters
Binding Zone: (0) Layer 2 Zone Layer 3 Zone ) TAP
Zone: |dmz v
IP Configuration
Type: Static [P i) Dhep
IP Address: |1U.1U.1.1 |
Metmask: 24 |
Basic
Interface Name:  ethernetd/3
Description: | | (0-63) characters
Binding Zone: (0) Layer 2 Zone Layer 3 Zone  (0) TAP
Zone: untrust v |
IP Configuration
Type: Static IP {©) Dhep
I Address: 1221.224.30.130 |
Netmask: 120 |
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Step 2: Configuring security policies

Configuring a policy allowing Internet

to visit internal netwotrk

Select Policy > Security Policy, and click
Add.

o Name: untrust_dmz
o Source Information
o Zone: untrust
o Address: Any
o Destination
o Zone: dmz
o Address: Any
o Other Information

o Action: Permit

MName:

Source Information
Zone:

Address:

User/User Group:

Destination
Zone:

Address:

Other information

Service/Service
Group:

APPIAPP Group:
Schedule:

Action
@ Permit

untrust_dmz

untrust -
Any w

w
[ame] e
Any w
Any w
— W
| el
(@) Deny () Security connection

Allowing Internet to Visit a Private Server Using DNAT
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Step 3: Configuring DNAT rule

Select Policy > NAT > DNAT, and click Requirements

Virtual Router; | trust-wr >
New > Advanced Configuration.
Source Address Entry ~ || Any v
Address:
o Requitement: Destinalion  'jp Agdress v |[221.224.30.130
Address:
Service: Any >

o Destination Address: IP Address,

Translated to

221.224.30.130 (Note: entet pub- Action: @ HAT (©) Mo MAT
Translate to: IP Address w [10.10.1.2

lic IP address here.)

o Translated to:

o Translated to: "IP Address",
"10.10.1.2"

(Note: enter the server's internal

IP address)
(Optional) Under Advanced tab, select Others
NAT log check box to enable NAT log- NAT Loa: Enable
ging (for checking results.)
Step 4: Configuring default route
Select Network > Routing > Destination Virtual Router trust-vr -
Route, and click New. Destination: 0.0.0.0
Subnet Mask: 0
o Destination: 0.0.0.0 Mext Hop: @ Gateway (7) Current VRouter
() Interface (7 Other VRouter
o Subnet Mask: 0 Gateway. 52122430 1

o

Next Hop: Gateway

o

Gateway: 221.224.30.1
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Step 5: Results

C:xUserssAdministratorrping 221.224.30.130

After configuration, use a PC in Internet
) Pinging 221.224.38.138 with 32 bytes of data:

. h o li Reply from 221.224.38.130: hytes=32 time<ims TTL=128
to ping the server's public address Reply from 221.224.3@.13@: hytes=32 time<ims TTL-128
Renly from 551 224.30.130: hotes-35 time<ims TTL-128

. . .3a. H tes= ti s =
221.224.30.130. epiy fron vre et
Ping statistics for 221.224.38.138:
Packet=z: Sent = 4. Received = 4, Lozt = 8 (Bx loss),
Approximate round trip times in milli-seconds:
Minimum = Bmz,. Maximum = Bms. Average = Bns

Step 6: Check if DNAT rule wotks

Make sure NAT logging is enabled in

monitor module (Select Monitor > Log
> Log Monitot, under NAT tab, select

Enable.)

Go to Monitor > Log > NAT, you will
be able to see the destination IP
221.224.30.130 has been translated to

internal IP 10.10.1.2.
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Deploying Tap Mode to Monitor Network Traffic

Inline mode places a device directly in the network path, while in tap mode, the device only connects to a mirrored
interface of core network. Tap device monitors or sniffs the packet information mirrored from core network gate-
way. Tap products tend to be resilient and transparent so as to minimize or eliminate the effect they can have on pro-

duction traffic. If you just want a sensor to monitor, analyze and log network traffic, not data forwarding, it is best

to choose tap mode.

' Internet '

In this example, a Hillstone device (T-Series Intelligent Next Generation Firewall recommended) is a network tap.
Its tap interface ethO/1 directly connects to mitror interface of inline network gateway. Hillstone T-Series threat

detection features to analyze mirrored data packets in search for network threats.

We present 4 threat detecting functions in this example. All the functions require respective licenses installed before

they take effect.
o Intrusion Prevention System (IPS): Requires Threat Prevention (TP) or IPS license installed.

o Application Identification: Requites APP DB license installed. This license is issued with platform license for
free. No need to purchase APP DB license individually.

o Advanced Threat Detection (ATD): Requires StoneShield license installed.

o Abnormal Behavior Detection (ABD): Requites StoneShield license installed.
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As shown in the topology above, you need use a RJ-45 cable to connect the mirror port eth0/4 and the tap interface

€

th0/1.

Configure port mirroring on gateway of core network. We take Hillstone gateway as example.

Configuring port mirroring

1. Select Network > Interface, and

double-click ethernetQ/3.

2. In the pop-up, click the Properties
tab, under Mirror part, select the
checkbox to enable traffic mit-

roring.

3. Return to interface list, make sure
that the mitror port ethernet0/4 is

not bound to any zone.

4. Select Network > Port Mirroting,
select ethernet0/4 from drop-down

menu, and click OK.

Mirror
Mirrof All Traffic v |
Basic
Interface Name:  ethernet0/4
Description: I:I (0-63) chars
Binding Zone: () Layer 2 Zone () Layer 3 Zone © TAP
Belong To: 71 VLAN ) Aggregate () Redundant @ Mone
Interface Interface
Destination Interface: |elhernel[]|f4| |v |
. oK | | Cancel |

Configuring Tap Mode and Threat Detection

Configure all the following settings on tap device.

31

Step 1: Creating a tap mode

1. Select Network > Zone, click

New.
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Step 1: Creating a tap mode

2. In the Zone Configuration dialog,

configure the following:
Zone: tap-cthl

Type: TAP

Virtual Router: trust-vr

Binding Interface: ethernet0/1

Basic
Zone: tap-eth1
Description;
Type:
Virtual Router: trust-vr
Binding Interiace: ethermet0i1

(1-31) chars

(0-63) chars

v

W

Removing an interface from a zone will clear the IP

configuration of the interface.

. H- New ~ (J Refresh
. e O e O ace j Interface Name Status Type IP/MNetmask MAC Zone Vsys
3. Return to Network > Interface, in
j ethemetd/0 i&t& Static 10.160.53.250/19 001c.5438.1649 trust root
. . |5 ethemetont XXxy Static 0.0.0.00 00105438 1642 tap-cihi root
the interface list, check that eth0/1 aena |um st |
is in the "tap-eth1" zone.
Step 2: Creating a Policy
Creating a "permit" policy on the tap Polley Configuaten
Basic Name tap policy (0~95) chars
device so that it can establish sessions Advanced souce
Zone tap-eth1 >
. . . Address: Any ~
Wltl’]lrl ltself. UsenUser Group: v
Destination
Zone: tap-eth1 -~
1. Select Policy > Secutity Policy, click fddress Ay *
Other
Service/Service Group: | ANy >
NCW. APPIAPP Group: —_ -
Schedule. >
. . . Action
2. In the Policy Configuration dialog, @t @Oy © Seourtycometen
‘WebAuth can only trust-wr
make a "permit" rule from and to
the same tap zone. ok [ canea
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Step 3: Enabling IPS and viewing IPS attacks

Enab]]'ng IPS: Basic Antivirus: [7] Enable
Intrusien Prevention System: [ Enable Profile: predef_defauli v]

Threat Protection

defense i
bidirectional
direction” directiona v

1. Select Network > Zione, double-

Attack Defense: [] Enable Configure

click tap-eth1.

2. Under the Threat Prevention tab,
select Enable check-box on the
right of Intrusion Prevention Sys-
tem.

Profile: predef_default

Defense Direction: bidirectional

Checking detection results:

1. SelectiCenter > Threat.

2. Inthelist, , items marked as "Intru-

sion Prevention System" under the

Detected by column are IPS attacks

detected by tap device.
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Step 3: Enabling IPS and viewing IPS attacks

Viewing IPS logs:
Cluery time: Last 24 Hours w
1. Select Monitor > Log > Threat, Threat Type: all w
click Filter on the top right corner. Severity: all 7
Attacker:
o Detected by: Intrusion Prevention Sys- Victim:
tem Detected by: (trusiun Prevention System | )

Source Interface: all ~
Desfination Interface: all w

Action:

Query Reset

2. Click Quety, and the page will show

IPS logs.
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Step 4: Enabling Application Identification and viewing APP usage statistics

Enabling APP Identification: Basic

Zone: tap-eth1 (1-31) chars
Description: (0-83) chars

1. Select Network > Zione, double-
Type:

click the tap-eth1 zone. Virtual Router: trust-vr v

Binding Interface: ethernet0/1 v

2 Under the Basic tab select the Removing an interface from a zone will clear the IP

. >

configuration of the interface.

Enable check-box after Application A
( Appiication Identiication:  [7] Enable )

Identification. WAN Zone:

NetBIOS over TCP/IP(NBT} [T] Enable
Cache:

Viewing App monitor results:

Select Monitor > Application.
o Summary: Application usage statistics
by user, traffic, new session ot con-

current session.

o Application Details: Details of every

application.
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Step 4: Enabling Application Identification and viewing APP usage statistics

o Group Details: Application group

usage details.

Step 5: Enabling Advanced Threat Detection (ATD) and viewing ATD attacks

EnabhngATD Basic Antivirus [7] Enable profile: predef_low v

Intrusion Prevention System [] Enable profile: no-ips w
Threat Protection

Aftack Defense: [] Enable Cenfigure

1. Select Netwotk > Zone, double-

Abnormal Behavior Detection [F] Enable Cenfigure

. Perimeter Traffic Filtering: Enable Action: @ Log Only
click the tap-eth1 zone.  orop
Advanced Threat Detection: ( Enable [7] Capture Packets )

2. Under the Threat Prevention tab,
select the Enable check-box after

Advance Threat Detection.

Viewing ATD monitor result:

1. Select Monitor > Threat > Sum-
mary, hover your cursor over Mal-
watre bat to show a balloon of

malware attacks.

N
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Step 5: Enabling Advanced Threat Detection (ATD) and viewing ATD attacks

2. Click Details after Trojan in the bal-

loon, you can see details of this

attack.
Vi gATDlOgS Queﬁrtime: Last 24 Hours wr
1. SelectMonitor > Log > Threat, Threat Type: all 4
. . it all
and click Filter on the top right Severity. M
Attacker:
corner.
Victim:
o Detected by: Advanced Threat Detec- Detected by ( Advanced Threat Detectio |~ )
tion Source Interface: all w
Destination Interface: | all w
Action:
Query Reset

2. Click Quety, the page will show

ATD logs.

AERERERERER

To know more about ATD, you may refer to another case in this cookbook "Finding Malwate Attacks via

Advanced Threat Detection" on Page 281.
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Step 6: Enabling Abnormal Behavior Detection and viewing abnormal behaviors

Enabling ABD:

1. Select Network > Zione, double-

click the tap-eth1 zone.

2. Under the Threat Prevention tab,
select the Enable check-box after

Abnormal Behavior Detection.

Viewing monitor results:

1. Select Monitot > Threat > Sum-

mary.

2. Hover you cursor over Scan or
DoS bar, a balloon will show up to
indicate number of Scan and DoS

attacks.

Viewing ABD logs

1. Select Monitor > Log > Threat,
and click Filter on the top right

corner.

o Detected by: Abnormal Behavior

Detection

Basic Antivirus [] Enable profile predef_low
Intrusion Prevention System: ¥ Enable profile predef_default
Threat Protection " s
defense bidirectional
direction
Aftack Defense [] Enable Configure
Abnormal Behavior Detection Enable Configure [] Hest Defender
Perimeter Traffic Filtering: [C] Enable
Top: | Threats by number of occurrences
3000
2500
2000
500
1000
o0 .

Cuery time:

Threat Type:
Severity:

Attacker:

Victim:

Detected by:

Source Interface:
Destination Interface:

Action:

Last 24 Hours

all

all

(Abnurmal Behaviar Detec J

all

all

Query

Resat

Deploying Tap Mode to Monitor Network Traffic
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Step 6: Enabling Abnormal Behavior Detection and viewing abnormal behaviors

2. Click Query, ABD logs will show.

1

To know more about ABD, you may refer to another case in cookbook "Protecting Internal Servers and Host

to Defend Attack via Abnormal Behavior Detection" on Page 272.
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Configuring the Device to Communicate with Zabbix Using SNMP

This example introduces how to configure the device to communicate with Zabbix using SNMP. Zabbix can mon-

itor various network parameters of the device to ensure the safe operation of the device.

The following shows a network environment. The device connects to Zabbix using SNMPv2 to manage the device.

H

ZABBIX

eth0/1
- = o= 192.168.1.1/24

Device A

Step1: Configuring SNMP Agent

Select System > SNMP > SNMP Agent.
o SNMP Agent: Click Enable
o HostPort: 161
o Virtual Router: trust-vr

o Local Engine ID: 111

Server

10.1.1.1

Agent Configuration

SNMP Agent Enable

ObjectiD

System Contact

Location
Port/EnginelD

* Host Port
* Virtual Router

Local Engine 1D

1.3.6.1.4.1.28557 .1.58

161

trust-vr

m

Apply Cancel

- 255) chars

- 255) chars

- 65535), default:161

- 23) chars

Configuring the Device to Communicate with Zabbix Using SNMP
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Step2: Configuring SNMP Host

Select System > SNMP > SNMP Host.
Click New.

o Type: IP Address

o Hostname: 10.1.1.1

o SNMP Version: V2C

o Community: hillstone

o Permission: RO
Step3: Configuring Trap Host
Select System > SNMP > Trap Host.
Click New.

o Host: 10.1.1.1

o Trap Host Port: 162

o SNMP Agent: V2C

o Community: hillstone

StoneOS Cookbook

SNMP Host Configuration x

Type IP Address
* Hostname 10111
SNMP Version | V2C
*Co ity
Permission RO

R

(1-31) chars

Trap Host Configuration x

* Host

Trap Host Port

SNMP Agent

* Community

100111

162

Vac

(AB.CD)

(1-65535), default162

(1-31) chars
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Step4: Enabling the SNMP Mode of the Interface

Select Network > Interface and

. Basic Configuration IPv6 Configuration Froperties Advanced RIF QOSPF >
double click ethernet0/6. _—

Basic Configuration
Interface Name ethemet/6

~

o Zone: trust Description (0- 83) chars

Binding Zone () Layer2 Zone (@ Layer3Zone (O TAP () No Binding
: * trust

o Management: Click SNMP Zone Y

HA sync Enable

MetFlow

Configuration

IP Configuration

Type @® Static IP O DHCP O PPPoE
IP Address

Netmask
Set as Local IP

Advanced DHCP... |~|| DDNS

M "
I Telnet SSH Ping HTTP HTTPS SNMP I
Routing
Reverse Route ® Enable () Close O Auto
v
Bandwidth

cace

Zabbix:
Step1: Configuring Host Group
Select Conﬁguration > HOSt groups. PANEE]PA  1onitoring inventory  Reports  Configuration  Administration
Click Create host group. [HEESEEEE
. HOSIS Hosts in er ho: roup | Linux servers
o Group name: Hillstone_FW/ o o e =

Aliun_SG
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Step2: Configuring Templates

Select Conﬁgu_raﬁon>Tem_ 4 \2{2 P4 onitoring Inventory Reports  Configuration  Administration

Hostgroups  Templates Hosts  Maintenance  Actions  Eventcomelation  Discovery — Services

plates . Click Create template. Templates
Template Linked templates  Macros
o - Hi
Template name: Hl]lstone_ Template name | | Hillstone_SNMP |
Visible name
SNMP
Groups In groups Other groups
| Discovered fosts
VP ~
o Click | * licon to add Hill- 1 o
Templates/Applications
Templates/Databases
* || TemplatesModules
. Ti lates/Network D
stone_ FW to In gtoups list. T:m;\:l::m:ev;tmg z‘;r‘sﬁns v
- Templates/Servers Hardware

Step3: Configuring Application

Select Conﬁgurau'on >Template 4 N2{23pd onitoring Inveniory Reporis  Configuration  Administration

Hostgroups  Templates Hosts Maintenance  Actions  Eventcomelation  Discovery — Senvices

> Applications. Click Create
Applications

apphca’uon' All templates / Hillstone_Snmp  Applications #+ Hemsz2:  Triggers Graphs1 Screens Discovery rules  Web scenarios
Mame | Hillstone_Interface

o Name: Hillstone_Interface

Configuring the Device to Communicate with Zabbix Using SNMP



StoneOS Cookbook

Step4: Configuring Item

Select Configuration > Templates
> Applications. Click Items of Hill-
stone_Intetface and click Create

item.

o Name: eth0/6 Egress interface

rate
o Type: SNMPv2 agent

o SNMP OID:
1.3.6.1.4.1.28557.2.6.1.3.1.20.-
36

o SNMP community: hillstone

o Applications: Select Hillstone_
Interface

Note: You need to add the index of
the specified interface after OID.
To view the index of the interface,
use the command show ip

route interface.

PANTEIE  onitoring  Inventory  Reports  Configuration  Administration

s Tempiales Hosls Maintenance

Applications

Alltemplates / Hilstone_Snmp  Appications +  emsz¢ Triggers Graphs 1 Screens  Discovery ules  Web scenarios

Applcation 4
HILLSTONE-POLICY
HILLSTONE-SYSTEM
Hillstone_interface

Hilltone_pck

Group Hillstone_FW

Z ABBI| X B

Host groups Mainten:

Templates  Hosts

ltems
Alltemplates / Hillstone_Snmp  Application:

item  Preprocessing

Inventory  Reports

Configuration
ance  Acfions  Event correlation

54 ltems24  Triggers  Graphs 1

Name

Type

ey

SNMP OID

SNMP community

Port

Type of informaticn
Units

Update interval

Custom intervals

History storage period
Trend storage period
Show value

New application

eth0/6 Egress interface rate

SNMPv2 agent
1.3.6.1.4.1.28557.2.6.1.3.1.20.36
1.3.6.1.41.28557.2.6.1.3.1.20.36
hillstone

Numeric (unsigned) [ |

305

Type Interval

G Scheduling || 505

Add

90d

365d

Asis

Administration

Discovery

Screens

Sevices

Discovery rules  Web scenarios

Period Action

1-7,00:00-24:00 Remove

show value mappings

Applications

[

-Mone-
HILLSTONE-POLICY
[y

H ON
Hillstone_Interface
i T

Populates host inventory field

Description

Enabled

-None-

v
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Step5: Configuring Host

Select Configurations > Hosts.
Click Create host.

o Hostname: E1100

o Click | * licon to add Hill-

stone_FW to In groups list.

o In SNMP interfaces area,
click Add and type the ip
address of StoneOS
192.168.1.1, Port 161.

Step6: Configuring Graph

Select Configuration > Hosts.
Click E1100 > Graphs and click

Create graph.
o Name: eth0/6 interface rate

o C(Click Add in the Items area.
Select eth0/6 Egress intet-

face rate.

StoneOS Cookbook

Y212 P onioring Inventory  Reports  Configuration  Administration

Hostgroups  Templates  Hosls  Maintenance  Aclions  Event comelaion  Discovery  Services

Hosts

Host Templates IPMI  Macros  Hostinventory  Encryption
Host name | E1100
Visible name

Groups In groups

Hillstone_FW

-

Other groups

Discovered hosts

Hypenvisors ~
Linux servers

Templates

Templates/Applications

Templates/Databases

Templates/Modules

Templates/Network Devices

Templates/Operating Systems v
Templates/Servers Hardware

® Remove

New group
Agentinterfaces  IP address DNS name Connectto  Port Default
127.00.1 I ovs | o0s0
Add
SNMP interfaces
19216811 [ ¢ IESNE

F Remove

T Use bulk requests

JMX interfaces
IPMI interfaces

Description

Monitored by proxy | (no proxy)|v |

Enabled [v/

pAN:TEIRd  Monitoring  Inventory  Reports  Configuration  Administration

Hostgroups  Templates  Hosts  Mainfenance  Actions  Event comelation  Discovery  Services

Graphs
Allhosts f E1100  Enabled Ea

Graph  Preview

Name | eth0/6 interface rate
‘Width 900
Height 200
Graph type  Normal
Show legend v
Show working time (v
Show friggers v
Percentile line (left)
Percentile line (sight)
Y axis MIN value | Calculated|~]
Y axis MAX value | Calculated[ ]

Items Name
1 E1100: ethO/6H R IESR
Add

Appiications 1 llems>  Triggers ~ Graphs

Discovery rules  Web scenarios
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Step7: Results

After configuration, select Mon-
itoring >Latest data to view the

monitoring data.

o Host groups: Select Hill-
stone_FW

o Hosts: Select E1100

o Application: Select Hill-

stone_Interface

Click Graph to view the mon-

itoring graph.
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Dynamically Manage Access Authority Via Radius Dynamic

Authorization

This example introduces how to dynamically manage access authority via radius dynamic authorization.

Scenario

As shown in the topology, one enterprise can configure Radius server authentication and enable authorization policy

to dynamically manage the access authority of visitors. When the visitor logins the SSLVPN, the radius server issues

authortization policy to the firewall allowing the visitor to visit the network segment 10.160.64.0/21. When the vis-

itor successtully logins, the administrator can use CoA messages to modify the issued authorization policy, adding

new network segment 10.160.32.0/21 that the visitor is allowed to visit. When the visitor logs out, the firewall will

automatically delete the responding authorization policy.
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10.160.64.52 /21 ﬁﬂ

10.160.64 51 /21

Crm—

Eth0/5
15334291724

Ethi /0
10.87.1.8

IP:153.34.29.33/24

i3

Radius Server
10.87.1.9
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Configuration Steps

Step 1: Configure the Interface to Link Radius Server.

Select Network>Interface, and double

click ethernet0/0.

o Binding zone: Layer 3 zone

o Zone: trust

o Type: Static IP

o IP Address: 10.87.1.8

o Netmask: 255.255.255.0

47

Ethernet Interface

Interface Mame

Description

Binding Zone

Zane ©

HA syne

IP Configuration

Type

IF Address

Metmask

ethernet0/d

TAR

Layer 2 Zone
trust

©

Static IP - elglely

FPPOE

10.87.1.8

255.285.2550

(0-63) chars

Mo Binding
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Step 2: Create New Aggregate Policy.

Select Policy>Security Policy>Policy, and
click New>Aggregate Policy.

o Name: Visitor

Aggregate Policy Configuration

Mame Wisitor (1- 99 chars
Position
Description (0- 25%) chars

There are two methods of adding an aggregate policy memboer:
1. Belect a policy rule, click Add to Aggregate Palicy, and then select the aggregate policy
2. Create or edit a policy rulg, and on the Options tab, select the aggregate policy

0K Cancel

Configuring the Device to Communicate with Zabbix Using SNMP
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Step 3: Configure Radius Setver, and Enable Authorization Policy and Accounting,

1. Select Object>AAA Server, and click

New>Radius Setvet.

o Name: Visitor

o Server Address: 10.87.1.9

o Virtual Routet: trust-vr

o Port: 1812

o Secret: 12345678

Radius Server Configuration
Marne * isitar
ServerAddress * 10.87.1.9
Wirtual Router * trustyr
Port 1812
Secret* 0000 =esssses

Optional Configuration -

Authorization
Falicy

Username
Format

Fole mapping
rule

Backup Server1
Yirtual Router 1

Backup Server 2

2. Click the Enable button of Authot- Yirtual Router 2
. . . . Retries *
ization, and select Visitor from the drop-
Timeout™
down menu. Backup
Authentication
Server

3. Click the Enable button of Accounting. Eriahile

o Server Address: 10.87.1.9

o Virtual Router: trust-vr

o Port: 1813

o Password: 12345678

Accounting
Server Address ™
Wirtual Router *
Port

Fassword *
Backup Server 1
Wirtual Router 1
Backup Server 2
Yirtual Router 2

O Visitor

domainiisernarme

DomainilP

DomainilP

[ o]

10.87.1.9
trust-r

1813

DomainilP

DamainilP

username@dormain
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(1-31ichars

(1 - 2588 chars

{1024 - B5535)

(1-31ichars

(1 - 2589 chars

(1- 2588y chars

M1
f-30

{1024 - 65535)
(1-31ichars
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Step 3: Configure Radius Setver, and Enable Authorization Policy and Accounting,

4. Create a new user account.

Client needs to created a new user account

on Radius server.
o Username: userl
o Password: 123456

o Authorized network segment:

10.160.64.0/21

Step 4: Enable Radius Dynamic Authotization.

Click Object>Radius Dynamic Authot- Ratlius Dynamic Authorization
. . . Radius Dyhamic O
ization, and click the Enable button of Authorization
Radius Dynamic Authorization. et e
Authorization Server Server IP
1087.1.9
o Port: 3799
) Mew

o

Server IP: 10.87.1.9

o Destination IP: 10.87.1.8

[e]

Shared Key: 12345678

Configuring the Device to Communicate with Zabbix Using SNMP

{1,024 - 65,538)

Destination IP Shared Key
108718 e

Atmost 4 itermn{s) can be configured
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Step 5: Configure SSLVPN on StoneOS.

1. Configure SSLVPN address pool.

Select Netwotrk>SSL VPN, click Con-
figuration>Address Pool, and click New.

o Address Pool: pooll

o StartIP:20.1.1.2

o EndIP:20.1.1.200

o Netmast: 255.255.255.0
o DNS1:10.160.64.60

o WINST1:10.160.64.61

2. Create new zone.

Select Network>Zone, and click New.
o Zone: VPN
o Type: Layer 3 Zone

o Virtual Routet: trust-vr

StoneOS Cookbook

Address Pool Configuration X
Address Pool pooll (1-31)chars

Mame *

Start 1P * 20112

End IP * 20.1.1.200

Resered start
IP

Resered end
IP

Metmaszk ™ 2585.256.265.0

DHET 10.160.64.60

DME2

DHES

DHE4

WIMS 10160.64.61

WIME2

Zone Configuration

Zone* YR {1 -3 chars
Type Layer 2 Zone

Wirtual Router* frust-vr -
Binding Interface +

Removing an interface fram a zone will clear the [P
canfiguration of the interface.

Advanced »
Threat Protection »
Data Security »

Description (0-63) chars
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Step 5: Configure SSLVPN on StoneOS.

3. Create new tunnel interface.

Select Netwotrk>Intetface, and click
New>Tunnel Interface.

[e]

o Binding Zone: Layer 3 Zone

o Zone: VPN

o Type: Static IP

o P Address: 20.1.1.1

o Netmask: 24

Interface Name: tunnel 1

Tunnel Interface

Interface Mame

Description

Binding Zone
Zone *

HA =vne

IP Configuration
Type

IP Address

Metmask

tunnel 1

Layer 2 Zone RIS T[]

YR

DHCP

20111

24
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Step 5: Configure SSLVPN on StoneOS.

4. Configure SSLVPN.

Select Netwotrk>SSL VPN, and click
New.

In the Name/Access User tab, configure

as below.
o SSL VPN Name: Visitor

o AAA Server: Visitor

In the Interface tab, configure as below.

o Egress Interface 1: ethernet0/5
o Service Port: 443
o Tunnel Interface: tunnell

Address Pool:  pooll

In the Tunnel Route tab, configure as

below.
o IP: 10.160.64.0

o Netmask: 255.255.248.0

SSL VWPN Configuration

Mamefteress User
Interface

Turnel Route
Binding Resource

Advanced
Configuration

0K Cancel

SSL VPN Configuration

MHamaltecess User
Interface

Tunnel Route
Binding Resource

Adwanced
Configuration

SSL VPN Configuration

MameiAccess User
Interface

Tunnel Route
Binding Resource

Advanced
Configuration

SEL VPN Name * Visitar

Egress Interface2

Senice Port* 4433
Tunnel Interface tunnell
Address Pool pooll
Tunnel Route * P Metmask
10.160.64.0 255.255.248.0
Mew Add Default Route
Enable Domain »
Route
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{1 - 31) chars

Assigned Users AAASerer Domain “Verify User Domain Mar
Wisitor
@ New Atrmost 128 itern (=) can be configured
Egress Interfacel ethernetd/s v

{1 - B5,535)

Metric
25

Atmaost 128 itern(s) can
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Step 6: Results.

1. Userl can access 10.160.64.52.
o Server: 10.160.64.51

o Port: 4433

o Username: userl

o Password: 123456

2. Corresponding policy is created on Fire-

wall.

@ Logging in

Hillstone Secure Connect

Saved Connectig |

v
feis | 10.160.54.51 |
Port 4433 |
Username | userl |
Password |""“‘""""‘ |

Mode Login Cancel
Visitor (Members: 1)
© Any B Ay user @visitar @ Any & 10.160.64.0/21 SAny

Configuring the Device to Communicate with Zabbix Using SNMP

54



Step 7: Use CoA message to modify the access authority of the authorized user.

1. Use CoA message in CLI commands to

modify the network segment that the

authorized user has access to (If the radius

server that the client uses is customized,

the client can operate directly on radius

server rather than use CLI commands).

o

Create a new txt file named coa-auth
of which the contentis as below:
User-Name: userl
Framed-IP-Address=20.1.1.3
NAS-IP-Address=10.87.1.8
Acct-Seesion-Id= “1”
Hillstone-User-Data-Filter=“rule 1
permit dst 10.160.64.0/21”
Hillstone-User-Data-Filter=“rule2
permit dst 10.160.32.0/21”
Calling-Statdon-1d="00-1c-54-ff-08-

OSH

Use the blow CLI command to send
the instruction (take freeradius for
example):
root@hillstone-HVM-domU:/etc/-
freeradius# radclient 10.87.1.8:3799
coa 12345678 -f coa-auth.txt -x

2. Policies are updated on Firewall.

55

2

q

5

Visitor (Members: 2)

©@~Any

©@~Any

Bany

Bany

useri @visitor
useri @visitor

@#ny

@#ny

£ 10.160.64.0/21

£ 10.160.32.0021
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Step 8: User1 logs out of SSLVPN.

2  Visitoriiembers: 1)

User1 logs out of SSLVPN, and the cot-
responding policies are deleted from Fire-

wall.

DNS Proxy

This example shows how to configure the DNS proxy function. By configuring flexible DNS proxy rules, users

from different segments are assigned to different DNS servers for domain name resolution.

Scenario

A secondary ISP rents the bandwidth of telecom, netcom and other ISP to different users for Internet access. The
telecom and netcom ISP have their own DNS servers. So the secondary ISP want to assign users of different net-

work segments to the DNS servers of corresponding ISP for domain name resolution through DNS proxy devices.

This example simulates the export scenario of the above secondary ISP through the following configuration. Use
eth0/1 (IP:101.0.0.1) of the device to connect to the telecom special line to access the Internet, and use eth0/2 (IP:
201.1.1.1) to connect to the netcom special line to access the Internet. In the public network, the DNS server of tele-
com is DNS1:102.1.1.1, and that of netcom is DNS2:202.1.1.1. Also, eth0/3, eth0/4 connect to the Intranet user

groups. The administrator now has the following requirements:

1. The DNS request of user group 1 (network segment: 192.168.10.1 / 28) is uniformly proxy to dns1 for

domain name resolution;

2. The DNS request of user group 2 (network segment: 172.168.10.1 / 24) is uniformly proxy to dns2 for

domain name resolution;

3. The DNS request of intranet server (172.168.10.88) is not restricted and bypassed directly.
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Internet

telecom

eth0/1

netcom

etho/2

User Groupl

The basic interface and route configuration have been completed, and users can access the Internet normally.

57
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Configuration Steps

Step 1: Configure a DNS proxy rules to proxy DNS requests of user group 1 to DNS1 for domain name

resolution;

Login WebUI and select Network >
DNS >DNS Proxy, and click New.

o

Ingress Interface: ethernet0/3;

o Source Address: Configure a new

address book 192.168.10.1/28
o Destination Address: Any
o Domain: any
o Action: Proxy
o DNS Proxy Failed: Block
o DNS Server:
o IP Address: 102.1.1.1

o Virtual Routet: trust-vr

o Egress Interface: etherent0/1

DNS Proxy Rule Configuration

Ingress Interface *

Source Address

Destination Address

Daomain

Action

DMS Proxy Failed

Server Configuration

ethermet0/3

5 192.168.10.0/28

0 Aty

& any

Bypass

Block Bypass

DNS Ferver

IP Address

102.17.1.1

Block

Wirtual Router

trust-wr

Maximurm o

+ X

>
X

Maximurn o

+

Maximum o

Maximum o

Egress Interface

ethermetli
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Step 2: Configure another DNS proxy rule to uniformly proxy DNS requests of user group 2 to DNS2 for

domain name resolution.

Continue to configure another rule. Select DNS Proxy Rule Configuration
Network > DNS >DNS Proxy, and click =
Ingress Interface * ethernet0/d X Maximum of
New.
+
Source Address 5 172.168.10.1/24 2 X Maximurmn of
o Ingress Interface: ethernet0/4;
Destination Address 5 Ay Maxirmurm of
o Source Address: Configure a new .
address book 172.168.10.1 /24 Domain = any Maximurm of
+
o Destination Address: Any Action Bypass  Block
DNS Proxy Failed Bypass
o Domain: any
Server Conﬂguratiun OMS Server
° Acﬂon: PrOXy IP Address Yirtual Router Egress Interface
2021141 trust-wr ethernet0/2

o DNS Proxy Failed: Block
o DNS Server:
o [P Address: 202.1.1.1
o Virtual Router: trust-vr

o Egress Interface: etherent0/2
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Step 3: Configure one more DNS proxy rule to release DNS requests from the Intranet server

(172.168.10.88) ditectly.

Continue to configure one more rule.
Select Network > DNS >DNS Proxy,
and click New.

o

Ingress Interface: ethernet0/4;

o Source Address: Configure a new

address book 172.168.10.88/32
o Destination Address: Any
o Domain: any

o Action: Bypass

(Optional) In addition to creating a new
address rule, the following methods can
also be used to bypass the DNS requests
from intranet servers. Select Object >
Addtess Book,and select the
“172.168.10.1/24” item, and click Edit
to add the IP address of intranet setver to

the Exclude Membet.

o Exclude Member: 172.168.10.88

DNS Proxy Rule Configuration

Ingress Interface *

Source Address

Destination Address

Dornain

Action

Hethernetn/d

5 172.168.10.88/32
0 Any

& any

Block

Prowy

+ X

X

Address Book Configuration

Marne =

Member

Excluded Member

172.168.10.1/24

Type Member

IP/MEtmask 172168 .10.0/24

) New

Type ember

( IP/NEtmask 172.168.10.88/32

)

{1 -98) chars
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Step 4: Adjust the priority of DNS proxy rules.

After the above steps, you Wl]l get three @® Mew £ Edit 1] Delete () Enable () Disahle (m Priarity] & DNS Proxy Global Configuration
BE D Status  Ingress Interface Source Address Destination Address Domain
DNS proxy rules. Because the DNS 6 @ ethernet0/4 9 172.168.10 88732 Any any
2 @ ethermnet0/4 ) 172.188.10.1/24 Any any
proxy rules match from top to bottom, so . ©®  ethomems Bisieainoes ay

the DNS rules for releasing the Intranet
server should be placed on top of the
other two. When configuring, select the
corresponding rule item and click

Priorityto adjust.

Step 5: Results

After configuration, capture packets on ethO / 1 and ethO / 2 interfaces. The results ate as follows:

o The users of 192.168.10.1/28 network segment in user group 1 can still access the Internet normally, and
their DNS requests will be sent to the DNS1 server of Telecom for domain name resolution through the

device.

o The uests of 172.168.10.1/24 network segment in user group 2 can still access the Internet normally, and

DNS requests will be sent to the DNS2 server of Netcom for domain name resolution.

o The DNS request of the internal server 172.168.10.88 will not be proxy through the device, but will be

resolved according to the DNS server set by itself.

o

o

61

Q: Whatis the order and manner of matching multiple DNS proxy rules?
A The device will query for DNS proxy rules by turns from up to down. In each rule, only if all matching con-

ditions are met can the matching be successful.

Q: When multiple DNS servers are configured in a DNS proxy rule, what is the priority of preferred and
bound out interface properties?

A: When you configure multiple DNS servers, the DNS server with preferred property will be selected for

Configuring the Device to Communicate with Zabbix Using SNMP
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domain name resolution. If no preferred server is specified, the system will query whether there are DNS serv-

ers that have specified the egress interface.

o Q: CanDNS proxy for specific domain names?
A: Yes, you can configure a specific domain name in the option "Domain Name", and then configure the

proxy action and the corresponding DNS server when creating a new rule.

Configuring the Device to Communicate with Zabbix Using SNMP
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Routing

This chapter introduces different routing configuration use cases.

This chapter contains the following recipes:
o "Realizing Multicast Forwarding Through PIM-SM Multicast Protocol" on Page 64

o "Realizing Multicast Forwarding Through PIM-SSM Multicast Protocol" on Page 73

Routing
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Realizing Multicast Forwarding Through PIM-SM Multicast Pro-

tocol

This example introduces how to configure the basic functions of PIM-SM to realize multicast forwarding so that

users can receive data from any multicast source.

In the topology below, the multicast source sends data to the multicast group, and the multicast address is 225.0.0.1.
The receivers PC1 and PC2 send IGMPv2 Report to join the multicast group, and the PIM domain adopts the PIM-
SM mode. Assume that Device A is the candidate RP and candidate BSR, the interface loopback] is the interface
for electing the RP, and the interface eth0/1 is the multicast data inbound intetface. By configuring the PIM-SM
function on each device in the PIM domain, multicast data can be forwarded to the recipient PC in a normal mul-

ticast manner.

ethit: oz
2N 411424

e

—
Receiver PCL

eth0i1: ethliz:
A28 2124

wos Dovias
RP/BSR
Server
Multicast source:
1.1.12/24

]

r—3
RecelverP (2

PIM Domain

ey Multicast Data

Configuration Steps

Step 1: Configure the IP address and unicast routing protocol of each device interface (OSPF is used in this

example).
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Device A:

hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone trust
hostname(config-if-ethO/1)# ip address 1.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 2.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# router ospf

hostname(config-router)# router-id 1.1.1.1

hostname(config-router)# network 1.1.1.0/24 atea 0

hostname(config-router)# network 2.1.1.0/24 atea 0

StoneOS Cookbook
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Device B:

hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone trust
hostname(config-if-ethO/1)# ip address 2.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 3.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# router ospf
hostname(config-router)# routet-id 2.2.2.2
hostname(config-router)# netwotk 2.1.1.0/24 area 0

hostname(config-router)# netwotk 3.1.1.0/24 atea 0
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hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 2.1.1.3/24
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 4.1.1.1/24
hostname(config-if-eth0/1)# exit
hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# router ospf

hostname(config-router)# routet-id 3.3.3.3

hostname(config-router)# network 2.1.1.0/24 atea 0

hostname(config-router)# netwotk 4.1.1.0/24 atea 0

Step 2: Enable a multicast route.

67

Device A::

hostname(config)# ip vroutet trust-vr
hostname(config-vrouter)# ip multicast-routing
hostname(config-vrouter)# exit

hostname(config)#

StoneOS Cookbook
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Device B:

hostname(config)# ip vrouter trust-ve
hostname(config-vrouter)# ip multicast-routing
hostname(config-vrouter)# exit

hostname(config)#

Device C:

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# ip multicast-routing
hostname(config-vrouter)# exit

hostname(config)#
Step 3: Enable and configure PIM-SM.

Device A:

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter))# router pim
hostname(config-vrouter)# pim-sm enable
hostname(config-vrouter))# exit
hostname(config)#interface ethernet0/1
hostname(config-if-eth0/1)# ip pim sparse-mode
hostname(config-if-eth0/1)# exit
hostname(config)#intetface ethernet0/2

hostname(config-if-eth0/2)# ip pim sparse-mode
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hostname(config)# ip vrouter trust-vr
hostname(config-vrouter))# router pim
hostname(config-vrouter)# pim-sm enable
hostname(config-vrouter))# exit
hostname(config)#interface ethernet0/1
hostname(config-if-ethO/1)# ip pim spatse-mode
hostname(config-if-eth0/1)# exit
hostname(config)#intetface ethernet0/2

hostname(config-if-eth0/2)# ip pim sparse-mode

Device C:

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter))# router pim
hostname(config-vrouter)# pim-sm enable
hostname(config-vrouter))# exit
hostname(config)#interface ethernet0/1
hostname(config-if-eth0/1)# ip pim spatse-mode
hostname(config-if-eth0/1)# exit
hostname(config)#intetface ethernet0/2

hostname(config-if-eth0/2)# ip pim sparse-mode

Step 4: Configure RP and Candidate BSR.

69

StoneOS Cookbook

Realizing Multicast Forwarding Through PIM-SM Multicast Protocol



StoneOS Cookbook

Device A :

hostname(config)# interface loopback1
hostname(config-if-loo1))# zone trust
hostname(config-if-loo1)# ip addtess 2.2.2.2/24
hostname(config-if-loo1)# ip pim spatse-mode
hostname(config-if-loo1))# exit

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# rp-candidate loopbackl
hostname(config-vrouter)# bst-candidate loopback1
hostname(config-vrouter))# exit

hostname(config)#

Step 5: Verify result.

Realizing Multicast Forwarding Through PIM-SM Multicast Protocol
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Device A :
hostname(config)# show ip mroute
Utinterface up D:interface down

V:valid multicast entry Linvalid multicast entry Y:sync multicast entry

source: 1.1.1.2 group : 225.0.0.1 vrouter: trust-vr
status: V update time: -
ingress interface: ethernet0/1(U)

egress interface : ethernet0/2(U)

hostname(config)# show ip pim rp

PIM Rendezvous Point for Virtual Router <trust-vt>

hostname(config)# show ip pim bst-router

PIM Bootstrap Router for Virtual Router <trust-vt>

PIMv2 Bootstrap information

BSR address: 2.2.2.2

StoneOS Cookbook
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BSR Priority: 0

Realizing Multicast Forwarding Through PIM-SM Multicast Protocol
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Realizing Multicast Forwarding Through PIM-SSM Multicast Pro-

tocol

This example introduces how to configure the basic functions of PIM-SSM to realize multicast forwarding so that

users can receive data from any multicast source.

In the topology below, the multicast source sends data to the multicast group, and the multicast address is 232.0.0.1.

Receivers PC1 and PC2 send IGMPv3 Report to join the multicast group. The PIM domain adopts the PIM-SSM

mode. The relationship between the host and the devices in the PIM domain is maintained through IGMPv3, so that

the members of the multicast group can quickly join, directly at the multicast source SPT (Shortest Path Tree) is

established with the recipient PC. Assume that the interface eth0/1 of Device A is used as the inbound intetface for

multicast data. By configuring the PIM-SSM function on each device in the PIM domain, multicast data can be mul-

ticast forwarded to the recipient PC normally.

ethlil:
ethd2
2N s g 11024

v

-
Receiver PC1

eth0/: ethliz:
111024 299 424
P —

Server
Multicast source: [
11.12/24 'NL I

—
Receiver P2

FIM Domain

% Multicast Data

Configuration Steps

Step 1: Configure the IP address and unicast routing protocol of each device interface (OSPF is used in this

example).

Realizing Multicast Forwarding Through PIM-SSM Multicast Protocol
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Device A:

hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone trust
hostname(config-if-ethO/1)# ip address 1.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 2.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# router ospf

hostname(config-router)# router-id 1.1.1.1

hostname(config-router)# network 1.1.1.0/24 area 0

hostname(config-router)# network 2.1.1.0/24 atea 0
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Realizing Multicast Forwarding Through PIM-SSM Multicast Protocol



StoneOS Cookbook

Device B:

hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone trust
hostname(config-if-ethO/1)# ip address 2.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 3.1.1.2/24
hostname(config-if-eth0/1)# exit
hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# router ospf
hostname(config-router)# routet-id 2.2.2.2
hostname(config-router)# netwotk 2.1.1.0/24 area 0

hostname(config-router)# netwotk 3.1.1.0/24 atea 0
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hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 2.1.1.3/24
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ip address 4.1.1.1/24
hostname(config-if-eth0/1)# exit
hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# router ospf

hostname(config-router)# routet-id 3.3.3.3

hostname(config-router)# network 2.1.1.0/24 atea 0

hostname(config-router)# netwotk 4.1.1.0/24 atea 0

Step 2: Enable a multicast route.

76

Device A::

hostname(config)# ip vroutet trust-vr
hostname(config-vrouter)# ip multicast-routing
hostname(config-vrouter)# exit

hostname(config)#
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Device B:

hostname(config)# ip vrouter trust-ve
hostname(config-vrouter)# ip multicast-routing
hostname(config-vrouter)# exit

hostname(config)#

Device C:

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter)# ip multicast-routing
hostname(config-vrouter)# exit

hostname(config)#
Step 3: Configure PIM-SSM.

Device A :

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter))# router pim
hostname(config-vrouter)# pim-sm enable
hostname(config-vrouter)# pim-ssm default
hostname(config-vrouter))# exit
hostname(config)#interface ethernet0/1
hostname(config-if-ethO/1)# ip pim spatse-mode
hostname(config-if-eth0/1)# exit
hostname(config)#intetface ethernet0/2

hostname(config-if-eth0/2)# ip pim spatse-mode
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Device B:

hostname(config)# ip vrouter trust-vr
hostname(config-vrouter))# router pim
hostname(config-vrouter)# pim-sm enable
hostname(config-vrouter)# pim-ssm default
hostname(config-vrouter))# exit
hostname(config)#interface ethernet0/1
hostnhame(config-if-eth0/1)# ip pim sparse-mode
hostname(config-if-eth0/1)# exit
hostname(config)#interface ethernet0/2

hosthame(config-if-eth0/2)# ip pim spatse-mode

Device C:

hostname(config)# ip vroutet trust-vt
hostname(config-vrouter))# router pim
hostname(config-vrouter)# pim-sm enable
hostname(config-vrouter)# pim-ssm default
hostname(config-vrouter))# exit
hostname(config)#interface ethernet0/1
hostname(config-if-ethO/1)# ip pim spatse-mode
hostname(config-if-eth0/1)# exit
hostname(config)#intetface ethernet0/2

hostname(config-if-eth0/2)# ip pim spatse-mode

Step 4: Verify result.
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Device A :
hostname(config)# show ip mroute
Utinterface up D:interface down

V:valid multicast entry Linvalid multicast entry Y:sync multicast entry

source: 1.1.1.2 group : 232.0.0.1 vrouter: trust-vr
status: V update time: -
ingress interface: ethernet0/1(U)

egress interface : ethernet0/2(U)

Realizing Multicast Forwarding Through PIM-SSM Multicast Protocol

79



StoneOS Cookbook

Authentication

Authentication is a method of verifying visitor's identity. When a visitor is confirmed as a valid user, he is allowed to

use a certain network. The visitor can be a PC, a mobile phone or a tablet.

This chapter contains the following recipe:
o "Allowing the Internet Access via User Authentication" on Page 81
o " Using AD Polling for SSO" on Page 89
o " Allowing Internet Access via AD Polling" on Page 99
o " Allowing Internet Access via AD Agent" on Page 111

o " Allowing Internet Access via TS Agent" on Page 123

Authentication
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Allowing the Internet Access via User Authentication

This example shows how to use Web authentication (WebAuth). An AAA server is required in this example to con-

firm the identity of a user.

The topology describes the scenarios of the case. In this scenario, only user 1 passes the authentication, and then

accesses the Internet; while other users fail to pass the authentication, and they are not allowed to access the Internet.

(e

eth0/1; 221,224.30.130

eth0/0:192.168.1.1

Configuration Steps

Step 1: Configuring the user and address book

Select Object > User > Local User. Name: |user1 |
Under Local Setvet, click New > Uset. Password: | ...... |
Confirm Password: | """ |

o Name: userl

o Password: 123456

o Confirm Password: 123456
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Step 1: Configuring the user and address book

Select Object > Address Book > New. Name: |adar (1 -emyenars
Type: ® IPvd (O IPVE
o Name: addr ~| Member
Member: IP/Netmask !
o Member: Select IP/Netmask, enter O Type Member add
[ IPNetmask 192.168.1.2/32 Delete
192.168.1.2, 32, and click Add

Step 2: Configuring the interface and

zone

Select NCtWOIk > Interface, and double Basic Configuration
Interface Name: ethernet0/0

Cth ethemetO/O Description: (0-63)chars
Binding Zone: () Layer 2 Zone (@ Layer 3 Zone O TAP () No Binding
Zone trust

o Binding Zone: Layer 3 Zone Ay Enabie

NetFlow

Configuration:

o Zone: trust
IP Configuration

Type: ® Static IP O DHCP () PPPoE
o Type: Static II) IP Address: 192.168.11
Netmask: 2552552550
[] Setas Local IP
o P Address: 192.168.1.1
Advanced | DHCP. |~ | DDNS
Management
o Netmask: 24 Telnst SSH Ping HTTP HTTPS SNMP
Basic Configuration
Select Network > Interface, and double erace Name:  ethemeto/t
. Description: (0-63)chars
click ethernet0/1.
Binding Zone: () Layer 2 Zone @ Layer 3 Zone O TAP () No Binding
Zone: untrust
o Binding Zone: Layer 3 Zone basyne Enable
MNetFlow

Configuration:

o Zone: un
one: untrust IP Configuration

Type: @ Static IP () DHCP ) PPPoE
o Type: Static IP IP Address: 221.224.30130
Netmask: 20

[]Setas Local IP

o IP Address: 221.224.30.130

Advanced || DHCP.. |~ | DDNS

Management
o Netmask: 20 Telnet SSH Ping HTTP HTTPS SNWMP
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Step 3: Configuring Web Authentication

Basic Configuration
Select Network > WebAuth > @ HTTP Port 8181 (1-65535) , default 8181
O HTTPS (1-65535)  default 44433
WebAuth, and select the Enable
Check bOX All Interface (O Disable auth service by default @ Enable auth service by default
Praxy Part @ (1-65535)
o Basic Configuration: pserLegin
Address Typs ® P O MAC
Multiple Login: @ Disable () Enable
o HTTP POft' 81 81 Behavior: O Replace ® Refuse New Login
Authentication Mode
Password
o Authentication Mode: Pass-
word
After the above configuraﬁons, Policy Template(Ensure DNS traffic is permitted and enable WebAuth)
. . . Source Zone Destination Z Source Addre Destination 2 User Service Action
continue to create policy rules in
Any Any Any Any DNS Permit
Security Policy to make Any Any Any Any unknown  Any WebAuth

WebAuth effective. Click Policy

Template for reference.
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Step 4: Configuring Security Policy

Click the "Security Policy" quick link on
the bottom of the Web authentication
page or select Policy > Secutity Policy,
and click New.

o Name: DNS

o Source
o Zone: Any
o Address: Any

o Destination

[e]

Zone: Any

o

Address: Any

Service: DNS

o

(e)

Action: Permit

StoneOS Cookbook

Name:

Type:
Source
Zone:

Address:

User:

Destination
Zone:

Address:

Service:

Application:

Action:

DNS
@ IPvd

any

any

any

DNS

® Permit

O IPvG

(O Deny

(0 -95) chars

() Secured connection
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Step 4: Configuring Security Policy
Click New, and create the “Web-auth” -
policy.
o Name: Web-auth
o Source

o Zone: Any

o Address: addr
o Destination

o Zone: Any

o Address: Any

o Action: Secured connection

o WebAuth: local

Allowing the Internet Access via User Authentication

MName:

Source

Zone:
Address:

User:

Destination

Zone:

Address:

Service:

Application:

Action:

Web-auth

any

addr

any

any

any

O Permit

WebAuth

O Deny

local

(0-95) chars

@ Secured connaction
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Step 4: Configuring Security Policy

Click New, and create the “user”
policy. Specify the source user who is

allowed to access the Internet.
o Name: user
o Source
o Zone: Any
o Address: Any
o User: userl
o Destination
o Zone: Any
o Address: Any

o Action: Permit
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Name:

Source
Zone:

Address:

User:

Destination
Zone:

Address:

Service:

Application:

Action:

user

any
any

useri

any

any

any

@ Permit

O Deny

(0-95)chars

() Secured connection
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Step 5: Triggering WebAuth through HTTP requests

After the above configurations, when
there are HT'TP requests sent from the
interface 192.168.1.2/32, user1 will be
prompted to authenticate by entering the
username/password (user1/123450)

before accessing the Internet.

Hillstone

WEB Authentication System

Username

SEMAr

Password

D user/Pass () sms

Step 6: Triggering WebAuth through HTTPS requests

Export the certificate from the device.

Select System > PKI > Trust Domain

Certificate.

o Trust Domain: trust_domain_ssl_

proxy
o Content: CA Certificate

o Action: Export

Click OK to export the certificate.

Trust Domain: trust_domain_ss|_proxy (1-31)chars

Content: @ CA Certificate (O Local Certificate (O PKCS#12

Action:
O Import

@ Export

OK Cancel

O PKCS#12-der

Allowing the Internet Access via User Authentication
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Step 6: Triggering Web Auth through HTTPS requests

Import the certificate to client's Web T
browser Intended purpose: |<AJI:> j
Intermediate Certification Authorities  Trusted Root Certification Authorities |Tmshed publ 4 [ *]
1. In the Chrome Web browset, select 2 dER : Cocu e
AAA Certificate Ser... AAA Certificate Services / COMODO
. . [5JAC Raiz Certicdmar... AC Raiz Certicdmara ... 4/3/2030 AC Raiz Certica...
Settings > Show advanced settings. [53]AC RAIZ DNIE AC RAIZ DNIE 2/3/2036  DIRECCION GEM...
[SAC RAIZ FNMT-RCM  AC RAIZ FNMT-RCM 1/1/2030  AC RAIZ FNMT-...
[Zlac1 ratz MTIN AC1RAIZ MTIN 11/4/201%  AC1RAIZ MTIN
2. Inthe HTTPS/SSL section, select laccvraizt ACCVRAIZL 12{31/2030  ACCVRAIZ1
ACEDICOM Root ACEDICOM Roat 4/14/2028  EDICOM
/14/.
. Slache ACNLE 5/15/2023  MLB Mova Ljublia...
Manage ceruﬁcates. @Adﬁlis Authenticati... Actalis Authentication... 6/25/2022  Actalis Authentic... LI

3. In the Trusted Root Cettification mmport... | Export. Remove Advanced |

Authorities tab, select Import.

4. Follow the wizard to import the cer-

tificate.

After the above configurations are fin-

ished, when there are HTTPS requests HETWORES

sent from the interface 192.168.1.2/32,
user] will be prompted to authenticate by WEB Authentication System

. Username
entering the username/password

(user1/123456) before accessing the Inter-

net. Password

Note: Triggering WebAuth through

HTTPS requests depends on the feature

of SSL proxy . If the device does not sup-

S © user/Pass O sms
port the SSL proxy. Triggering WebAuth

through HT'TPS requests will not work

and you can then trigger WebAuth
through HT'TP requests.
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Using AD Polling for SSO

This example introduces how the domain users access the Internet directly without Web authentication, after log-

ging in the AD domain via configuring AD Polling.

The following shows a network environment. An enterprise sets up a Hillstone security device as the export gate-
way to connect internal network with the Internet. Only the staffs in R&D department join in the AD domain
(scep.pki.com), while the staffs in marketing department are excluded. The security device enables Web authen-
tication. All the staffs of the enterprise are allowed to access the Internet only after they pass the authentication.
After the AD Polling being configured, there will be login logs when staff in R&D department login though the AD
server (Log in the PC which is added into the AD domain through domain user name and password). The device
can check the logs through AD Polling, as well as obtain authentication users information on the AD server. With

this information, staff of R&D department can access the Internet directly without Web authentication.

eth0/3 Switch

eth0/0
AD Server

Hosts of research and Hosts of marketing
development department department

Before configuring the AD Polling function, prepare the following first:
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o The AD server has been set up according to the user network environment.

o To enable WMI to probe the PC where the AD setver is located and the terminal PCs, the PC should open the
RPC service and remote management. To enable the RPC service, you need to enter the Control Panel >
Administrative Tools > Services and open the Remote Procedure Call and Remote Procedure Call Locator; to
enable the remote management, you need to run the command prompt window (cmd) as administrator and

enter the command netsh firewall set service RemoteAdmin

o To enable WMI to probe the PC where the AD setver is located and the terminal PCs, the PC should permit
WMI function to pass through Windows firewall. Select Control Panel >System and Security> Windows Fire-
wall >Allow an APP through Windows Firewall, in the Allowed apps and features list, click the corresponding

check box of Domain for Windows Management Instrumentation (WMI) function.

o The security device should be configured with related policy to protect the AD server, which may result in the
port used by WMI service (port 135 and random port) being restricted by policy. Therefore, it” s necessary to
configure another policy ( the source IP is the IP address of ethernet0/3) allows all interface traffic to pass

through.

o The rule has been configured on the security device that all the staff of the enterprise should pass the Web
authentication before they access the Internet. For the detailed configuration method, please see "Allowing the

Internet Access via User Authentication" on Page 81.

Configuration Steps

Step 1: Creating a new domain user on
the AD server and configuring the user
as the Domain Admins group.

Access the PC with AD server, select

Start > Administrative Tools > Active
Directory Users and Computets, and
enter the Active Directory Users and Com-

puters page.
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Step 1: Creating a new domain user on
the AD server and configuring the user
as the Domain Admins group.

Right-click Users and select New Object
> Uset. Click Next.
o First name: test

o User logon name: test@scep.pki.com

Configure a password on the New
Object- User page, and click Next.

o Password: Hillstone123456
o Confirm password: Hillstone123456

o Password never expires: Select the

check box

Using AD Polling for SSO

& Createin:  scep.pki.com/Users

First name: |test | Initizls:

Last name: |

Full name: |test

User logon name:

|test | | @ zcep pkicom

User logon name (pre-Windows 2000):

| SCEPY ||tes’f

& Create in: scep.pkicoms/Users

Pamrd: |...............

Confirm password: |uuuuuuu.

[ User must change passwond at next logon

[ User cannot change password

[w'] Password never expires
[ Account is disabled
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Step 1: Creating a new domain user on
the AD server and configuring the user
as the Domain Admins group.

Click Finish to finish the creating of

domain user test.

In the user list, right-click test, and select

Add to group. Click OK.

o Enter the object names to select:

Domain Admins

StoneOS Cookbook

& Createin:  scep.pkicom/Users

When you click Finish, the following object will be created:

Full name: tast
User logon name: test@scep. pki.com

The password never expires.

<Back | Finish

Select Groups T X

Select this object type:

|Gmups or Builtin security principals | | Obiject Types... |
From this location:

| scep.pkicom | | Locations... |

Enter the object names to select (zxamples):

Demain Admins Check Names

o] [ G ]
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Step 2: Adding PCs of R&D staff into
the AD domain (taking one PC as

example).

Select Control Panel > Network and
Internet > Network and Sharing Centet
to check the attribute of network con-
nection. Double-click Internet Protocol
Vetsion 4 (TCP/IPv4), enter the Internet
Protocol Version 4 (TCP/IPv4) Prop-
erties page and change the IP address of
Preferred DNS server to the IP address

of AD domain controllet.
o Preferred DNS server: 10.180.201.8

o Alternate DNS server: 8.8.8.8

Search emd in the Start menu and double-
click to open the command prompt(cmd)
application window, so as to make sute

that the PC can be connected to the AD

domain controller(scep.pki.com).

Using AD Polling for SSO

Internet Protocol Version 4 (TCP/IPvd) Properties

General

Wou can get IP settings assigned automatically if wour network supports
this capability, Otherwise, wou need to ask vour network, administrator
for the appropriate IP settings,

Obtain an IF address automatically

@ Use the Following IP address;
IP address: 10,180 203 ., 74
Subnet mask: 255 255 .0 .0

Default gateway: o .10 .0 .1

Obkain DN server address automatically

@ Use the Following DMS server addresses;

Preferred DMS server: 10 180 .201 . 8 |

Alternate DNS server: g .8 .8 .8

Yalidate settings upon exit | advanced. .. |

[ QK ] | Cancel

7 e

BER C:\Windows\systern32\cmd.exe

Microsoft Windows [Version 6.1.76811
iCopyright <c? 2889 Microsoft Corporation. All rights reserved.
iC:\Users™ test Xping scep.pki.com

Pinging scep.pki.com [18.186.2081 .81 with 32 bytes of data:
Reply From 18.188.201.8: bytes=32 time=ims TIL=128
Reply from 168_1860_201 _8: 2 time<{imsz TIL=128
Reply from 18.188.201.8: 2 time{ims TIL=128
Reply from 10.188.201.8: bytes=32 time{ims TIL=128

Ping statistics for 18.1860.2601.8:

Packets: Sent = 4, Received = 4, Lost = 8 (B2 loss),
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = 1ms. Average = Bms

C:\Users™ test >
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Step 2: Adding PCs of R&D staff into
the AD domain (taking one PC as

example).

Select Control Panel > System and Secut-
ity > System > Computer name, domain,
and workgroup settings > Change set-
tings, and add the PC into the AD domain
(scep.pki.com). Click OK.

o Domain: scep.pki.com

StoneOS Cookbook

Computer Name/Domain Changes

'ou can change the name and the memberzhip of thiz

Computer name:

TEST

Full computer name:
TEST .zcep.pki.com

kember of

@ Domai;

(=]

kare...

goep. pli.cam

(7 workgroup:

o] [omen ]
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Step 2: Adding PCs of R&D staff into
the AD domain (taking one PC as

example).

In the Windows secutity dialog box, enter

Domain name\ User name and Password.
The user name should be the one in the

Domain Admins group.
o Domain name\User name: scep test

o Password: Hillstone123456

After the PC being added in the AD
domain (scep.pki.com) successtully,
restart the computer to make it take

effect.

Using AD Polling for SSO



Step 3: Configuring AD setver parameters in StoneOS.

Select Object > AAA servet, and select Act-
ive Directory Setver from the newly created

drop-down list.
o Server Name: ad-polling
o Server Address: 10.180.201.8
o Base-dn: dc=scep,dc=pki,dc=com

o Login-dn: cn=test,c-

cn=users,dc=scep,dc=pki,dc=com
o sAMAccountName: test
o Authentication Mode: MD5

o Password: Hillstone123456

Click OK and the AD setver is created suc-

cessfully.
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Active Directory Server Configuration

Basic Configuration
Name:
Server Address;
Virtual Router:
Port.
Base-dn:
Login-dn:
sAMAccountName:
Authentication Mode:
Password:
Optional Configuration
Role mapping rule:
Backup Server 1
Virtual Router 1:
Backup Server 2.
Virtual Router 2:

Synchronization:

Auto Synchronization:

Synchronous Operation Mode:

User Filter:

Security Agent:

Backup Authentication Server:

ad-polling

10.180.201.8

trust-ve

389

dc=scep,dc=pki,dc=com
cn=test cn=users dc=scep de=t
test

() Plain Text @ MD5

Enable

(@ Interval Synchronization 30
(O Daily Synchronization

() Once Synchronization

@ Group Synchronization

(O Organization Structure(QOU) Synchronization

[] Enable

Agent Port:

Reconnection
Timeout:

‘When the security agent is enabled, the
system will perform single sign-on(SS0O)

(1025 - 65535) , default: 6666

{0 - 1800) seconds, default: 300

(1-31) chars

(1-31) chars
(1-65535), default: 389
(1-127) chars

(0 - 255) chars

(0 -63) chars

(1-31) chars

Domain/IP

Domain/IP

(30 - 1440) minutes, defaul

(1-12), default: 12

(0-120) chars @
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Step 4: Configuring AD Polling in StoneOS

Select Object > SSO Client > AD AD Polling Configuration
Polling, click Create and enter AD Polling Name: ad-poling
. Status: Enable
Configuration page.
Server Address: 10.180.201.8
o Name: ad—po]]ing Virtual Router: trust-vr
Account: scepitest
o Status: click Enable Password:  seessssseessess
AAA Sarver: ad-polling
o Host: 10.180.201.8
AD Polling 5
Interval:
o Virtual Router: trust-vr Client Probing |5
Interval:
Force Timeout: 10

o Account: scep\test

o Password: Hillstone123456

(1-31) chars

(1-31) chars

(1-63) chars

(1-31) chars

{1- 3600} seconds
{0 - 1440) minutes @

(0 - 144000) minutes @

OK

Cancel

o AAA Server: select the AD server ad-

polling created in step 3
o AD Polling Interval: 2 seconds
o Client Probing Interval: 5 minutes

o Force Timeout: 10 minutes

Click OK to finish AD Polling con-

figuration.

Using AD Polling for SSO
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Step 5: Verifying result

After all the above configurations
being finished, staff of R&D
department (such as the user test
added in AD domain in this
example) can access the Internet
without passing Web authen-
tication. However, the staff of
marketing department still needs
to pass Web authentication

before visiting the Internet.

5G-6000# show user-mapping user-sso ad-polling ad-polling
If user needs to check the map- Total entries count: 1.
IP/MAC VRouter User Tife
ping information between user 0.180.203.74  trust-vr 265
sa—sgloo# show auth-user
: : Total count: 2
and IP on the devlce via AD server: authentication server
ref: reference session count
PO]JJIlg YOU.'I'C suogeﬂted to IOg 11’1 IP/MAC Interface/vR Username server role/Group Ref Live(s) ID
> te) O
3.3.3.3 Trust-vr est Tocal 0 - 1
trust-vr ad-poll~ 0 290 23
the StoneOS commands oper- =

ation system and enter the com-
mand show user-mappinguser-
sso ad-polling or show auth-

uscr.

As shown in the figure, in the
authentication user list obtained
via AD Polling, the cor-
responding IP of the user test is

10.180.203.74.
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Allowing Internet Access via AD Polling

This example introduces how to configure AD polling to allow users to access the Internet.

The following shows a network environment. An enterprise sets up a Hillstone security device as the export gate-
way to connect internal network with the Internet. All the staff in R&D department and marketing department join
in the AD domain (scep.pki.com). After the AD Polling being configured, there will be login logs when staffs login
though the AD server (Log in the PC which is added into the AD domain through domain user name and pass-
word). System can check the logs through AD Polling, as well as obtain authentication users information (user name
and IP) on the AD server. With the user-based security policy, only the R&D manager can access the Internet, while
other staffs of the R&D department cannot access the Internet, and the staff of the marketing department can

access the Web service based on HTTP or HTTPS.

eth0/0 eth0/3 Switch

AD Server

Hosts of research and Hosts of marketing
development department department

Before configuring the AD Polling function, prepare the following first:
o The AD server has been set up according to the user network environment.

o To enable WMI to probe the PC where the AD server is located and the terminal PCs, the PC should open the

RPC service and remote management. To enable the RPC setvice, you need to enter the Control Panel >
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Administrative Tools > Services and open the Remote Procedure Call and Remote Procedure Call Locator; to
enable the remote management, you need to run the command prompt window (cmd) as administrator and

enter the command netsh firewall set service RemoteAdmin

o To enable WMI to probe the PC where the AD setver is located and the terminal PCs, the PC should permit
WMI function to pass through Windows firewall. Select Control Panel >System and Secutity > Windows Fire-
wall >Allow an APP through Windows Fitewall, in the Allowed apps and features list, click the corresponding

check box of Domain for Windows Management Instrumentation (WMI) function.

o The security device should be configured with related policy to protect the AD server, which may result in the
port used by WMI service (port 135 and random port) being restricted by policy. Therefore, it” s necessary to
configure another policy ( the source IP is the IP address of ethernet0/3) allows all interface traffic to pass
through.

o The rule has been configured on the security device that all the staff of the enterprise should pass the Web
authentication before they access the Internet. For the detailed configuration method, please see "Allowing the

Internet Access via User Authentication" on Page 81.

Configuration Steps

Step 1: Create a new domain user on the
AD server and configuring the user as
the Domain Admins group.

Access the PC with AD server, select

Start > Administrative Tools > Active
Ditectory Usets and Computers, and
enter the Active Directory Users and Com-

puters page.
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Step 1: Create a new domain user on the
AD setver and configuring the user as
the Domain Admins group.

Right-click Users and select New Object
> Uset. Click Next.

& Createin:  scep.pki.com/Users

o First name: test

First name: |test | Initizls:

o User logon name: test@scep.pki.com Last name: |

Full name: |test

User logon name:

|test | | @ zcep pkicom

User logon name (pre-Windows 2000):
[ scer || test

Configure a password on the New

Object- User page, and click Next.
& Create in: scep.pkicoms/Users

o Password: Hillstone123456

Pamrd: |...............

o Confirm password: Hillstone123456 Confirm password: | sessssRERRRRRRS

. [ User must change passwond at next logon
o Password never expires: Select the

[ User cannot change password

check box [w'] Password never expires
[ Account is disabled
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Step 1: Create a new domain user on the
AD server and configuring the user as
the Domain Admins group.

Click Finish to finish the creating of

domain user test.
& Createin:  scep.pkicom/Users
When you click Finish, the following object will be created:
Full name: tast
User logon name: test@scep. pki.com
The password never expires.
<Back | Finish
In the user list, right-click test and select Select Groups ? %
Add to group. Click OK. Seecttis objecttype:
|Gmups or Builtin security principals | | Obiject Types... |
. From this location:
o Enter the object names to select: | T - | | : |
Domain Admins Enter the object names to select (zxamples):
Demain Admins Check Names

o] [ G ]
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Step 2: Add PCs of R&D staff into the
AD domain (taking the PC of R&D man-

ager as example).

Select Control Panel > Network and Internet Protocol Version 4 (TCP/IPwd) Properties @
Internet > Network and Sharing Center General
to check the attribute of network con- Wou can get IP settings assigned automatically if wour network supports

this capability, Otherwise, wou need to ask vour network, administrator

X . for the appropriate IP settings,
nection. Double-click Internet Protocol

. Obtain an IP address automaticall
Vetsion 4 (TCP/IPv4), enter the Internet 4
@ Use the Following IP address;
Protocol Version 4 (T(,P/IPV4) Pl‘Opf 1P address: 10 . 180 203 ., 74
erties page and change the IP address of Subnet mask: 235 .2% .0 .0
Default gateway: o .10 .0 .1

Preferred DNS server to the IP address

of AD domain controller. Obkain DN server address automatically

@ Use the Following DMS server addresses;

o Preferred DNS server: 10.180.201.8 Preferred DS server: to 150 201 8 |
Aleernate DNT server: 8 .8 .8 .8

o Alternate DNS server: 8.8.8.8

Yalidate settings upon exit | advanced. .. |

[ QK ] | Cancel |

Search cmd in the Start menu and double- B3 C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76811
: i right <c> 28809 Mi soft Corporation. All rights reserved.

click to open the command prompt(cmd) sl rerosott bovporation righks reserve
iC:\Users™ test Xping scep.pki.com
. . . . ~
apphcanon WlﬂdOVy » 80 4as o ma}\e sure Pinging scep.pki.com [18.186.2081 .81 with 32 bytes of data:
Reply From 18.188.201.8: bytes=32 time=ims TIL=128
thﬁt thC PC can bC C()l'll'lCCth to thC AD Reply from 10.180.201_8: 2 time<{ims TTL=128
Reply from 18.188.201.8: 2 time{ims TIL=128
. . Reply from 10.188.201.8: bytes=32 time{ims TIL=128
domain controller(scep.pki.com).
Ping statistics for 18.1860.2601.8:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = 1ms. Average = Bms

C:\Users™ test >
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Step 2: Add PCs of R&D staff into the
AD domain (taking the PC of R&D man-

ager as example).

Select Control Panel > System and Secut- Computer Name/Domain Changes ==

ity > System > Computer name, domain, 'ou can change the name and the memberzhip of thiz

and workgroup settings > Change set- fioia itformahon

tings, and add the PC into the AD domain

Computer name:

scep.pki. . Click OK.
(scep.pki.com). Clic TEST

o Domain: scep.pki.com Full computer name:
TEST .zcep.pki.com

kare...

kember of
@ Domain;

goep. pli.cam

(7 workgroup:

o] [omen ]
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Step 2: Add PCs of R&D staff into the
AD domain (taking the PC of R&D man-

ager as example).

In the Windows secutity dialog box, enter

Domain name\ User name and Password.
The user name should be the one in the

Domain Admins group.
o Domain name\User name: scep test

o Password: Hillstone123456

After the PC being added in the AD
domain (scep.pki.com) successtully,
restart the computer to make it take

effect.
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Step 3: Configure AD setver parameters in StoneOS.

Select Object > AAA server, and SC]CCtACt— Active Dirsctony Server Configuration x
Basic Configuration

ive Ditectory Setver from the newly created Name: ad-poling (1-31) chars
Server Address: 10.180.201.8 (1-31) chars

drop_down hSt Virtual Router: trust-ve
Paort 389 (1-65535), default: 389
Base-dn: dc=scep,dc=pki,dc=com (1-127) chars

] Serer Name: ad—poﬂing Login-dn: cn=test cn=users de=scep de=f (0 - 255) chars

sAMAccountName: test (0 -63) chars
Authentication Mode. () Plain Text @ MD5

o SerVer Address: 101 80201 8 Password: (1-31) chars

Optional Configuration

. Role mapping rule: eeeen

o Base-dn: dc=scep,dc=pki,dc=com
Backup Server 1 Domain/IP

Virtual Router 1: —

o Login-dn: cn=test,c- Backup Server 2 DomainiP
Virtual Router 2: —

oy f— — 1 — Synchronization: [] Enable
cn=users,dc=scep,dc=pki,dc=com g o
Aute Synchronization: @ Interval Synchronization 30 (30 - 1440) minutes, defaul
(O Daily Synchronization
o sAMAccountName: test © Onee Synchranization
Synchronous Operation Mode: @ Group Synchronization

(O Organization Structure(QOU) Synchronization

o Authentication Mode: MD5 {1-12). default 12

User Filter: (0-120) chars @
Security Agent [JEnable  hen the security agent is enabled, the
. system will perform single sign-on(SS0O)
] Password. Hlﬂstonel 23456 Agent Port (1025 - 65535) , default 66665
Reconnection {0 - 1800) seconds, default: 300
Timeout:

Backup Authentication Server: —

Click OK and the AD setver is created suc-

cessfully.
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Step 4: Configure AD Polling in StoneOS

Select Object > SSO Client > AD AD Polling Configuration X
Polling, click Create and enter AD Polling Name: ad-poling (1-31) ehars
. Status: Enable
Configuration page.
Server Address:  10.180.201.8 (1-31) chars
o Name, ad_polhng Virtual Router: trust-vr
Account: scepitest (1-63) chars
o Status: click Enable Password:  seseesssesssees (1-31) chars
AAA Server: ad-polling
° Host:10.180.201.8 AD Paolling 2 {1-3600) seconds
Interval:
o Virtual Router: trust-vr Client Probing 5 (0 - 1440) minutes ®
Interval:
Force Timeout: 10 (0 - 144000) minutes @
o Account: scep\test
o Password: Hillstone123456 oK Cancel
o AAA Server: select the AD server ad-
polling created in step 3
o AD Polling Interval: 2 seconds
o Client Probing Interval: 5 minutes
o Force Timeout: 10 minutes
Click OK to finish AD Polling con-
figuration.
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Step 5: Configure policies

Configuring a policy to allow the man-
ager of R&D department to access the

Internet

Select Policy > Secutity Policy, and click
New.

o Name: manager
o Soutce
o Zone: trust
o Address: any

o User: Select the user name "test"

of R&D manager
o Destination
o Zone: untrust
o Address: any
o Other Information

o Action: Permit
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Policy Configuration

Basic Configuration

Mame:

Type
Source
Zone:

Address:
User:

Destination
Zone:

Address:

Service:

Application:

Action:

X
Protection Data Security Options
manager (0 - 95) chars
@ IPv4 O IPvé
trust
any
test
untrust
any
any
(@ Permit () Deny () Secured connection
@
OK Cancel
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Step 5: Configure policies
Configuring a policy to allow the staff of P CL [T b
Basic Configuration Protection Data Security Options
the marketing depatrtment to access the _
Name: market (0-95) chars
o Type: @ IPv4 O IPvE
Web service based on HTTP or HTTPS couree
Zone: trust

Select Policy > Secutity Policy, and click Address: any

User: market

N Destination
ew. Zone: untrust

Address: any

o Name: market Service: [HTTRHTIFS
Application:
o SOurCC Action: @ Permit O Deny (0 Secured connection

[] Enable Web Redirect (@

o Zone: trust OK Cancel

o Address: any

o Uset: Select the user group "mat-

ket" of the marketing department
o Destination
o Zone: untrust
o Address: any
o Other Information
o Service: HTTP, HTTPS

o Action: Permit
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Adjusting the priotity of policies

1. Select Policy > Security Policy to

st

aaaaaaa

uuuuuu

enter the Security Policy page.

2. Select the check box of "managet”
and "market" policies, and click

Move.

3. Type the ID (2) of the second
WebAuth policy into the ToID text,
and click After ID.

Step 6: Verify result

After all the above configurations, only
the R&D manager can access the Inter-
net, while other statfs of the R&D depart-
ment cannot access the Internet, and the
staff of the marketing department can
access the Web service based on HTTP or
HTTPS.

110

Allowing Internet Access via AD Polling



StoneOS Cookbook

Allowing Internet Access via AD Agent

This example introduces how to configure AD agent to allow users to access the Internet.

The following shows a network environment. An enterprise sets up a Hillstone security device as the export gate-
way to connect internal network with the Internet. All the staff in the R&D department and marketing department
join in the AD domain (scep.pki.com). After the AD Agent being configured, there will be login information when
staffs login though the AD server (Log in the PC which is added into the AD domain through domain user name
and password). The AD Security Agent will send the authentication users information (user name and IP) to sys-
tem. With the user-based security policy, only the R&D manager can access the Internet, while other staffs of the
R&D department cannot access the Internet, and the staff of the marketing department can access the Web service

based on HTTP or HTTPS.

eth0/0 eth0/3 Switch

AD Server

Hosts of research and Hosts of marketing
development department department

Before configuring the AD Agent function, prepare the following first:
o The AD server has been set up according to the user network environment.

o To enable WMI to probe the PC where the AD server is located and the terminal PCs, the PC should open the

RPC service and remote management. To enable the RPC setvice, you need to enter the Control Panel >
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Administrative Tools > Services and open the Remote Procedure Call and Remote Procedure Call Locator; to
enable the remote management, you need to run the command prompt window (cmd) as administrator and

enter the command netsh firewall set service RemoteAdmin

o To enable WMI to probe the PC where the AD setver is located and the terminal PCs, the PC should permit
WMI function to pass through Windows firewall. Select Control Panel >System and Secutity > Windows Fire-
wall >Allow an APP through Windows Fitewall, in the Allowed apps and features list, click the corresponding

check box of Domain for Windows Management Instrumentation (WMI) function.

o The security device should be configured with related policy to protect the AD server, which may result in the
port used by WMI service (port 135 and random port) being restricted by policy. Therefore, it” s necessary to
configure another policy ( the source IP is the IP address of ethernet0/3) allows all interface traffic to pass
through.

o The rule has been configured on the security device that all the staff of the enterprise should pass the Web
authentication before they access the Internet. For the detailed configuration method, please see "Allowing the

Internet Access via User Authentication" on Page 81.

Configuration Steps

Step 1: Create a new domain user on the
AD server and configuring the user as
the Domain Admins group.

Access the PC with AD server, select

Start > Administrative Tools > Active
Ditectory Usets and Computers, and
enter the Active Directory Users and Com-

puters page.
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Step 1: Create a new domain user on the
AD setver and configuring the user as
the Domain Admins group.

Right-click Users and select New Object
> Uset. Click Next.

& Createin:  scep.pki.com/Users

o First name: test

First name: |test | Initizls:

o User logon name: test@scep.pki.com Last name: |

Full name: |test

User logon name:

|test | | @ zcep pkicom

User logon name (pre-Windows 2000):
[ scer || test

Configure a password on the New

Object- User page, and click Next.
& Create in: scep.pkicoms/Users

o Password: Hillstone123456

Pamrd: |...............

o Confirm password: Hillstone123456 Confirm password: | sessssRERRRRRRS

. [ User must change passwond at next logon
o Password never expires: Select the

[ User cannot change password

check box [w'] Password never expires
[ Account is disabled
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Step 1: Create a new domain user on the
AD server and configuring the user as
the Domain Admins group.

Click Finish to finish the creating of

domain user test.

In the user list, right-click test and select

Add to group. Click OK.

o Enter the object names to select:

Domain Admins
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& Createin:  scep.pkicom/Users

When you click Finish, the following object will be created:

Full name: tast
User logon name: test@scep. pki.com

The password never expires.

<Back | Finish

Select Groups T X

Select this object type:

|Gmups or Builtin security principals | | Obiject Types... |
From this location:

| scep.pkicom | | Locations... |

Enter the object names to select (zxamples):

Demain Admins Check Names

o] [ G ]
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Step 2: Add PCs of R&D staff into the
AD domain (taking the PC of R&D man-

ager as example).

Select Control Panel > Network and Internet Protocol Version 4 (TCP/IPwd) Properties @
Internet > Network and Sharing Center General
to check the attribute of network con- Wou can get IP settings assigned automatically if wour network supports

this capability, Otherwise, wou need to ask vour network, administrator

X . for the appropriate IP settings,
nection. Double-click Internet Protocol

. Obtain an IP address automaticall
Vetsion 4 (TCP/IPv4), enter the Internet 4
@ Use the Following IP address;
Protocol Version 4 (T(,P/IPV4) Pl‘Opf 1P address: 10 . 180 203 ., 74
erties page and change the IP address of Subnet mask: 235 .2% .0 .0
Default gateway: o .10 .0 .1

Preferred DNS server to the IP address

of AD domain controller. Obkain DN server address automatically

@ Use the Following DMS server addresses;

o Preferred DNS server: 10.180.201.8 Preferred DS server: to 150 201 8 |
Aleernate DNT server: 8 .8 .8 .8

o Alternate DNS server: 8.8.8.8

Yalidate settings upon exit | advanced. .. |

[ QK ] | Cancel |

Search cmd in the Start menu and double- B3 C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76811
: i right <c> 28809 Mi soft Corporation. All rights reserved.

click to open the command prompt(cmd) sl rerosott bovporation righks reserve
iC:\Users™ test Xping scep.pki.com
. . . . ~
apphcanon WlﬂdOVy » 80 4as o ma}\e sure Pinging scep.pki.com [18.186.2081 .81 with 32 bytes of data:
Reply From 18.188.201.8: bytes=32 time=ims TIL=128
thﬁt thC PC can bC C()l'll'lCCth to thC AD Reply from 10.180.201_8: 2 time<{ims TTL=128
Reply from 18.188.201.8: 2 time{ims TIL=128
. . Reply from 10.188.201.8: bytes=32 time{ims TIL=128
domain controller(scep.pki.com).
Ping statistics for 18.1860.2601.8:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = 1ms. Average = Bms

C:\Users™ test >
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Step 2: Add PCs of R&D staff into the
AD domain (taking the PC of R&D man-

ager as example).

Select Control Panel > System and Secut-
ity > System > Computer name, domain,
and workgroup settings > Change set-
tings, and add the PC into the AD domain
(scep.pki.com). Click OK.

o Domain: scep.pki.com

In the Windows secutity dialog box, enter
Domain name\ User name and Password.

The user name should be the one in the

Domain Admins group.
o Domain name\User name: scep\ test

o Password: Hillstone123456
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Computer Name/Domain Changes @

'ou can change the name and the memberzhip of thiz

Computer name:
TEST

Full computer name:
TEST .zcep.pki.com

kare...

kember of
@ Domain;

goep. pli.cam

(7 workgroup:

o] [omen ]
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Step 2: Add PCs of R&D staff into the
AD domain (taking the PC of R&D man-

ager as example).

After the PC being added in the AD
domain (scep.pki.com) successtully,
restart the computer to make it take

effect.

Allowing Internet Access via AD Agent
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Step 3: Install and configure AD Security Agentin AD servet.

1. Click http://swap-
date.hill-
stone-

net.com:1337 /sslvpn/download?os=windows-

adagent to download an AD Security Agent

installation program, and copy it to the AD server.

2. Double-click ADAgentSetup . exe to openitand

follow the installation wizard to install it.

3. Double-click the AD Agent Configuration
Tool shortcut, and the AD Agent Configuration

Tool dialog pops up.
4. Click the General tab.
o AgentPort: 6666
o AD User Name: scep\test
o Password: Hillstone123456

o Setver Monitor: Select the Enable Security Log
Monitor check box, and configure the Monitor

Frequency as 5 seconds

o Client Probing: Select the Enable WMI probing
check box, and configure the Probing Frequency

as 20 minutes

Click Commit to commit the above configurations and start

the AD Agent setrvice.
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Service status

Hillztone AD User Agent iz stopped.

b

Close

General Discovered Server Filtered User Discovered User AD zeripting

Azent Information

Agent Port: |6666

A User Hame: |s'::ep\'tESt

Fassword:

Server Monitor

Enable Security Log Mondtor

Moni tor Frequency (1z—99z) |5

Client Frobing
Enable WMI probing
[] Enable WetBIOS probing

Probing Frequency (1m—99m) |2D
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Step 4: Configure AD setver parameters in StoneOS.

Select Object > AAA servet, and select Act-
ive Directory Setver from the newly created

drop-down list.

o

Server Name: ad-polling
o Server Address: 10.180.201.8
o Base-dn: dc=scep,dc=pki,dc=com

o Login-dn: cn=test,c-

cn=users,dc=scep,dc=pki,dc=com
o sAMAccountName: test
o Authentication Mode: MD5
o Password: Hillstone123456
o Security Agent: Select the check box, and

configure the Agent Port as 6666

Click OK to finish AD server configuration.

Allowing Internet Access via AD Agent

Active Directory Server Configuration

Basic Configuration
MName:
Server Address:
Virtual Router
Port
Base-dn:
Login-dn’
sAMAccountName:
Authentication Mode:
Password.
Optional Configuration
Role mapping rule:
Backup Server 1:
Virtual Router 1
Backup Server 2
Virtual Router 2:

Synchronization:

Auto Synchronization:

Synchronous Operation Mode:

User Filter

Security Agent:

Backup Authentication Server:

ad-agent (1-31) chars
10.180.201.8 (1-31) chars

trust-vr

389 (1-65535) , default: 339
dc=scep,dc=pki,dc=com (1-127) chars
cn=test,cn=users,dc=scep,dc=¢ (0 - 255) chars

test (0 -63) chars

() Plain Text @ MD5

sssssssssnssnns (1-31) chars
Domain/IP
Domain/IP
[ Enable
@ Interval Synchronization 30 (30 - 1440) minutes, default: 30

(O Daily Synchronization

() Once Synchronization

(@ Group Synchronization

() Qrganization Structure(OU) Synchronization
(1-12) , default 12
(0 -120) chars @

[“ Enable  When the security agent is enabled, the
system will perform single sign-on(SSQ).

Agent Port: G666 (1025 - 65535) , default: 6666
Reconnection 300 (0 - 1800) seconds, default: 300
Timeout:

Test Connectivity 0K

Cancel
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Step 5: Configure policies

Configuring a policy to allow the man-
ager of R&D department to access the

Internet

Select Policy > Secutity Policy, and click
New.

o Name: manager
o Soutce
o Zone: trust
o Address: any

o User: Select the user name "test"

of R&D manager
o Destination
o Zone: untrust
o Address: any
o Other Information

o Action: Permit
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Policy Configuration

Basic Configuration

Mame:

Type
Source
Zone:

Address:
User:

Destination
Zone:

Address:

Service:

Application:

Action:

X
Protection Data Security Options
manager (0 - 95) chars
@ IPv4 O IPvé
trust
any
test
untrust
any
any
(@ Permit () Deny () Secured connection
@
OK Cancel
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Step 5: Configure policies
Configuring a policy to allow the staff of P CL [T b
Basic Configuration Protection Data Security Options
the marketing depatrtment to access the _
Name: market (0-95) chars
o Type: @ IPv4 O IPvE
Web service based on HTTP or HTTPS couree
Zone: trust

Select Policy > Secutity Policy, and click Address: any

User: market

N Destination
ew. Zone: untrust

Address: any

o Name: market Service: [HTTRHTIFS
Application:
o SOurCC Action: @ Permit O Deny (0 Secured connection

[] Enable Web Redirect (@

o Zone: trust OK Cancel

o Address: any

o Uset: Select the user group "mat-

ket" of the marketing department
o Destination
o Zone: untrust
o Address: any
o Other Information
o Service: HTTP, HTTPS

o Action: Permit
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Step 5: Configure policies

aaaaaaa

Adjusting the priotity of policies T e ER— T ]

st

uuuuuu

1. Select Policy > Security Policy to

enter the Security Policy page.

2. Select the check box of "managet”
and "market" policies, and click

Move.

3. Type the ID (2) of the second
WebAuth policy into the ToID text,
and click After ID.

Step 6: Verify result

After all the above configurations being
finished, only the R&D manager can
access the Internet, while other staffs of
the R&D department cannot access the
Internet, and the staff of the marketing
department can access the Web service

based on HTTP or HTTPS.
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Allowing Internet Access via TS Agent

This example introduces how to configure TS Agent to allow users to access the Internet.

The following shows a network environment. An enterprise sets up a Hillstone security device as the export gate-
way to connect internal network with the Internet. Internal users connect to a Windows server through thin clients.
After the TS Agent is configured, when users log in the Windows server using remote desktop services, the Hill-
stone Terminal Service Agent will allocate port ranges to users and send the port ranges and users information to
the system. At the same time, the system will create the mappings of traffic IPs, port ranges and users. With the
user-based security policy, only user 1 can access the Internet, while user 2 cannot access the Internet, and user 3 can

access the Web service based on HTTP or HT'TPS.

eth0/0: 10.1.1.10
Windows Server

itch
JERN
l_Nn.I l.)\_r.l l_l\p-l Thin dlient

user 1 user 2 user 3
192.168.1.10 192.168.1.11 192.168.1.12

Preparation
Before configuring the TS Agent function, prepare the following first:
o The Windows server has been set up according to the user network environment. Windows Server 2008 R2,

Windows Server 20106, and Windows Server 2019 are currently supported. Windows Server 2008 R2 Service
Pack 1 and KB3033929 must be installed if Windows Server 2008 R2 is used.

o The SNAT rule has been configured on the security device, and all the internal users can access the Internet. For
the detailed configuration method, please see "Allowing Private Network to Access Internet Using SNAT" on

Page 20.
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Configuration Steps

Step 1: Installing and configuring Hillstone Terminal Service Agentin Windows server.

1. Click http://swupdate.hillstonenet.com:1337 /sslvpn /download?os=windows-tsagent to download a Hill-

stone Terminal Service Agent installation program, and copy it to the Windows server.

2. Double-click HSTSAgent . exe to open it and follow the installation wizard to install it.

3. Double-click the Hillstone Terminal Service Agent shortcut, and the Hillstone Terminal

Setvice Agent dialog pops up.

4. Chck t‘he Agent Conﬁg tﬁ.b. H Hillstone Terminal Service Agent - X

System Info  About

Agent Config | Access Control Config | Port Config | User Info | Firewall Info

o Listening Address IPv4: 0.0.0.0

—#gent Statu;

‘ Hillstone Temninal Service Agent is running ‘

o Listening Port (1025-65534): 5019
Listening Address |Puvd: ‘ 00.0.0 ‘
o Heartbeat Interval (1-30s): 5 L e PG | |
Listering Port[1025-55634] ‘ 5019 ‘
o Heartbeat Timeout (10-300s): 60 Heatestmervall-365k E |
Heartbeat Timeaout(10-300s): ‘ =1 ‘
Click Save to save the conﬁgurations. 5L Cet File: ‘ Imemaldefalt ‘
Impart extern cert file | Delete extern cert file |

Save
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Step 1: Installing and configuring Hillstone Terminal Service Agentin Windows setver.

5. Click the Port config tab.

o User Allocable Port Range (1025-
65534): 20000-39999

o User Port Block Size (20-2000): 200
o User Port Block Max (1-2506): 1

o Passthrough when user port

exhausted: Select the check box

Click Save to save the configurations.

A Hillstone Terminal Service Agent

System Info  About

Agent Config | Aocess Control Config Pert Config | User Info | Firewall Info

User Port Block tax(1-256): 1

System Reserved Port Range: ‘ 1-1024
1
System Allocable Port Rlange: ‘ 49152-65535
1
1
User Allocable Port Aange(1025-65534): ‘ 20000-29939
1
1
User Aeserved Port Range(1025-69534): ‘
User Port Block Size(20-2000]; ‘ 200 |

[¥ Passthiough when user port exhausted

Step 2: Configuring TS Agent parameters in StoneOS via WebUI and CLL

WebUI
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Step 2: Configuring TS Agent parameters in StoneOS via WebUI and CLI.

Select Object > SSO Client > TS Agent,

. * Name tsagent1 (1-31) chars
and click New .
Status Enable
* Host 10.1.1.1
o Name: tsagent]
Virtual Router trust-vr ~
* Port 5019 1025 - 65534), default5019
o Status: Select the Enable check box ( ). detau
AAA Server local ~
o HOST:10.1.1.1 Disconnection Timeout 300 (0 - 1800) seconds, default:300 (7)
Traffic IP (1 - 255) chars
o Virtual Routet: trust-vr Traffic IP Add
10.1.1.1
Delete
o Port: 5019
o AAA Server: local
o Disconnection Timeout: 300 .
0K Cancel

o Traffic IP: Enter 10.1.1.1, and click
Add

Click OK to save the configurations.

CLI

host-name (config) # user-sso client ts-agent tsagentl
host-name (config-ts-agent)# host 10.1.1.1

host-name (config-ts-agent) # aaa-server local
host-name (config-ts-agent)# traffic-ip 10.1.1.1
host-name (config-ts-agent) # enable

host-name (config-ts-agent) # exit
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Step 3: Configuring policies in StoneOS via WebUI and CLL

WebUI

Configuring a policy to allow all DNS

Basic Configuration Protection Data Security Options
traffic to get through- Name DNS (0-95) chars
Type @ IPv4 O IPvE
Because DNS traffic is system traffic of sores
one any v
. Address any ~
the Windows Server, not the traffic of one .,
ser v
) . . Destination
specific user, configure a policy to allow Zone any v
Address any ~
all DNS traffic to get through first.
Service DNS v
Application ~
Select Policy > Security Policy, and click
Action @ Permit ) Deny ) Secured connection
New.
QK Cancel
o Name: DNS
o Source

o Zone: any

o Address: any
o Destination

o Zone: any

o Address: any

o Service: DNS

o Action: Permit
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Step 3: Configuring policies in StoneOS via WebUI and CLL

Configuting a policy to allow user 1 to el e @ x
Basic Configuration Protection Data Security Options
access the Internet.
Name User1 (0 - 95) chars
Type @ IPv4 O IPv6
Select Policy > Security Policy, and click Source
ty ? Zone trust ~
Address any ~
New.
User usert ~
Destination
Zone unirust ~
© Name: Userl Address any ~
Service any v
o Source Application v
Action @ Permit ) Deny () Secured connection
o Zone: trust
oK Cancel

o Address: any
o Uset: userl

o Destination
o Zone: untrust
o Address: any

o Action: Permit
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Step 3: Configuring policies in StoneOS via WebUI and CLL

Configuring a policy to allow uset 3 to e e ey @ X
Basic Configuration Protection Data Security Options
access the Web service based on HTTP e e B
Type @ IPv4 O IPvB
or HTTPS o
Zone trust ~
. . . . Address any
Select Policy > Secutity Policy, and click hd
User user3d ~
Destination
NCW. Zone unftrust v
Address any ~
o Name: User3 Service HTTRHTTPS .
Application .
o Source Action @ Permit O Deny () Secured connection
QK Cancel
o Zone: trust

o Address: any
o User: user3
o Destination

o Zone: untrust

o Address: any
o Service: HT'TP, HTTPS
o Action: Permit
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host-name (config) # rule name DNS from any to any service DNS per-
mit
Rule id 2 is created.

host-name (config) # rule name Userl user local userl from any to

any from-zone trust to-zone untrust permit
Rule id 3 is created.

host-name (config)# rule name User3 user local user3 from any to

any from-zone trust to-zone untrust service HTTP permit
Rule id 4 is created.

host-name (config) # rule id 4

host-name (config-policy-rule)# service HTTPS

host-name (config-policy-rule) # exit

Step 4: Verifying result

After all the above configurations are finished, only user 1 can access the Internet, while user 2 cannot access

the Internet, and user 3 can access the Web service based on HTTP or HT'TPS.
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VPN

This chapter introduces virtual private network deployment.

This chapter contains the following recipes:

o JPSec VPN
o "Connection between Two Private Networks Using IPSec VPN (IKEv1)" on Page 132
o "Connection between Two Private Networks Using IPSec VPN (IKEv2)" on Page 146
o "Connecting to Microsoft Azure Using Site-to-Site VPN" on Page 163

o SSLVPN
o "Allowing Remote Users to Access a Private Network Using SSL. VPN" on Page 157
o "Using an iOS/Android Device to Remotely Access Intranet Services" on Page 175

o L2TP over IPSec VPN
o "Allowing Remote Users (PC) to Access a Private Network Using L2TP over IPSec VPN" on Page 182

o "Allowing Remote Users (OS/Android) to Access a Private Network Using L2TP over IPSec VPN" on

Page 203
o GRE over IPSec VPN
o "Connection between Two Private Networks Using GRE over IPSec VPN" on Page 218
o VXLAN

o " Configuring VXLAN Static Unicast Tunnel" on Page 235
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Connection between Two Private Networks Using IPSec VPN

(IKEv1)

This example tells how to create IPSec VPN (IKEv1)tunnels to encrypt and protect the communication between

two private networks . Usually, IPSec VPN tunnel is to connect the Device A in a branch office and the Device B in

the headquarters.
Headeuarter Eranch
PC1 ) . pC2
192168.1.2/24 Device A Device B 192.168.2.2/24

* Note: This topology uses laboratory environment. In this recipe, 10.10.1.0/24 represents public network.

Configuration Steps

Device A
Step 1: Configuring interface
1. Configuring the interface connected Basic
. Interface Name:  ethernetDA
to private network
Description: |:| (0-63) characters
Select Network > Intetface, and double Binding Zone: {0) Layer 2 Zene Layer 3Zone () TAP
click ethernet0/1. Zone: trust v
o IP Configuration
o Binding Zone: Layer 3 Zone Type: Static |P © Dhep
IP Address: 192.168.1.1 |
o Zone: trust
Netmask: 1255.255.255.0 |

o Type: Static IP
o P Address: 192.168.1.1

o Netmask: 255.255.255.0
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Step 1: Configuring interface

2. Configuring the interface connected Basic
Interface Mame:  ethernst0/2
to Internet
Description: (0-63) characters
Select NetWork > Infﬁtface, ﬂ.rld double Elndlng Zone: O Lay'er * Fone @ Lay'er 3 Fone O TAPR
click ethernet0/2. Zone: untrust ~

IP Configuration

o Binding Zone: Layer 3 Zone

Type: @ Static P O Dhep
IF Address: 101011

o Zone: untrust
Metmask: 2552552550

o Type: Static IP
o [P Address: 10.10.1.1

o Netmask: 255.255.255.0
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Step 2: Configuring security policies

1. Creating a policy to allow ptivate net-

wortk to visit Intetnet

Select Policy > Security Policy, and click

New.

o Name: trust_untrust
o Source Information
o Zone: trust

o Address: Any
o Destination

o Zone: untrust

o Address: Any
o Other Information

o Action: Permit

MName:

Source Information
Zone:

Address:

User/User Group:

Destination
Zone:

Address:

Other information

Service/Service
Group:

AFP/APF Group:
Schedule:

Action
@ Permit

trust_untrust

trust

Any

untrust

Any

Any

2) Deny

7)) Security connection
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Step 2: Configuring security policies

2. Creating a secutity policy to allow Name: untrust_trust
Internet visit private network Source Information

Zone: untrust v
Select Policy > Security Policy, and click Address: Any "

User/User Group: v
New.

Destination
Zone: trust ||

o Name: untrust_trust
Address: Any w

o Source Inforrnation Other information

Service/Service  [apy

Group: e
o Zone: untrust APPIAPP Group: | —— v

Schedule: v
o Address: Any setion

@ Permit 0 Deny () Security connection

o Destination

o Zone: trust

o Address: Any
o Other Information

o Action: Permit
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Step 3: Configuting IPSec VPN

1. Configuring P1 proposal for IKE SA

Select Network > VPN > IPSec VPN,

under the P1 Proposal tab, click New.

o Proposal Name: Headquarter_to_

Branch_P1
o Authentication: Pre-share
o Hash: SHA

o Encryption: 3DES

2. Configuring P2 proposal for IPSec
SA

Select Netwotrk > VPN > IPSec VPN,

under the P2 Proposal tab, click New.

o

Proposal Name: Headquarter_to_

Branch_ P2
o Authentication: ESP
o Hash: SHA

o Encryption: 3DES

Froposal Name:

[Headquarter_to_Branch_P1]| (1-31) characters

Authentication: @ Pre-share  (0) RSA-Signature  (0) DSA-Signature
Hash: ) MDs @ SHA () SHA-256 () SHA-384 () 3HA-512
Encryption: @ 3DES () DES ) AES (0) AES-192 () AES-256
Proposal Mame: Headquarter_to_Branch_P2 | (1-31) characters
Authentication: @ Pre-share  (0) RSA-Signature  (0) DSA-Signature
Hash: ©) MD5 @ SHA (7) SHA-256 (7) SHA-384 (71 SHA-512
Encryption: @ 3DES {© DES ©) AES ) AES-192 ({©) AES-256
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Step 3: Configuting IPSec VPN

3. Configuring VPN peer

Select Network > VPN > IPSec VPN,

under the VPN Peer List tab, click New.

Name: Headquarter_to_Branch
Interface: ethernet0/2

Mode: Main

Type: Static IP

Peer IP: 10.10.1.2

Proposal 1: Headquarter_to_Branch_

P1

Pre-share Key: 123456

4. Configuring IKE VPN

Select Network > VPN > IPSec VPN,

under the IKE VPN List tab, click New.

137

Peer Name: Headquarter_to_Branch
Tunnel Name: Tunnel
Mode: tunnel

P2 Proposal: Headquarter_to_
Branch P2

StoneOS Cookbook

Mame: Headquarter_to_Branch (1-31) g
Interface: ethernetl/2 w
Mode: (@ Main (7) Aggressive
Type: (@) Static IP (71 Dynamic IP 0 Us
PeerIP: 101012
Local ID: (@ Mone () FQDN (D) U-FQDMN ([
Peer ID: i@ Mone () FQDN - () U-FQDN - (]
Proposali: Headquarter_to_Branch_ -
Proposal2: - —
Proposall: - —
Froposald: R w
FPer-shared Key: (5-127)
Peer
Peer Mame: Headquarter_to_Branch Edit
Infarmation: Name Mode Type
Headquarter_t... | Main Static IP
Tunnel
Mame: Tunnel (1-31) characters
Mode: (@ tunnel () transport
P2 Proposal: Headquarter_to_Branch_ |+
Proxy 1D: @ Auto ™) Manual
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Step 4: Creating tunnel interface
Select Network > Intetface, and click
New > Tunnel Interface.
o Basic
o Name: 1
o Zone: untrust
o Tunnel Binding
o Tunnel Type: IPSec VPN

o VPN Name: Tunnel

Step 5: Configuring route

Select Network > Routing > Destination
Routing, and click New.

o Destination: 192.168.2.0

o Subnet Mask: 24

o Next Hop: Interface

o Interface: tunnell

Connection between Two Private Networks Using IPSec VPN (IKEv1)

Basic
Interface Mame:  tunnel 1 (1-128)
Description: (0-63) characters
Binding Zane: @ Layer 3Zone  (0) TAP
Zone: untrust -
Tunnel Binding
Tunnel Type: @ IPSec VPN (71 S5LVPN
VPN Name: Tunnel W
Virtual Router: trust-vr ~
Destination: [192,168.2.0 ()
Subnet Mask: 24
Mext Hop: [0) Gateway () Current VRouter
(@ Interface () Other VRouter
Interface: tunnel1 -
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Step 1: Configuring interface

1. Configuting the interface connected

to private network

Select Netwotk > Intetface, and double

click ethernetO/1.

[e]

Binding Zone: Layer 3 Zone

o Zone: trust

o

Type: Static IP

o

IP Address: 192.168.2.1

o

Netmask: 255.255.255.0

2. Configuring the interface connected

to Internet

Select Network > Intetface, and double

click ethernet0/2.
o Binding Zone: Layer 3 Zone

o Zone: untrust

o

Type: Static IP

o

IP Address: 10.10.1.2

o

Netmask: 255.255.255.0
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Basic

Interface Name:

etherneti

Description: (0-63) characters
Binding Zone: i) Layer 2 Zene @ Layer 3 Zene ) TAP
Zone: trust W
IP Configuration
Type: (@ Static IP 7y Dhcp
IP Address: 19216821
Metmask: 2552552550
Basic
Interface Mame:  ethernet0/2
Description: (0-63) characters
Binding Zone: () Layer 2 Zone @ Layer 3 Zone i TAP
Zone: frust o
IP Configuration
Type: (@) Static IP i) Dhep
IP Address: 110.10.1.2| |
Metmask; 2552552550
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Step 2: Configuring security policies

1. Creating a policy to allow ptivate net-

wortk to visit Intetnet

Select Policy > Security Policy, and click

New.

o Name: trust_untrust
o Source Information
o Zone: trust

o Address: Any
o Destination

o Zone: untrust

o Address: Any
o Other Information

o Action: Permit

Name:

Source Information

Zone:

Address:

User/User Group:

Destination

Zone:

Address:

Other information

Service/Service
Group:

APFIAFF Group:
Schedule:

Action
@ Permit

untrust_trust

untrust

Any

trust

Any

Any

D) Deny

2) Security connection
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Step 2: Configuring security policies

2. Creating a secutity policy to allow

Internet visit private network

Select Policy > Security Policy, and click

New.
o Name: untrust_trust
o Source Information
o Zone: untrust
o Address: Any
o Destination
o Zone: trust
o Address: Any
o Other Information

o Action: Permit

StoneOS Cookbook

MName:

Source Information
Zone:

Address:

User/User Group:

Destination

Zone:

Address:

Other information

Service/Service
Group:

APPIARPP Group:
Schedule:

Action
@ Permit

trust_untrust

frust

Any

untrust

Any

Any

() Deny

0 Security connection
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Step 3: Configuting IPSec VPN

1. Configuring P1 proposal for IKE SA

Select Network > VPN > IPSec VPN,

under the P1 Proposal tab, click New.

o Proposal Name: Branch_to_

Headquarter_P1
o Authentication: Pre-share
o Hash: SHA
o Encryption: 3DES

2. Configuring P2 proposal for IPSec
SA

Select Netwotrk > VPN > IPSec VPN,

under the P2 Proposal tab, click New.

o Proposal Name: Branch_to_

Headquarter_P2
o Authentication: ESP
o Hash: SHA

o Encryption: 3DES

FProposal Mame:

Authentication:

Hash:

Branch_to_Headguarter_P1 | (1-31) characters
@ Pre-share  (0) RSA-Signature (D) DSA-Signature

{©) MD5 @ SHA (7) SHA-256  (7) SHA-384

Proposal Mame:
Protocol:
Hash:

Encryption:

Branch_to_Headquarter_P2 | (1-31) characters
@ ESP © AH
[[] MDs SHA [] sHA-256 7] SHA-384

3DES [7] DES [0 AES [[] AES-192
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Step 3: Configuting IPSec VPN

3. Configuring VPN peer

Select Network > VPN > IPSec VPN,

under the VPN Peer List tab, click New.

[e]

Name: Branch_to_Headquarter
o Interface: ethernet0/2

o Mode: Main

o Type: Static IP

o Peer IP:10.10.1.2

o Proposal 1:Branch_to_Headquarter_

P1

o Pre-share Key: 123456

4. Configuring IKE VPN

Select Network > VPN > IPSec VPN,
under the IKE VPN List tab, click New.

o Peer Name: Branch_to_Headquarter
o Tunnel Name: Tunnel
o Mode: tunnel

o P2 Proposal: Branch_to_

Headquarter_P2
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MName:
Interface:
Mode:
Type:
Peer|P:
Local 1D:

PeerID:

Proposali:
Proposal2:
Proposal3:
Proposald:

Per-shared Key:

Branch_to_Headquarter

ethernet(/2 »

@ Main (0) Aggressive

(@) Static IP (C) Dynamic |P (0) User Group
10.10.1.2

@ Mone () FQDM  (7) U-FQDN  (7) ASNI-DN
@ Mone () FQDM () U-FQDN  (7) ASNI-DN

Branch_to_Headquarter_
eneee >
eneee >
eneee >

(1-31) characters

(5-127) characters

Peer

Peer Name:

Information:

Tunnel

Name:

Mode:

F2 Froposal:
Proxy 1D

Branch_to_Headquarer |w

Mame Mode
Branch_te_He... | Main
Tunnel

(@ tunnel (7) transport

Branch_to_Headquarter_ |w

@ Auto (C) Manual

Edit

Type
Static IP

(1-31) characters
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Step 4: Creating tunnel interface
Select Network > Interface, and click
New > Tunnel Interface.
o Basic
o Name: 1
o Zone: untrust
o Tunnel Binding
o Tunnel Type: IPSec VPN

o VPN Name: Tunnel

Step 5: Configuring route

Select Network > Routing > Destination

Routing, and click New.
o Destination: 192.168.1.0
o Subnet Mask: 24
o Next Hop: Interface

o Interface: tunnell

Step 6: Results

Use PC1 in the headquarters to ping PC2

in the branch. It works.

Basic

Interface Mame:

tunnel |1 i

-128)

Description: (0-63) characters
Binding Zone: @ Layer 3 Zone TAP
Zone: untrust -
Tunnel Binding
Tunnel Type: @ IPSec VPN SSLVPH
VPN Name: Tunnel w
Virtual Router: frust-vr w
Destination: 192.168.1.0
Subnet Mask; 24
Mext Hop: Gateway Current VR outer
@ Interface Other VRouter
Interface: tunnelt -

C:sUsers“Adninistratoriping 192.168.2.2

Pinging 192.168. 2 2 with 32 hytes of data:
Reply from 192 .16 .22 bytes=32 time=1ms
Reply from 192. 168 2 2: bytes=32 timed{ims
Reply from 192.168.2.2: bytes=32 timedims
Reply from 192.168.2.2: bytes=32 timedims

Ping statistics for 192.168.2.2:

Packetz: Sent
Approximate round trip times
Minimum = Bmsz, Maximum =

= 4, Received = 4, Lost

imz. Average

Connection between Two Private Networks Using IPSec VPN (IKEv1)
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Step 7: Check if IPSec VPN tunnel has been established

Go to Network > VPN > IPSec VPN, S
and click IPSec VPN Monitor on the top

right corner, under the <ISAKMP SA>

tab and under the IPSec SA tab, you will

see the status of the tunnel.
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Connection between Two Private Networks Using IPSec VPN

(IKEv2)

This example tells how to create IPSec VPN (IKEv2) tunnels to encrypt and protect the communication between

two private networks . Usually, IPSec VPN tunnel is to connect the Device A in a branch office and the Device B in

the headquarters.
Headeuarter Eranch
PC1 ) . pC2
192168.1.2/24 Device A Device B 192.168.2.2/24

* Note: This topology uses laboratory environment. In this recipe, 10.10.1.0/24 represents public network.

Configuration Steps
Device A

Step 1: Configuring interface

1.Configuring the interface connected to private network.
hostname (config) # interface ethernet0/1

hostname (config-if-eth0/1)# zone trust

hostname (config-if-eth0/1)# ip address 192.168.1.1/24
hostname (config-if-eth0/1) # exit

2 .Configuring the interface connected to Internet.
hostname (config)# interface ethernet0/2

hostname (config-if-eth0/2)# zone untrust

hostname (config-if-eth0/2)# ip address 10.10.1.1/24

hostname (config-if-eth0/2)# exit
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Step 2: Configuring security policies

hostname (config) # rule from 192.168.1.0/24 to 192.168.2.0/24 ser-

vice any permit

hostname (config)# rule from 192.168.2.0/24 to 192.168.1.0/24 ser-

vice any permit

Step 3: Configuring IPSec VPN
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l.Configuring Pl proposal for IKEvZ2 SA.

hostname (config) # ikev2 proposal Headquarters_to_Branch Pl
hostname (config-ikev2-proposal) # hash sha

hostname (config-ikev2-proposal)# encryption 3des

hostname (config-ikev2-proposal) # group 2

hostname (config-ikev2-proposal) # exit

2 .Configuring P2 proposal for IPSec IKEv2 SA.

hostname (config) # ikev2 ipsec-proposal Headquarters_to Branch_ P2
hostname (config-ikev2-ipsec-proposal) #protocol esp
hostname (config-ikev2-ipsec-proposal) #hash sha

hostname (config-ikev2-ipsec-proposal) #encryption 3des
hostname (config-ikev2-ipsec-proposal) #exit

3. Configuring IKEv2 peer.

hostname (config) # ikev2 peer peer2

hostname (config-ikev2-peer)# interface ethernet0/2
hostname (config-ikev2-peer)# match-peer 10.10.1.2

hostname (config-ikev2-peer)# local-id fgdn Headquarters

hostname (config-ikev2-peer)# ikev2-proposal Headquarters to

Branch P1

4 .Creating IKEv2 Profile.

hostname (config-ikev2-peer)# ikev2-profile 1

hostname (config-ikev2-profile)# remote id fgdn Branchl
hostname (config-ikev2-profile) # remote key 123456

hostname (config-ikev2-profile)# traffic-selector src subnet
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192.168.1.0/24

hostname (config-ikev2-profile)# traffic-selector dst subnet

192.168.2.0/24

hostname (config-ikev2-profile) # exit

hostname (config-ikev2-peer)# exit

hostname (config) #

5.Viewing the Pl and P2 proposal information of IPsec VPN IKEv2.
hostname# show ikev2 proposal Headquarters_to Branch Pl

Name: Headquarters to Branch Pl

Encryption: 3des

PRF: sha
Hash: sha
Group: 2

Lifetime: 86400

hostname# show ikev2 proposal Headquarters to Branch P2
Name: Headquarters to Branch P2

Protocol: esp

Encryption: 3des

Hash: sha

Group: O

Lifetime: 28800

Lifesize: 0

Step 4: Creating IPsec VPN IKEv2 tunnel
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hostname (config) # tunnel ipsec test-ikev2 ikev2
hostname (config-ikev2-tunnel)# ikev2-peer peer2

hostname (config-ikev2-tunnel)# ipsec-proposal Headquarters to_

Branch P2
hostname (config-ikev2-tunnel) # exit

hostname (config) #

Step 5 : Binding the tunnel interface to the IPsec VPN IKEv2 tunnel

hostname (config) # interface tunnell

hostname (config-if-tunl)# zone trust

hostname (config-if-tunl)# tunnel ikev2 test-ikev2
hostname (config-if-tunl)# exit

hostname (config) #

Step 6: Configuring route

hostname (config) # ip vrouter trust-vr
hostname (config-vrouter)# ip route 192.168.2.0/24 tunnell

hostname (config-vrouter) # exit

Device B

Step 1: Configuring interface.
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l.Configuring the interface connected to private network.
hostname (config) # interface ethernet0/1

hostname (config-if-eth0/1)# zone trust

hostname (config-if-eth0/1)# ip address 192.168.2.1/24
hostname (config-if-eth0/1)# exit

2.Configuring the interface connected to Internet.
hostname (config) # interface ethernet0/2

hostname (config-if-eth0/2)# zone untrust

hostname (config-if-eth0/2) # ip address 10.10.1.2/24

hostname (config-if-eth0/2) # exit

Step 2: Configuring security policies

hostname (config)# rule from 192.168.1.0/24 to 192.168.2.0/24 ser-

vice any permit

hostname (config) # rule from 192.168.2.0/24 to 192.168.1.0/24 ser-

vice any permit

Step 3: Configuring IPSec VPN (IKEv2).
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l.Configuring Pl proposal for IKE SA

hostname (config) # ikev2 proposal Branch_to_Headquarters_Pl
hostname (config-ikev2-proposal) # hash sha

hostname (config-ikev2-proposal)# encryption 3des

hostname (config-ikev2-proposal) # group 2

hostname (config-ikev2-proposal) # exit

2.Configuring P2 proposal for IPSec (IKEv2) SA.

hostname (config) # ikev2 ipsec-proposal Branch_to_ Headquarters_ P2
hostname (config-ikev2-ipsec-proposal) #protocol esp
hostname (config-ikev2-ipsec-proposal) #hash sha

hostname (config-ikev2-ipsec-proposal) #encryption 3des
hostname (config-ikev2-ipsec-proposal) #exit

3. Configuring IKEv2 peer.

hostname (config) # ikev2 peer peerl

hostname (config-ikev2-peer)# interface ethernet0/2
hostname (config-ikev2-peer)# match-peer 10.10.1.1

hostname (config-ikev2-peer)# local-id fgdn Branchl

hostname (config-ikev2-peer)# ikev2-proposal Branch to Headquar-

ters Pl

4 .Creating IKEv2 Profile.

hostname (config-ikev2-peer)# ikev2-profile 1

hostname (config-ikev2-profile)# remote id fgdn Headquarters
hostname (config-ikev2-profile) # remote key 123456

hostname (config-ikev2-profile)# traffic-selector src subnet
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192.168.2.0/24

hostname (config-ikev2-profile)# traffic-selector dst subnet

192.168.1.0/24

hostname (config-ikev2-profile) # exit

hostname (config-ikev2-peer)# exit

hostname (config) #

5.Viewing the Pl and P2 proposal information of IPsec VPN IKEv2.
hostname# show ikev2 proposal Branch_to Headquarters Pl

Name: Branch to Headquarters Pl

Encryption: 3des

PRF: sha
Hash: sha
Group: 2

Lifetime: 86400

hostname# show ikev2 proposal Branch to Headquarters P2
Name: Branch to Headquarters P2

Protocol: esp

Encryption: 3des

Hash: sha

Group: O

Lifetime: 28800

Lifesize: 0

Step 4: Creating IPsec VPN IKEv2 tunnel .
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ters_P2

hostname (config) # tunnel ipsec test-ikev2 ikev2
hostname (config-ikev2-tunnel)# ikev2-peer peerl

hostname (config-ikev2-tunnel)# ipsec-proposal Branch_ to_Headquar-

hostname (config-ikev2-tunnel)# auto-connect

hostname (config-ikev2-tunnel) # exit

Step 5 : Binding the tunnel interface to the IPsec VPN IKEv2 tunnel.

hostname (config) # interface tunnell
hostname (config-if-tunl)# zone trust
hostname (config-if-tunl)# tunnel ikev2 test-ikev2

hostname (config-if-tunl) # exit

Step 6: Configuring route

hostname (config) #

hostname (config) # ip vrouter trust-vr
hostname (config-vrouter)# ip route 192.168.1.0/24 tunnell

hostname (config-vrouter) # exit

Step 7: Results

Use PC1 in the headquarters to ping PC2 in the branch. It works.

C:xUsers~Administratorping 192 .168_.2.2

Pinging 192.168.2_2 with 32 bytes of data:
68.2.2: hytes=32 time=1ms

.2: hy 2 time<{ims

H hyte“—32 time<{ims

Reply from 192-168 2. 2 bytes=32 time<{lims

Ping statistice for 192_.168.2.2:
Packets: Bent = 4, Received = 4. Lost

TTL=128
TTL=128
TTL=128
TTL=128

= @ (@x loss),

Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = 1ms. Average

= Bms

Step 8: Check if IPSec VPN tunnel has been established
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1.With the command show ikev2 ike-sa,you can see that the first phase of IPsec VPN has been suc-

cessfully established.

hostname# show ikev2 ike-sa

Total: 1

L-time - Lifetime

2.With the command show ikev2 ipsec-sa,you can sce that the second phase of IPsec VPN has been suc-

cessfully established.
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hostname# show ikev2 ipsec-sa
Total: 1

S - Status, I - Inactive, A - Active;

Id VPN Peer IP Port Algorithms SPI Life(s) S
1 test-ikev2 >10.10.1.2 500 ESP:3des/sha 2c21lb5de6 27355 A
1 test-ikev2 <10.10.1.2 500 ESP:3des/sha 292b6ed4d 27355 A
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Allowing Remote Usets to Access a Private Network Using SSL

VPN

This example shows how to use SSL VPN to provide remote users with access to corporate internal network.

The topology describes a remote user trying to visit the internal server within a corporate. Using SSI. VPN tunnel,

the connection between remote users and private server is encrypted and safe.

o Untrust Zone

Remaote User
IP: 153.34.29.33/24

Erra—

(1&160.65.51.-"21

IP:10.160.65.52/21
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Configuration Steps

Step 1: Creating local user

Select Object > Uset. In the Local User Name- [userd |
tab, under Local Server, click New > Password: | ...... |
Uset. Confirm Password: | """ |

o Name: userl

o Password: 123456

o Confirm Password: 123456

Step 2: Configuring SCVPN address
pool

Select Network > VPN > SSL VPN, and Address Pool Name: ||:mu1

click Address Pool In the prompt, click Start [P | 20112

New. End IF- |20.1.1.2un

Resenved Start IF: |

e}

Address Pool Name: pooll

Feserved End IF: |

|
|
|
|
|
|
DNS1: 110.160.65.60 |
|
|
|
|
|

o StartIP:20.1.1.2 Maszk: 12562552550
o EndIP:20.1.1.200

DNSZ: |
o Mask: 255.255.255.0 DNS3: |

DNS4: |
o DNS1:10.160.65.60

WINS1: |10.160.65. 61
o WINS1:10.160.65.61 WINS2: |
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Step 3: Creating tunnel interface

Select Network > Zone, and click New.
o Zone: VPN

o Type: Layer 3 Zone

Select Network > Intetface, and click

New > Tunnel Interface.

o

Interface Name: tunnell

o

Binding Zone: Layer 3 Zone

Z.one: VPN

o

o Type: Static IP

IP Address: 20.1.1.1

[e]

[e]

Netmask: 24

Note: Tunnel interface must be of the
same network segment of SSL. VPN

address pool.

Basic
Zone: [VPN| | (1-31) characters
Description: (0-63) characters
Type: () Layer 2 Zone @ Layer 3 Zone @ TAP
Basic
Interface Mame:  tunnel |1 (1-128)
Description: (0-63) characters
Binding Zone: @ Layer3Zone () TAP
Zone; VPN v
IP Configuration
Type: (@ Static IP () Dhep
IP Address: 20111
Metmask: 24
159
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Step 4: Configuring SCVPN

Select Netwotk > VPN > SSL VPN, and
click New.

In the Name/Access User tab:
o SSL VPN Name: ssl1

o AAA Server: selectlocal, and click
Add

In the Interface tab:
o Egress Interface 1: ethernet0/5

o Service port: 4433

o

Tunnel Interface: tunnell

o

Address Pool: pooll

In the Tunnel Route tab:
o IP:10.160.65.0

o Netmask: 255.255.248.0

Tunnel route must be of the same net-
work segment of internal server

("Server1")

StoneOS Cookbook

Welcome to the SSL VPN Configuration Wizard
Secure Connect VPMI{SSL VPN) is a smiple and easy-to-use remote connection methed integrat)
device It is based on the SSL legin technigue and provides a secure visit to private networks
SSL VPN Mame: | 5sl (1-31)characters
Assigned Users
Selectthe AAA server for user authentication.
AAA Server: local v | View AAA Server
Domain: (1-31)characters
Verify User Domain Name: [] Enable
|:| AAA Server Domain Verify User Demain Mame
| tecal 0
Access Interface
Egress Interfacet: ethernet0/s ~ The interface where SSL VPN server listens the
requestfrom SSL VPN client
Egress Interface: - v Configured for optimal path
detection
Service Port: 4433 (1-65535)TCP port of VPN service
Tunnel Interface
Tunnel Interface: = £t
Information: Zone IP Address Mask
VPN 20111 255.255.255.0
Address Pool
Address Pool: pool1 > Edit
Information: Start IP End IP Mask
20.1.1.2 20.1.1.100 255.255.255.0
Tunnel Route
Mask: 2552552480
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Step 5: Creating policy from VPN to any

Select Policy > Security Policy, and click Name: policy
NCW. Source Information
Zone: VPN e
o Name: policy Address: Any -
UserUser Group: v
o Source Information Destination
Zone; trust -
o Zone: VPN Address: Any »
Other information
o Address: Any Service/Service  [any -
Group:
. . APPIAFF Group: | —— v
o Destination Information
Schedule: w
o Zone: trust Action
@ Permit @) Deny [0 Security connection

o Address: Any

o

Other Information

o Service/Service Group: Any

o

Action: Permit

Step 6: Results

After configuration, the remote user

enters address

"https://153.34.29.1:4433" in a browset.

The browser will show login page. Enter

username and password ("user1" and Username: user1 |
Passward: eseess :I
n "
123456").
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Step 6: Results
~ .
The browser will prompt to hint you to .
H Installing

H"Y oy Please wait while Hillstone Secure Connect is being installed.

download the VPN client. Follow the
Execshell: open C:\Program Files (x86) Hilstone Hillstone Secure Connect\bin\UpdateConfig.e

steps to download and install the scvpn cli-
ent.

Mullsoft Install System vz, 36

Back Clo: C |

The remote user click open the Hillstone @ Logging in

Secure Connect client, and enter inform-

ation below: Hillstone Secure Connect

o Server: 153.34.29.1

Saved Connectic | — |
o Port: 4433 Server 153.34.29.1 |

Port |4433 |
o Username: userl

Username | userl |
o Password: 123456 Password |""" |

When the icon in the taskbar becomes
Mode Login Cancel

green, the client is connected. Then, the

remote user access the internal server via

SSL VPN.
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Connecting to Microsoft Azure Using Site-to-Site VPN

Today, more and more customers are using public cloud service providers such as Microsoft Azure to deploy their

server or services, to get high performance, reliable services that are easy to deploy and get to market fastest.

This example shows how to configure site-to-site VPN to establish a VPN tunnel (IPSec VPN tunnel) between

Microsoft Azure and Hillstone device.

The topology is shown as below, the Hillstone device is the gateway for the enterprise. It requires an IPsec VPN tun-

nel between the company and Microsoft Azure through the Hillstone device. The authentication algorithm uses

SHA and the encryption algorithm uses 3DES, thus the local service can be connected with hosted cloud services.

Fublic IP:
" eth0/1: 124 193 87 .66
Public IP:
13.94.46.90
r—y r— I
VPN Tunnel

l__

Internal Subnet: - .
10.11.0.0116 Hillstone Device

Microsoft Azure

Internal Subnet:
192.168.0016

Enterprise Intranet

* Note: This topology uses laboratory environment. In this recipe, 124.193.87.66 represents Hillstone device public IP, 192.168.0.0/16 represents the internal sub-

net of enterprise, 13.94.46.90 represents public IP of Microsoft Azure, 10.11.0.0/16 the internal subnet of Microsoft Azure.

The configuration process as follows:

Configure Microsoft Azure:
1. Create a virtual network
2. Create the gateway subnet
3. Create the VPN gateway
4. Create the local network gateway
5. Create the VPN connection

Configure Hillstone device:

Connecting to Microsoft Azure Using Site-to-Site VPN
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1. Configuring [PSec VPN
2. Creating IPsec VPN IKEv2 tunnel
3. Binding the tunnel interface to the IPsec VPN IKEv2 tunnel

4. Configuring route

Configure Microsoft Azure

In Microsoft Azure, configure the following settings:
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Step 1 : Create a virtual network

1. Access the Microsoft Azure website Create virtual network o x

via the browser and sign in with Name *

| VNet -./|

your Azure account.
Address space * ®

[ 10.11.00/16 -]
10.11.0.0 - 10.11.255.255 (65536 address..

2. Click Virtual networks in the

" . " M
Azure service" section of the [[] Add an IPv6 address space @
Home page to open the virtual net- Subscription *
Pay-As-You-Go e |
work page.
Resource group *
. | cloudedge-test ~ |
3. Click +Add. Create new
Location *
4. In the Create virtual netwotk page, | Ws) East us v
configure the following information subnet
Name *
(take the environmentin the topo- | defaut |

Address range * @
[ 10.1100/16 V]
10.11.0.0 - 10.11.255.255 (65536 address...

o Name: VNet DDos$ protection @ -

Automation options

logy as an example):

o Address space: 10.11.0.0/16

o Subscription: select the existing
subscription to use:  “Pay-As-

You-Go”
o Resource group: cloudedge-test
o Location: East US
o Subnet name: default

o Subnet address range:

10.11.0.0/16

5. Click Create to create the virtual net-

work.
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Step 1 : Create a virtual network

Step 2: Create the gateway subnet

1. In thelist of virtual network page,

select the created virtual network

"VNet" in the list and click its name.

2. In the Settings section on the left

side of the virtual network detail

page, sclect Subnet.

3. In"VNet-Subnets" page. click

+Gateway subnet.

4. InAdd subnet page, configure the
following information (take the
environment in the topology as an

example):

o Name: The default value "Gate-

waySubnet"

o o Address range (CIDR block):
10.11.255.0/27

5. Click OK to create the gateway sub-

net.
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Step 3: Create a VPN geteway
1. Click Create a resource in the "Azure Create virtal necwork gateway
Project details
service" section of the Home page ;S\uerc: ihe subscipion o manag deployes esources andcots. Us esurce raups ke foler o argarize and marage
Subscription * Pay-As-You-Go hd
Resource group @ Select 3 virtual network to get resource group
2. InSearch the Marketplace field,
Instance details
. Name * [ NetGateway <]
search Virtual Network Gateway. .
egion * [[10s) west us ~ |
Gateway type * @ @® ven (O ExpressRoute
3. Cth Cteatc. VPN type * O (® Route-based () Policy-based
sKU*@ [ vengwt v
4. In Create virtual network gateway VIRTUAL KETWORK
Virtual network * ® [vet >
page’ Configure tl,le fOHOng inform_ @ only virtual networks in the currently selected subscription and region are listed.
aﬁon (take &le environment m the < Previous Download a template for automation

topology as an example):
o Name: VNetGateway

o Region: West US (choose the one

where your virtual network is loc-

ated)
o Gateway type: VPN
o VPN type: Route-based

o SKU: VpnGw1 (About SKU,

refer to https://-

docs.microsoft.com/en-

us/azure/vpn-gateway/vpn-

gateway-about-vpn-gateway-set-

tings# gwsku)

o Virtual network: VNet (choose
the one to which you want to add

the gateway)
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Step 3: Create 2 VPN geteway

o Public IP address: Create new
(only dynamic Public IP address
allocation is supported currently;

input the public address name)
o Public IP address name: PublicIP

5. Click Review +create and wait for
the virtual network gateway deploy-
ment. After the virtual network gate-
way created, the public IP address will

be assigned
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Step 4: Create the local network gateway

1. Click Create a resource in the
"Azure service" section of the

Home page.

2. InSearch the Marketplace field,
search Local Network Gateway

3. Click Create.

4. In Create local network gateway
page, configure the following
information (take the environment

in the topology as an example):
o Name: Hillstone
o IP address: 124.193.87.66
o Address space: 192.168.0.0/16

o Subscription: select the existing
subscription to use: “Pay-As-

You-Go”

o Resource group: cloudedge-test

o Location: East US

5. Click Create to create the local net-

work gateway.

Create local network gate...

Name *

| Hillstone

IP address * (D

[ 1241938766

Address space @

192.168.0.0/16

| Add additional address range

|:| Configure BGP settings

Subscription *

Pay-As-You-Go

Resource group * (@

| cloudedge-test

Create new

Location *

| Us) East Us

Automation options
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Step 5: Create the VPN connection (This step is petformed after completing the "Configure Hillstone

Device")

170

1. Click the created virtual network

gateway VNetGateway in the

Recent resoutces list on the home

page.

. In the Settings section on the left

side of the virtual network gateway

detail page, select Connections
Click Add.

In Add connection page, configure
the following information (take the
environment in the topology as an

example):
o Name: VNetl toSite2

o Connection type: Site-to-site

(IPSec)

o Virtual network gateway:

VNetGateway

o Loacl network gateway: Hill-

stone

o Shared key (PSK): hillstone
(Consistent with "Configure
Hillstone Device")

o Resource group: cloudedge-test

Add connection O X
VNetGateway

Name *

[ WNetltosite2 /]

Connection type @

| Site-to-site (IPsec) e |

*Virtual network gateway (0 a
WNetGateway

*Local network gateway (D >
Hillstone

Shared key (PSK) * ®

| hillstone
IKE Protocol ©
O kevt (@) 1kev2
v
Resource group (D
cloudedge-test &

Create new
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Step 5: Create the VPN connection (This step is petformed after completing the "Configure Hillstone

Device")

5. Click OK to create the connection.

Note:

o About VPN devices and IPsec/IKE parameters for Site-to-Site VPN Gateway connections, refer to the
Microsoft Azure documentation:

https://docs.microsoft.com/en-gb /azure /vpn-gateway/vpn-gateway-about-vpn-devices.

o About "Create a Site-to-Site connection in the Azure portal", refer to the Microsoft Azure documentation:

https://docs.mictosoft.com/en-us/azute/vpn-gateway/vpn-gateway-howto-site-to-site-resource-man-

ager-portal

Configure Hillstone Device

Step 1: Configuring IPSec VPN
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l.Configuring Pl proposal for IKEvZ2 SA.

hostname (config) # ikev2 proposal Azure_ to Hillstone Pl
hostname (config-ikev2-proposal) # hash sha

hostname (config-ikev2-proposal)# encryption 3des
hostname (config-ikev2-proposal) # group 2

hostname (config-ikev2-proposal) # lifetime 10800
hostname (config-ikev2-proposal) # exit

2.Configuring P2 proposal for IPSec IKEv2 SA.

hostname (config) # ikev2 ipsec-proposal Azure to Hillstone_ P2
hostname (config-ikev2-ipsec-proposal) #hash sha
hostname (config-ikev2-ipsec-proposal) #encryption aes
hostname (config-ikev2-ipsec-proposal) #lifetime 3600
hostname (config-ikev2-ipsec-proposal) #exit

3. Configuring IKEv2 peer.

hostname (config) # ikev2 peer peerl

hostname (config-ikev2-peer)# interface ethernet0/1
hostname (config-ikev2-peer)# match-peer 13.94.46.90

hostname (config-ikev2-peer)# ikev2-proposal Azure to Hillstone

Pl

hostname (config-ikev2-peer)# local-id ip 124.193.87.66
4 .Creating IKEv2 Profile.

hostname (config-ikev2-peer)# ikev2-profile esp-peerl

hostname (config-ikev2-profile) # remote id ip 13.94.46.90

hostname (config-ikev2-profile)# remote key hillstone
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hostname (config-ikev2-profile)# traffic-selector src subnet

192.168.0.0/16

hostname (config-ikev2-profile)# traffic-selector dst subnet

10.11.0.0/16
hostname (config-ikev2-profile)# exit
hostname (config-ikev2-peer) # exit

hostname (config) #

Step 2: Creating IPsec VPN IKEv2 tunnel

hostname (config) # tunnel ipsec Azure ikev2
hostname (config-ikev2-tunnel) # ikev2-peer peerl

hostname (config-ikev2-tunnel) # ipsec-proposal Azure_to Hill-

stone_ P2
hostname (config-ikev2-tunnel) # auto-connect
hostname (config-ikev2-tunnel) # exit

hostname (config) #

Step 3 : Binding the tunnel interface to the IPsec VPN IKEv2 tunnel

hostname (config) # interface tunnell

hostname (config-if-tunl) # zone trust
hostname (config-if-tunl) # tunnel ikev2 Azure
hostname (config-if-tunl)# exit

hostname (config) #

Step 4: Configuring route

Connecting to Microsoft Azure Using Site-to-Site VPN 173



StoneOS Cookbook

hostname (config) # ip vrouter trust-vr
hostname (config-vrouter)# ip route 10.11.0.0/16 tunnell

hostname (config-vrouter) # exit
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Using an i0S/Android Device to Remotely Access Intranet Set-

vices

This example introduces how to use an i0S/Android device to remotely access the resources in the private network.

In the topology below, a remote user located in the Internet uses an iOS/Android device to access the intranet

server Serverl. The authentication method requires username and password, and the connection is based on SSL

VPN. Please first see step 1 to 5 in "Allowing Remote Users to Access a Private Network Using SSL VPN" on Page

157 to create a SSLL VPN instance.

D Untrust Zone

Remote User
IP: 153.34.29.33/24

eth0/5: 153,34,29.1/24

=

(10.160.65.51.-"21

IP:10.160.65.52/21
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Step 1: Downloading and installing Hillstone BYOD Client

In APP Store, search Hillstone BYOD Cli-
ent, click Get to download and install this

application.

Step 2: Connecting to the device

Click the HBC icon in the iOS desktop.
In the login page:

o Connection: connectionl

o Server: 153.34.29.1

o Port: 4433

o Account: userl

o Password: 123456

Click Login. The client starts to connect

to the server.

£ Search m =
Hillstone BYOD

Client [+
Hillstonenet Networks I... >

Reviews ‘ Related I

Conng

Hillstone BYOD Client

[oyodaccess. hillstonenet.c...

Remember pas{

Import configul

w B @ Q @

Featured  Top Charts  Near Me Search Updates

Hillstone BYOD Client

[connectiont
10.160.65.51

4433

userl
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Step 3: Installing the VPN configuration profile

In the Install Profile dialog, click Install to

install the VPN configuration profile.

In the Unsigned Profile dialog, click
Install Now to start the installing.

Enter your passcode.

Cancel Install Profile

VPN Configuration
Unsigned

Description 3>k,
Received 20145F10815H
Contains VPN Settings

More Details

Install

Unsigned Profile

Installing this profile will change
settings on your iPhone.

Cancel Install Now

Enter Passcode

Enter your passcode

Cancel
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Step 3: Installing the VPN configuration profile

Click Done. Profile Installed Done

VPN Configuration

Unsigned

Description ik XX HF#id .
Received 20145F10H15H
Contains VPN Settings

More Details

Step 4: Creating a VPN connection

IniOS, select Settings > VPN. £ Settings VPN

In the CHOOSE A
CONFIGURATION list, select con-

nectionl. VPN (>

Turn on the VPN switch. iOS connects to Status Connected
the VPN.

CHOOSE A CONFIGURATION...

v connectionl @

178 Using an iOS/Android Device to Remotely Access Intranet Services



StoneOS Cookbook

Step 5: Verifying the connection status.

When the VPN status is Connected and

{ Settings VPN
the Connection tab of the client displays
Connected, the client successfully estab-
lishes VPN connection to the device. VPN 0
Status Connected

CHOOSE A CONFIGURATION...

v connectionl @

Connection Status

@ Connected

Remember password 0

Import configuration

Logout

Kl

Connaction Log About
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Step 6: Accessing intranet services

Use the iOS device to visit Serverl.

Using an Android Device to Remotely Access Intranet Services

Step 1: Downloading and installing Hillstone Secure Connect

huips:/ /play. google.com/stote/ apps/demilsPid=com.hillstone.vpn

Visit Google Play to download and install

Hillstone Secure Connect VPN.

Categories v Home  TopCharts  New Releases

Hillstone Secure connect VPN

D o e

*hkke (20 8+1 Recommend this on Google

Step 4: Creating a VPN connection

In Android, click the Hillstone Secure Con-

nection icon:

o Server: 153.34.29.1

Hillstone Secure Connect

o Port: 4433

-Please Choose-

o Account: userl 153.34.29.1

4433

o Password: 123456

Click Login.

Login

Advanced Configuration

180 Using an iOS/Android Device to Remotely Access Intranet Services


https://play.google.com/store/apps/details?id=com.hillstone.vpn

StoneOS Cookbook
Step 4: Creating a VPN connection

After the VPN connection is established H
successfully, the key icon will appear at the

notification area of your Android system.
Step 6: Accessing intranet services

Use the Android device to visit Serverl.
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Allowing Remote Users ( PC) to Access a Private Network Using

L2TP over IPSec VPN

This example shows how to use L2TP over IPSec VPN to provide remote users with access to corporate internal

network.

The topology is shown as below. A remote uset, located at home or a hotel, accesses the Internet through a router
with NAT enabled. This remote user uses L2TP over IPSec VPN to visit the server (PC1) in the corporate internal

network. And this server is protected by the device A.

Headquarters 10.10.12/24 Remote
eth0/1 eth(/2 ethOy1
_N;_ 152 168.1.1 /2 gl 10). 10. 1.1 /24 o= A P
| L InhrnE‘t -‘* Ethﬂ 2
Router
192 15 izm Device A "/ Pee
-12o. 172.16.1.1/24 172.16.1.2/24

*Due to lab environment, use 10.10.1.0./24 to represent the public network segment.

The configuration process consists of five parts:

[e]

Configure basic settings

o

Configure IPSec VPN

o

Configure L2TP VPN

o

Setup a VPN connection in Windows/ Mac

e}

Adjust whether to use [PSec for L2TP VPN

Configuring Basic Settings

In device A, configure the following settings:
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Step 1: Configuring an interface

Configuring the interface connected to

the intranet

Select Network > Interface, and double-
click ethernet0/1.

o Binding Zone: Layer 3 Zone

o Zone: dmz

o Type: Static IP

o IP Address: 192.168.1.1

o Netmask: 255.255.255.0

o Keep the default of other parameters

Configuring the interface connected to

Internet

Select Network > Interface, and double-

click ethernet0/2.

o

Binding Zone: Layer 3 Zone
o Zone: untrust

o Type: Static IP

o [P Address: 10.10.1.1

o Netmask: 255.255.255.0

o Keep the default of other parameters

StoneOS Cookbook

Basic

Interface Name:

atharmstl/1

Description; [0-63) chars
Binding Zone: () Layer 2 Zone @ Layer 3 Zone
Zang: dmz w

IP Configuration
Type: @ Static IP i) DHCP
IF Address: 192.168.1.1
Net mask: |255.255.255.0 |

Basic

Interface Name:
Description:
Binding fone:
Zone:

IP Configuration
Type:
IP Address:

Met mask:

aetharnst0) 2
(0-63) chars
() Layer 2 Zone @ Layer 3 Zone
untrust w
i@ Static IP i) DHCF
10.1.1.1

255.255.255.0
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Step 1: Configuring an interface

Configuring the tunnel interface.

Select Netwotk > Intetface > New >

Tunnel Interface.

Interface name: tunnell
Binding Zone: Layer 3 Zone
Z.one: trust

TP Address: 192.168.3.1
Netmask: 255.255.255.0

Keep the default of other parameters

Basic

Interface Name:

Description:
Binding fone:
Zone:

IP Configuration
Type:
IP Address:

Met mask:

turnnsl |1 (1-8)
[(0-63) chars
@ Layer 3 Zone
trust v

@ Static IP i) DHCP
192.168.3.1
255.255.255.0
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Step 2: Configuring a security policy

Configure a security policy that allows the
traffic to flow from the Trust zone where
the tunnel interface locates to the DMZ

zone where the internal server locates.

Select Policy > Security Policy > New.
o Name: trust_to_dmz
o Source
o Zone: trust
o Address: Any
o Destination
o Zone: dmz
o Address: Any

Other

o

o Setvice/Service Group: Any

Action: Permit

e}
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Name: | trust_to_dmz |
Source

Zone: |trust |v |

Address: |An'_.f |v |

User/User Group: | |v|
Destination

Zaone: |dn1z |v |

Address: [Any |~
Other

Senvice/Service Group: |£m'_.f |v |

APPIAPP Group: — ~|

Schedule: | |v |
Action

@ Permit ) Deny @ Security connection

ebA WebAuth can only trust-vr

Configuring IPSec VPN

In device A, configure the following settings:
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Step 1: Creating a P1 proposal and a P2 proposal

Click Network > VPN > IPSec VPN. In

the P1 Proposal tab, click New.

o

In the P2 Proposal tab, click New.

Proposal Name: plforl2tp
Authentication: Pre-share
Hash: SHA

Encryption: 3DES

DH Group: Group2

Lifetime: 86400

Proposal Name: p2forl2tp
Protocol: ESP

HASH: SHA

Encryption: 3DES
Compression: None

PES Group: No PFS
Lifetime: 28800

Lifesize: Enable

o Lifesize: 250000

Proposal Name: pifarl2tp (1-31) chars

Authentication: @ Pre-share 7) RSA-Signature () DSA-Signature

Hash: © MD5 @ SHA ©) SHA-256 (0) SHA-384 (O SHA512

Encryption: @ 3DES C) DES © AES @ AES-192 (D AES-256

DH Group: @) Group1 @ Group2 () Groups (O Groupi14 (@ Groupis
@ Groupi6

Lifetime 86400 (300-86400)s=conds,default:86400

Proposal Name: p2forl2tp (1-31) chars

Praotocol: @ ESP 0 AH

Hash: [F] MD5 SHA [[] SHA-256 [7] SHA-384 [7] SHA-512
[F] NULL

Encryption: 3DES [[] DES [[] AES [[] AES-192 [7] AES-256
[F] NULL

Compression: @ None 7) Deflate

PFS Group: ) Group1 ) Group2 (©) Grouph ) Group14 ) Grou
@) Group16 @ Mo PFS

Lifetime 28800 (180-86400) seconds, default: 28800

Lifesize: Enable

Lifesize: |ZSDDDD | (1,800-4,194,303)KB
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Step 2: Configuring a VPN peet

Click Netwotk > VPN > IPSec VPN. In Name: toclient (1-31) chars
Interface: ethemnet0/2 v
the VPN Peer List tab, click New. Mode ® Main © Aggressive
Type: () Static IP (&) Dynamic P @ User Group
In the Basic tab, configure the following AaaServer. local v
Local ID: @MNone  OFGDN (O UFQDN © ASNI-DN O KEY_D O IF
settngs: Peer ID: @None O FQDN O U-FGDN () ASN1-DN O KEY.ID O IF
Proposali: plifori2tp W
o Name: toclient Proposai2 | — 4
Proposals: | —— »
I £ th > Proposald: - v
o Intetface: ethernet0/ PersharedKey.  [emmeenms (5-127)chars
User Key: Generate
o Mode: Main
o Type: User Group Connection Type: @ Bidirectional () Initiator iC) Responder
NAT Traversal: Enable
o AAA Server: local Any Peer ID: Enable
Generate Route: [T] Enable
o Proposall: plforl2tp
DPD: [] Enable
o Pre-shared Key: hillstone Description: (0-255) chars
XAUTH Server: [[] Enable
In the Advanced tab, configure the fol-
lowing settings:
o NAT Traversal: Enable
o Any Peer ID: Enable
o Keep the default of other parameters
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Step 3: Configuring IKE VPN

Click Netwotk > VPN > IPSec VPN. In
the IKE VPN List tab, click New.

In the Basic tab, configure the following

settings:
o Peer
o Peer Name: toclient
o Tunnel
o Name: toclienttunnel
o Mode: transport

o P2 proposal: p2forl2tp

In the Advanced tab, configure the fol-

lowing settings:
o Accept-all-proxy-1D: Enable

o Keep the default of other parameters

Peer
Peer Name: taclient [» [ Eait |
Information: Name Mode Type Lacal ID Peer D
toclient Main User Group
Tunnel
Nare: (1) chas
Made: @ tunnel @) transport
Proxy 1D: @ Auto © Manual
Enable ldle Time: Enable
DF-Bit: @ Copy ) Clear ) Set
Anti-Replay: @ Disable () 32 © 64 © 128 © 256
Commit Bit: Enable
Accept-all-proxy-ID;  [Z] Enable
Auto connect: Enable

Configuring L2TP VPN

In device A, configure the following settings:
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Step 1: Creating a L2TP pool
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Select Network > VPN > 1L2TP VPN >

Addtess Pool Start IP:

In the Address Pool dialog, click New. End IF:

Address Pool Name:

pooll
192.168.3.2

192.168.3.100|

o Address Pool Name: pooll
o StartIP:192.168.3.2

o EndIP:192.168.3.100

Step 2: Adding a user in the 'local' AAA server

Select Object > User > Local User > Name: userl
NCW > User. Passwaord: SRR
Confirm Password: """"-|
o Name: userl
o Password: hillstone
o Confirm Password: hillstone
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Step 3: Configuring a L2TP VPN instance

Select Network > VPN > L2TP VPN > Lare ven Name: (31) chas

Assigned Users
Select AAA server for user authentication

New. .
AAA Server: view AAA server

Domain. l:l (1-31) chars
In the Name/Access User tab, configure Verify User Domain Name S
AAA Server Domain Werify User Domain Name |T|
the following settings: focal Deles

o I2TP VPN Name: 2tpinstancel

Access Interface
Egress Interface: The interface where L2TP server
listens the request from L2TP client.
o AAA Server: local

Tunnel Interface

Tunnel Interface: [tunnel1 [~ Edit |
o Click Add Information: Zone IP Address Mask
trust 192.168.3.1 2552552550
In the Interface/Address Pool/IPSec Tun- | agdress pool
. . Address Pool: paall [~/ Edit |
nel tab, configure the following settings: Information: P e
192.168.3.2 192.168.3.100
o Egress Interface: ethernet0/2 L2TP over IPSec

L2TP aver IPSec toclienttunnel

o Tunnel Interface: tunnell
o Address Pool: pooll

o L2TP over IPSec: toclienttunnel

Setting up a VPN Connection

The steps of setting up a VPN connection differ in different PC operating systems. Take Windows 7, Windows

XP/2003 and Mac OS for example.
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Steps of settingup a VPN connection in Windows XP/2003

Setup a connection:

191

In Control Panel , double-click Net-

wotk Connections.

From the Network Tasks pane,
Click Create a new connection.
The New Connection Wizard dialog

appears
In the pop-up dialog, click Next.

Select Connect to the network at

my workplace. Then click Next.

Select Virtual Private Network con-

nection. Then click Next.

Enter a name for this connection in
the Company Name text box:
L2TPovetrIPSec. Then click Next.

Enter the IP address of the VPN
server: 10.10.1.1. Then click Next.

Click Finish.

Allowing Remote Users (PC ) to Access a Private Network Using L2TP overIPSec
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New Connection Wizard

Connection Mame
Specify a name for this connection to your workplace.

Type a name faor thiz connection in the following box,

Company Mame

L2TPoverlPSec

For example, you could type the name of your waorkplace or the name of a server you
will cornect to.

New Connection Wizard

VPN Server Selection
What iz the name or address of the WPM server?

&

Type the host name or Internet Protocol [IP] address of the computer to which vou are
cohhecting.

Hist name ar IP address [for example, microzoft.com or 157.54.0.1 ]

|1D.1U.1.1|
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Steps of settingup a VPN connection in Windows XP/2003

Configure the Secutity properties of this

connection:

. After you have completed the new

connection wizard, the Connect

L2TPoverIPSec dialog appeats.

Click Properties. The L.2TPover-

IPSec Properties dialog appears.
Select the Security tab.

Select Advanced (custom settings).
Then click Settings. The Advanced

Security Settings dialog appears.

In the Data encryption drop-down
menu, select Optional encryption

(connect even if no encrypting).

. In the Logon security section, select

Allow these protocols.

Continue to select Unencrypted
password (PAP) and Challenge
Handshake Authentication Pro-
tocol (CHAP).

Click OK to close the Advanced
Security Settings dialog and return
to the L2TPoverIPSec Properties

dialog.

& L 2TPoverIP5ec Properties

Generall Options  Securty | Netwurkingl .&dvancedl

— Security options
" Typical [recommended sethings)]

Yalidate my identity a2 follows:
| -

™| sutomatically wse my Windows logen name and
pazsword [and damaitif atw]

™| Bequite data encivption [disconnect i nane]

IF Advanced [custom zettingz] I

I1zing these settings requires a knowledge
of gecurity protocols.

Settings... |

|PSec Settings...

Advanced Security Settings

[1ata encruotior;

2 x

IEIptiu:unaI enciyphion [connect even if no encryption]

[

— Logon security
{~ Use Extensible Authentication Protocal [EAF]

* Allow theze protocals

||7 Unenciypted pazswaord [FAP] I
[ Shiva Password Authentication Protocal [SPAF]
¥ Challenge Handshake Authentication Protocol [CHAR]
[T Microsoft CHAP [M5-CHAP)

I Allay alder bS-CHAR versian for Windows 595 senvers
[ Microsoft CHAP Wersion 2 [MS-CHAP 2]

| 2
Froperties |
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Steps of settingup a VPN connection in Windows XP/2003

9. Click IPSec Settings. IPSec Settings

10. Select Use pre-shared key for ¥ Use pre-shared key for authentication

authentication and enter the pre- K.y hillstone

shared key hillstone.

11. Click OK to close the IPSec Set-

tings dialog.

Configure the Networking properties of [Nl ET e o= i1 2=l

this connection: Generall Dptiu:unsl Securty  Metwaorking |.-'1'-.|:|van|:eu:||

Type of WPHM:
|L2TP IPSec VPN =l

Settings

1. Inthe L.2TPoverIPSec Properties

dialog, select the Networking tab.

2. Inthe Type of VPN drop-down

Thiz connection uses the following items:

¥ Intemet Protocal [TCPAAR)

menu, select L2TP IPSec VPN.

= 305 Packet Scheduler
3. Ensure that you have select the g File and Printer Sharing for Microsaft Metwarks

g Client for Microzaft Metworks
Internet Protocol (TCP/IP) check

box. Inztall... [Tritztall Froperties

4. Click OK to save the con-

figurations.
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Steps of settingup a VPN connection in Windows XP/2003

Connect to the L2ZTPoverIPSec VPN:

1.

Find the L2TPovetrIPSec con-

nection and double-click it.
Enter the user name: user1
Enter the password: hillstone
Click Connect.

After the connection is successful,

you can visit the internal server

192.168.1.2

Yirtual Private Metwork

2 L2TPaverlPSec
Disconnected, Firewalled
. AN Miniport (L2TP)

Connect LZTPoverIPSec

d

User name: IUSET'I

Paszword: I.ooo.ooo.

™ Save this user name and password for the following users:

& e only

) Sryone who uses this computer

Connect I Cancel Froperties Help
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Steps of setting up a VPN connection in Windows 7

Setup a connection:

{'i. Set up a new connection or network
= get up a wireless, broadband, dial-up, ad hdc, or VPN connection; or set up a router or access point.

1. Select Control Panel > Network _
3. Connect to a network | .

Connect or reconnect t *

and Internet > Netwotk and Shat- f# set Up a Connection or etwork

*% Choose homegroup anc
Access files and printer

mg Centet_ Choose a connection option
. . L Manually connect to a wireless network
2. Chck Set up a hew connection or &. Connect to a hidden network or create a new wireless pr
nCtWOfk l Connectto a workplace

= Set up a dial-up or VPN connection to your workplace.

3. In the pop-up dialog, select Con-

Mg Connect to a Workplace 1
nect to a workplace. Then click £ e
How do you want to connect?
Next
- Use my Internet connection (VPN) -
Connect using a virtual private network (VPN e |up; Connect to a Workplace
4. Select Use my Internet connection = @ Type the Internet address to connect to
‘él _ |
(VPN) : Your network administrator can give you this address.
Internet address: |10.10.1‘1
Destination name: ILZTanErIPSe{

5. Enter the IP address of the VPN

server: 10.10.1.1 ™ Use a smart card
1% [~ Allow other people to use this connection

This option allows anyone with access to this computer to

¥ Don't connect now; just set it up so can connect later

6. Enter the destination name:

I.2TPoverIPSec

6 |.y Connect to a Workplace

7. Select Don't connect now; just set N S S

itup so I can connectlater. Then

click Next.

8. Enter the username: userl

9. Enter the password: hillstone

10. Click Creat.

Close
11. After the connection is ready to use,
click Close.
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Steps of setting up a VPN connection in Windows 7

Configure the Secutity properties of this

connection:

In the Network and Sharing Center,

click Change adapter settings.

. Find the L2TPoverIPSec con-

nection and right-click it.

. In the pop-up menu, select Prop-

erties. The L2TPoverIPSec Prop-

erties dialog appears.

Select the Secutity tab.

. In the Type of VPN drop-down

menu, select Layer 2 Tunneling

Protocol with IPsec (L2TP/IPSec).

Click Advanced settings, sclect Use
preshared key for authentication,

then enter the key hillstone.

In the Data encryption drop-down
menu, select Optional encryption

(connect even if no encryption).

In the Authentication section, select
Allow these protocols and then
select Unencrypted password
(PAP) and Challenge Handshank
Authentication Protocol (CHAP).

E-g_ Network and Sharing Center

@( )v L% | ~|Control Panel + Metwark and Internet ~ Network and Sharing Center

Contral Panel Home View your basic network information an

Manage wireless networks E%L\'

Change adapter settings

ED_ondcons
ange advanced sharing setr _IE'_ MeiworkiCiEINR

e <= | @ ~ Control Panel - Network and Internet - Metwork Connections -

Organize ~
& YMware Network Adapter VMnetl .: || LZPoverfPSec
§ Enabled =" Disconnected

@7 VWMware Virtual Ethernet Adapter for. ..

2> WAN Miniport (IKEv2)

x

General I Options ~ Security | MNetworking I Sharing I

Type of VPN:

| Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) =l
Advanced settings |

Data encryption:

IOptiunaI encryption {connect even if no encryption) j

— Authentication

" se Bxtensible Authentication Protocol (EAP)
Froperties |

¥ Allow these protocols

¥ Unencrypted password (PAF)
¥ Challenge Handshake Authertication Protocol {CHAF)
[T Microsoft CHAP Version 2 (MS-CHAP v2)

™| Automaticall use my Windows logon name and
pazswand [and domain, if &y

oK Cancel
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Steps of setting up a VPN connection in Windows 7

Configure the Networking propetties of x|

this connection: General I Dptinnsl Securty MNetworking |Sharing I

This connection uses the following tems:
1. Inthe L2TPoverPSec Properties =i Intemet Protocaol Version 6 (TCP/1PvE)

i Intemet Protocol Version 4 (TCP/1Pv4)
g File and Printer Sharing for Microsoft Networks
& Cliert for Microsoft Networks

dialog, select the Networking tab.

2. Ensure that you have select the

Internet Protocol Vetsion 4

(TCP/IPv4) check box.

3. Click OK to save the con-

tigurations.

Connecto the L2TPoverTPSec VN a

1. Find the L2TPoverIPSec con-

nection and double-click it.

2. Enter the password: hjllstone

3. Click Connect.

4. After the connection is successful, User name: IUSEﬂ
you can visit the intranet server Password: I SEEEEEE S
192.168.1.2 Domain: |

[T Save this user name and password for the following users:

£ Weanly
@ £ Anypone who wzes this computer

Connect I Cancel Properties Help
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Steps of setting up a VPN connection in Mac OS

Setup a connection:

WiFi
Connected

Select System Preferences T

> Network.

Bluetooth PAN

Not Connected
1 AX88772A o
Click + to create a2 new net- ® \otComected <Y

o iPhone USB
Not Connected

o Thunde...t Bridge /.
Not Connected "7

work connection

Enter the connection con-

=

@ LPSSS..apter (2)
Not Configured N

@ USBT0L.00LAN .
&

Network

Location: Automatic

Status: Connected

Q search

Turn Wi-Fi Off

Network Name:|

Show Wi-Fi status|

tiguration in the pop-up dia-

Network

Select the interface and enter a name for the new service.

Interface: VPN

VPN Type: L2TP over IPSec

Service Name: | L2TP over IPSed

[o]°]

Wi-Fi Off
sthelp

LPSS S...apter
@ Not Configured

Bluetooth PAN
opuenin @

+l=

| Ask to join new networks

‘Show Wi-Fi status in menu bar Advanced...

Assist Me...

2

log.

Click Interface drop-down
list and select VPN

Click VPN Type drop-
down list and select L2TP

over IPSec.

Enter the Service Name:

I.2TP over IPSec.

Click Create.
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Steps of setting up a VPN connection in Mac OS
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Configure the properties of con-

nection:

1. Find L2TP over IPSec on
the left web page and click

it.

+ =

2. Enter the Setvet

Location:

Network Q searc
Automatic B

Status: Not Connected

Configuration: ~Default B
Server Address: 10.10.1.1
Account Name: | usert
Authentication Settings.
Connect
Show VPN status in menu bar
AssistMe..  Revert | Ap

Addresson the right web

Network

User Authentication

(3
Cortfcate

@ LPSS S...apter (1)
e e Kerberos

CryptoCard N

o LPSS S..apter 2)
Mach

[o Shared Secret:

Tertiicate

Y Fluelw!h FAN

o g

o AxB8772A Group Name:

Cancel

Show VPN status in menu bar Advanced... | ?

Assist Me. Revert  Apply

page: 10.10.1.1.

3. Enter the Account Name:

user]l.

4. Click Authentication Set-
tings button and enter
authentication password in

the pop-up dialog.

5. In the User Authentication
section, select Passwotrdbut-
ton and enter the cor-
responding password:

hillstone.

6. In the Machine Authentic-
ation section, select Shared
Secret button in the
Machine Authentication
and enter the Shared

Secret: hillstone.
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Steps of setting up a VPN connection in Mac OS

7. Click OK to save the con-

figurations.

Configure the advanced prop- Network

erties of connection: AN L2TPover IPSec

TCPIP DNS  Proxies
1. Click Advanced button. Session Options:

Disconnect when switching user accounts

Disconnect when user logs out

2. Conﬁgure the advanced Send all traffic over VPN connection
Advanced Options:
properties in the pop-up dia- Use verbose logging
log.

3. Select all the check boxes in
Session Options and make

sure that the check box of ? Cancel oK

Send all traffic over VPN

connection is selected.

4. Click OK to save the con-

tigurations.
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Steps of setting up a VPN connection in Mac OS

Connect to the L2TP over

IPSec VPN:

Find L2TP ovet IPSec on
the left web page and click
it.

Click Connect button on

the right page.

The status shows Con-

necting.

After connecting suc-
cessfully, the page shows
Status: Connected, Con-

nect Time and so on.

Click Apply to save the con-

figurations.

After the connection is suc-

cessful, you can visit the

intranet server 192.168.1.2.

If you need to disconnect
the connection, click Dis-

connect button.

StoneOS Cookbook

® O C i 2 Network Q Search
Location:  Automatic
Wi-Fi —_
Connected - Status: Connected
i Connect Time: 0:01:04 Sent: EEEEEEEOOC
@ L2TP over IPSec 1 IP Address: 172.16.1.2 Received: (1111
Connected S
LPSS S..apter (1) . " ) . .
Not Configured \. Configuration: Default
LPSS S...apter (2) \\\ Server Address: 10.10.1.1 |
Not Configured
¢ Account Name: ‘user1 ‘
° Bluetooth PAN
Not Connected
° USB 10/...00 LAN < N Authentication Settings...
Not Connected 7
Disconnect
AX88772A
o Not Connected <W>
P iPhone USB
Not Connected
Thunde...t Bridge -
® Not Connected \W> -
. Show VPN status in menu bar Advanced... ?
(1= e~ ] | S
Assist Me... Revert Apply

Adjusting Whether to Use IPSec for L2TP VPN

By default, the L2TP VPN is required by Windows to use IPSec. For the above L2TP over IPSec VPN, you do not

need to modify the system's registry.

201

Allowing Remote Users (PC ) to Access a Private Network Using L2TP overIPSec

VPN



StoneOS Cookbook

If the system has disabled IPSec, take the following steps to make the system use L2TP over [PSec:

Enable IPSec

1. Select Start > Run.

InRun, enter regedit.
Click OK

Navigate to HKEY_TLocal
Machine\System\ CurentControl
Set\Services\RasMan\ Parameters.

In the right pane, find the entry Pro-
hibitTPSec whose type is REG_
DWORD.

Double-click this entry and modify
the value in the Value data text box

to 0.

o O represents that the system

enables IPSec.

o 1 represents that the system dis-

ables IPSec.

7. Save the modifications and restart

the system.

£ Registry Editor
Fie Edit View

Favorites Help

“- L PartProxy

Power
PpipMiniport
Processor
Profsve
Protectdstorage
Psched
Qiyiservice
ql2300

ql40xx
QPCare
QQProtectis+
QWAVE
QUAVEdry
Rashcd
RasAglevpn
Rashut
Rasiztp
RasMan

| Parameters
L PRR

| security

| RasPppoe
| RasSstp
. rdbss

£

Name Type [ Data
ab) {Default) REG_SZ (value not sef)
73] Allowl 2TPWeakCrypto REG_DVWORD 0x00000000 (0)
4 AllowPPTPWeakCrypto REG_DVWORD 0x00000000 {0)
35| CustomDLL REG_MULTI_5Z
#KeepRasConnections REG_DWORD 0x00000000 (0)
ab)medias REG_MULTI_SZ rastapi
| e Valie 1 BEG DWORD 0x00000000 (0)
#)ProhibitiPsec REG_DVWORD 0x00000000 (0)
[P ServiceDl REC_EXPAND_52 %SystemRoot¥\Sys
#)ServiceDlUnloadOnStop REG_DVWORD 0x00000001 (1)
Edit DWORD (32-bit) Value =l
Value name:
ProhibtlP Sec
Value data; Base — |
0] * Hexadecimal
" Decimal
=
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Allowing Remote Users (i0S/Android) to Access a Private Net-
work Using L2TP over IPSec VPN

This example shows how to use L2TP over IPSec VPN to provide remote usets (OS/Android) with access to cot-

porate internal network.

The topology is shown as below. A remote uset, located at home ot a hotel, accesses the Internet via mobile 3G /4G
ot Wi-Fi. This remote user ((OS/Android) uses L2TP over IPSec VPN to visit the server (PC1) in the corporate

internal network. And this server is protected by the device A.

Headguarters Remote
ethlf1
—N— 182.168.1.1/24 - =
PS5 Aunddroad
3
PC1 Device A
192 168.1.2/24

*Due to lab environment, use 10.10.1.0./24 to represent the public network segment.

The configuration process consists of five patts:
o Configure basic settings
o Configure IPSec VPN
o Configure L2TP VPN
o Setupa VPN connection in iOS/Android

Configuring Basic Settings

In device A, configure the following settings:
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Step 1: Configuring an interface

Configuring the interface connected to

the intranet

StoneOS Cookbook

Basic

Interface Name:

atharmstl/1

Description; [0-63) chars
Select Network > Interface, and double-
Binding Zone: () Layer 2 Zone @ Layer 3 Zone
click ethernet0/1.
Zang: dmz w
] B]Ildlﬂg Zone: Lﬂyer 3 Zone Ip [:anigur_ation
Type: @ Static IP 7y DHCF
o Zone:dmz
IF Address: 192.168.1.1
o Type: Static IP Net mask: |255.255.255.0 |
o IP Address: 192.168.1.1
o Netmask: 255.255.255.0
o Keep the default of other parameters
Configuring the interface connected to Basic
Internet Interface Name:  athemet)2
Description: (0-63) chars
Select Network > Interface, and double-
Binding Zone: () Layer 2 Zone @ Layer 3 Zone
click ethernet0/2.
Zone: untrust w
o Binding Zone: Layer 3 Zone IP Configuration
Type: @ Static IP () DHCP
o Zone: untrust
IF Address: 10.1.1.1
o Type: Static IP Mat mask: 255.255.255.0
o IP Address: 10.10.1.1
o Netmask: 255.255.255.0
o Keep the default of other parameters
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Step 1: Configuring an interface

Configuring the tunnel interface.

Select Netwotk > Intetface > New >

Tunnel Interface.
o Interface name: tunnell
o Binding Zone: Layer 3 Zone
o Zone: trust
o [P Address: 192.168.3.1
o Netmask: 255.255.255.0

o Keep the default of other parameters

Basic

Interface Name:

Description:
Binding fone:
Zone:

IP Configuration
Type:
IP Address:

Met mask:

turnnsl |1 (1-8)
[(0-63) chars
@ Layer 3 Zone
trust v

@ Static IP i) DHCP
192.168.3.1
255.255.255.0

Allowing Remote Users (iOS/Android) to Access a Private Network Using L2TP over
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Step 2: Configuring a security policy

Configure a security policy that allows the Name: [trust_to_dmz |
traffic to flow from the Trust zone where Source
. Zone: |trust |v |
the tunnel interface locates to the DMZ _
Address: |Any oz
zone where the internal server locates. User/User Group: | v
X X i Destination
Select Policy > Security Policy > New. Zone: [dmz v
Address: |Any |" |
o Name: trust_to_dmz
Cther
Senvice/Service Group: |ﬂny |v |
° Source APPIAPP Group: [— v
Schedule: | |V |
o Zone: trust
Action
@ Permit ) Deny @ Security connection
o Address: Any _
NebAuth 1C2 WebAuth can only trust-vr

o Destination
o Zone: dmz
o Address: Any

Other

o

o Setvice/Service Group: Any

Action: Permit

Configuring IPSec VPN

In device A, configure the following settings:

e}
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Step 1: Creating a P1 proposal and a P2 proposal

Click Network > VPN > [PSec VPN. In
the P1 Proposal tab, click New.

o Proposal Name: plforl2tp
o Authentication: Pre-share
o Hash: SHA

o Encryption: 3DES

o DH Group: Group2

o Lifetime: 86400

In the P2 Proposal tab, click New.
o Proposal Name: p2forl2tp
o Protocol: ESP
o HASH:SHA
o Encryption: 3DES, DES, AES
o Compression: None
o PFS Group: No PFS
o Lifetime: 28800
o Lifesize: Enable

o Lifesize: 250000

Allowing Remote Users (iOS/Android) to Access a Private Network Using L2TP over

IPSec VPN

Proposal Name: pifarl2tp (1-31) chars
Authentication: @ Pre-share 7) RSA-Signature () DSA-Signature
Hash: © MD5 @ SHA ) SHA-256 () SHA-384 (D) SHA-512
Encryption: @ 3DES C) DES © AES @ AES-192 (D AES-256
DH Group: @) Group1 @ Group2 () Groups (O Groupi14 (@ Groupis
© Group16
Lifetime 86400 (300-86400)s=conds,default:86400
Proposal Name: p2fori2tp
Protocol @ ESP © AH
Hash [7] MD5 SHA [F] SHA-256 [F] SHA-384 [ SHA-512
[F] NULL (Up to 3 can be selected.)
Encryption 3DES DES AES [[] AES-192 [7] AES-256
[F] NULL (Up to 4 can be selected.)
Compression @ Mone () Deflate
PFS Group: © Group1 © Group2 © Groups © Group14 © Groupls
© Groupls @ NoPFS
Lifetime : 28800 (180-86400) seconds, default: 28300
Lifesize: Enable
Lifesize: 250000 (1,800-4,194,303)KB
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Step 2: Configuring a VPN peet
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Click Netwotk > VPN > IPSec VPN. In Name: toclient (1-31) chars
Interface: ethemnet0/2 v
the VPN Peer List tab, click New. Mode ® Main © Aggressive
Type: () Static IP (&) Dynamic P @ User Group
In the Basic tab, configure the following AaaServer. local v
Local ID: @None O FGDN (O U-FQDN () ASNT-DN O KEY.D ©IP
setungs: PeerID: @None O FQDN () U-FQDN @) ASN1-DN O KEY.ID O IP
Proposali: plifori2tp W
o Name: toclient Proposai2 | — 4
Proposal3: - v
I £ th > Proposald: - v
© nterrace: ernetO/ Per-shared Key: | eweesesee (5-12T)chars
User Key: Generate
o Mode: Main
o Type: User Group Connection Type: @ Bidirectional () Initiator iC) Responder
NAT Traversal: Enable
o AAA Server: local Any Peer ID: Enable
Generate Route: [T] Enable
o Proposall: plforl2tp
DPD: [] Enable
o Pre-shared Key: hillstone Description: (0-255) chars
XAUTH Server: [[] Enable
In the Advanced tab, configure the fol-
lowing settings:
o NAT Traversal: Enable
o Any Peer ID: Enable
o Keep the default of other parameters
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Step 3: Configuring IKE VPN

Click Network > VPN > IPSec VPN. In Peer

Peer Name: taclient [» [ Eait |
the IKE VPN List tab, click New. Information: " Name Mode Type Local ID Peer D
toclient Main User Group

In the Basic tab, configure the following

Tunnel
: MName: toclienttunnel (1-31) chars
settings:
g Made: @ tunnel @) transport
P P2 Proposal: p2fori2tp
o r
cc Proxy 1D: @ Auto © Manual

o Peer Name: toclient
Enable ldle Time: Enable

o Tunnel DF-Bit: @ Copy ) Clear ) Set
Anti-Replay: @ Disable () 32 © 64 © 128 © 256
Commit Bit: Enable

o Name: toclienttunnel
Accept-all-proxy-ID;  [¥] Enable

Auto connect: Enable

o Mode: transport

o P2 proposal: p2forl2tp

In the Advanced tab, configure the fol-

lowing settings:
o Accept-all-proxy-1D: Enable

o Keep the default of other parameters

Configuring L2TP VPN

In device A, configure the following settings:
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Step 1: Creating a L2TP pool
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Select Network > VPN > 1L2TP VPN >

Addtess Pool Start IP:

In the Address Pool dialog, click New. End IF:

Address Pool Name:

pooll
192.168.3.2

192.168.3.100|

o Address Pool Name: pooll
o StartIP:192.168.3.2

o EndIP:192.168.3.100

Step 2: Adding a user in the 'local' AAA server

Select Object > User > Local User > Name: Userl
NCW > User. Passwaord: SRR
Confirm Password: """"-|
o Name: userl
o Password: hillstone
o Confirm Password: hillstone
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Step 3: Configuring a L2TP VPN instance

Select Network > VPN > 1L2TP VPN >

New.

In the Name/Access User tab, configure

the following settings:
o I2TP VPN Name: 2tpinstancel
o AAA Server: local

o Click Add

In the Interface/Address Pool/IPSec Tun-

nel tab, configure the following settings:
o Egress Interface: ethernet0/2
o Tunnel Interface: tunnell
o Address Pool: pooll

o L2TP over IPSec: toclienttunnel

L2TP VPN Name:

Assigned Users

Select AAA server for user authentication

lacal view AAA server

12tpinstancel ( 1-31) chars

AAA Server:
—C ST
Verify User Domain Name Enable
AAA Server Domain Werify User Domain Name | | Add |
local Delete
Access Interface
Egress Interface: sthemetn/2 The interface where L2TP server
listens the request from L2TP client.
Tunnel Interface
Tunnel Interface: [tunnel1 [~ Edit |
Information: Zone IP Address Mask
trust 192.168.3.1 2552552550
Address Pool
Address Pool: pooll [~/ Edit |
Information: Start IP End IP
192.168.3.2 192.168.3.100

L2TP over IPSec
L2TP over IPSec

toclienttunnel

Set up a VPN connection in iOS Android

Take i1OS 10 and Android 7 as examples.

Allowing Remote Users (iOS/Android) fo Access a Private Network Using L2TP over
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Steps of setting up a VPN connection in iOS 10. (Before configuring your iPhone, make sure thatit can

access the Internet normally.)

. eseee 4G 16:54 @ © 100% R eecee 4G 16:54 @ 9 99% WM
Enter VPN configuration page:
page Settings £ Settings General
. ) Airplane Mode
1. Select Settings > General in your Restrictions off
WLAN off
1Ph01’1€. Bluetooth Off Date & Time
@ Cellular
. ) Keyboard
2. Swipe down and click VPN.
Personal Hotspot Off Language & Region
. . Dictiona
3. Click Add VPN Configuration: - Notifications v
[>)
Control Center iTunes WLAN Sync
Do Not Disturb IVPN Not Connected
l@ General l Regulatory
Display & Brightness
Wallpaper Reset
_m Sounds
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Steps of setting up a VPN connection in iOS 10. (Before configuring your iPhone, make sure thatit can

access the Internet normally.)

Configuring VPN properties:

1. Click Add VPN Configuration on
VPN page.

2. Enter the following configurations

on Add Configuration page.

o Type: Click the drop-down list
and select L2TP.

o Description: Enter the custom
name L2TP over IPSec to

mark the L.2TP connection.
o Server: 10.10.1.1

o Account: userl, the login
account that has been added in

local AAA server

o Password: hillstone, the cot-
responding password of the

account.

o Secret: hillstone, the pre-shared

key.

3. Click Done on the top right corner.

Allowing Remote Users (iOS/Android) to Access a Private Network Using L2TP over
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..... 46 16:55 @ © 99% WEE eseee 4G 17:01 @ o 98% W
( General VPN Cancel L2TP over IPSec Done
I Add VPN Configuration... I IType L2TP

Description L2TP over IPSec
Server 10.10.11

Account user1

RSA SecurlD

Password eeeeeccee

Secret (IYYYYYYY)

Send All Traffic

PROXY

off Manual |

Auto

)
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Steps of setting up a VPN connection in iOS 10. (Before configuring your iPhone, make sure thatit can

access the Internet normally.)

Enabhng VPN and Connect LZTP over | 46 17:02 @ O 98% EER eccce 4G (&Y 17:03 @ 9 98% W
£ General VPN £ General VPN
IPSec VPN:
VPN CONFIGURATIONS VPN CONFIGURATIONS
Status Not Connected Status _Connected O
1. Select the configured VPN: L2TP | ]
over IPSec. ~ L2TPoverIPSec ® v LgTP over IPSec @
2. SWlpe the Status button. Add VPN Configuration... Add VPN Configuration...
3. After VPN being connected suc-
cessfully, the status shows Con-
nected and there will appear VPN
on the top of screen.
4. After VPN being connected suc-
cessfully, you can access the internal
server: 192.168.1.2.
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Steps of setting up a VPN connection in Android. (Before configuring your iPhone, make sure thatit can

access the Internet normally.)

Enter the VPN configuration page:

1. Select Settings > VPN in your
Android phone.

2. Click Add VPN at the bottom of

screen.

Allowing Remote Users (iOS/Android) to Access a Private Network Using L2TP over
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17:31 7.16K/s © & il HD (o) 74% 17:32

Settings < VPN

VPN

NETWORK

O SIMcards & mobile networks

= WLAN CloudEdge
Bluetooth Off
Personal hotspot Off

@ VPN off
More

PERSONAL
Display

¥ Wallpaper
Themes

0.36K/s © % _al HD Cam 74%

Add VPN
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Steps of setting up a VPN connection in Android. (Before configuring your iPhone, make sure thatit can

access the Internet normally.)

Configuring VPN properties:

216

1. Enter the following configurations

on Add VPN page.

Enter the custom name L2TP
ovet IPSec to mark the L.2TP

connection.

TYPE: Click the drop-down list
and select L2TP/IPSec PSK.

Server address: 10.10.1.1
IPSec pre-shared key: hillstone

Account: userl, the login
account that has been added in

local AAA server.

Password: hillstone, the cor-
responding password of the

account.

2. Click OK on the top right corner.

17:33 0.45K/s ® & _al HD (I 74%
Cancel Add VPN
Name L2TP over IPSec

IYPE

L2TP/IPSec PSK

[ Server address 10.10.1.1 ]

L2TP secret

IPSec identifier

[IPSec pre-sharedkey | seseeeces -]

Show advanced options

Username user1

Password = sesscasse

Allowing Remote Users (iOS/Android) to Access a Private Network Using L2TP over

IPSec VPN



StoneOS Cookbook

Steps of setting up a VPN connection in Android. (Before configuring your iPhone, make sure thatit can

access the Internet normally.)

Enabling VPN and connect L2TP over
IPSec VPN:

1. Select the configured VPN: L2TP

over IPSec.
2. Swipe the VPN button.

3. After VPN being connected suc-
cessfully, the status shows Con-
nected and there will appear a VPN

sign on the top screen.

4. After VPN being connected suc-

cessfully, you can access the internal

server: 192.168.1.2.

17:34 1.07K/ls © & .l HD (B 74% W7:34@
< VPN < VPN
VPN VPN

CONFIGURATION

CONFIGURATION

’> L2TP over IPSec

+

Add VPN

l s L2TP over IPSec
Connected

10.3K/s O © & il HD (e 73%

Le]

Add VPN
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Connection between Two Private Networks Using GRE over

IPSec VPN

This example introduces how to create GRE over IPSec VPN to protect the communication between the private

network of the headquarters and the private network of the branch.

The topology is shown as below. Device A acts as the gateway of the headquarters and device B acts as the gateway

of the branch. To protect the communication between two private networks, use GRE over IPSec VPN.

Headguarters Branch
10.89.17.226/22 10.89.18.131/22
ethQ/0 i - Ieth{lﬂl
pC1 192.168.1.1/24 Device A Device B / PC2
192.168.1.2/24 192.168.2.1/24 192.168.2.2/24

*Duce to lab environment, use 10.89.16.0/22 to represent the public network segment.

The configuration process consists of five parts:
o Configure basic settings
o Configure IPSec VPN
o Configure GRE VPN

o Configure route and policies
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Configuring Basic Settings

Step 1: Configuring interfaces for device A

Configuring the interface connected to

the intranet

Select Network > Interface, and double-

click ethernet0/0.
o Binding Zone: Layer 3 Zone
o Zone: trust
o Type: Static IP
o IP Address: 192.168.1.1
o Netmask: 255.255.255.0
o Keep the default of other parameters

Configuring the interface connected to

Internet

Select Network > Intetface, and double-

click ethernet0/1.
o Binding Zone: Layer 3 Zone
o Zone: untrust
o Type: Static IP
o IP Address: 10.89.17.226
o Netmask: 255.255.252.0

o Keep the default of other parameters

219

Basic
Interface Name:  athernst0/0
Description: | | (0-63) chars
Binding Zone: ™ Layer 2 Zone Layer3 Zone () TAP
Zone: | trust v |
IP Configuration
Type: Static IP ) DHCP
IP Address: 1192.168.1.1 |
Net mask: 1255.255.255.0 |
Basic
Interface Name:  athernetd/1
Description: | | [0-63) chars
Binding Zone: ) Layer 2 Zone Layer 3 Zone () TAP
Zone: untrust v/
IP Configuration
Type: Static IP () DHCP
IP Address: 110.89.17.226 |
Net mask: 1255.255.252.0 |

Connection between Two Private Networks Using GRE over|IPSec VPN
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Step 1: Configuring interfaces for device A

Configuring the tunnel interface.

Select Netwotk > Intetface > New >

Tunnel Interface.
o Interface name: tunnell
o Binding Zone: Layer 3 Zone
o Zone: trust
o [P Address: 172.2.2.1
o Netmask: 255.255.255.0

o Keep the default of other parameters

Step 2: Configuring interfaces for device B

Configuring the interface connected to

theintranet

Select Netwotk > Intetface, and double-

click ethernet0/4.
o Binding Zone: Layer 3 Zone
o Zone: trust
o Type: Static IP
o [P Address: 192.168.2.1
o Netmask: 255.255.255.0

o Keep the default of other parameters

Basic

Interface Name:  tunnall
Description: (0-63) chars
Binding Zone: @ Layer3 Zone () TAP
Zone: trust w
IP Configuration
Type: @ Static IP i) DHCP
IP Address: 172.2.2.1
MNet mask: 255.255.255.0
Basic
Interface Mame:  athametl/4
Description: [(D-63) chars
Binding Zone: ) Layer2 Zone @ Layer3 Zone (0 TAP
Zone: trust »
IP Configuration
Type: @ Static IP i DHCP
IP Address: 192.168.2.1
MNet mask: 255.255.255.0
220
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Step 2: Configuring interfaces for device B

Configuring the interface connected to

Internet

Select Network > Interface, and double-
click ethernet0/1.

o

Binding Zone: Layer 3 Zone
o Zone: untrust

o Type: Static IP

o IP Address: 10.89.18.131

o Netmask: 255.255.252.0

[e]

Keep the default of other parameters

Configuring the tunnel interface.

Select Network > Interface > New >

Tunnel Interface.
o Interface name: tunnell
o Binding Zone: Layer 3 Zone
o Zone: trust
o [P Address: 172.2.2.2
o Netmask: 255.255.255.0

o Keep the default of other parameters

StoneOS Cookbook

Basic

Interface Name:

ethermstD/1

Description: [(0-63) chars
Binding Zone: O Layer2 Zone @ Layer3 Zone (O TAP
Zone: untrust v
IP Configuration
Type: @ Static IP &) DHCP
IP Address: 10.89.18.131
Net mask: 1255.255.252.0) |
Basic
Interface Name:  tunnall
Description: (0-63) chars
Binding Zone: @ Layer3 Zone () TAP
Zone: trust ~
IP Configuration
Type: @ Static IP () DHCP
IP Address: 172.2.2.2
Net mask: 1255.255.255.0] |
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Configuring IPSec VPN

Step 1: Configuring IPSec VPN for device A

Create a P1 proposal and a P2 proposal.

Click Network > VPN > [PSec VPN. In
the P1 Proposal tab, click New.

o Proposal Name: plforgre
o Authentication: Pre-share
o Hash: SHA

o Encryption: 3DES

o DH Group: Group?2

o Lifetime: 86400

In the P2 Proposal tab, click New.
o Proposal Name: p2forl2tp
o Protocol: ESP
o HASH:SHA
o Encryption: 3DES
o Compression: None
o PES Group: No PFS

o Lifetime: 28800

Phase1 Proposal Configuration

Proposal Name:

piforgre

Authentication: Pre-share () RSA-Signature () DSA-Signature

Hash: ) MD5 @ SHA (0) SHA-256 (0 SHA-384 (0 SHA-512

Encryption: 3DES ) DES &) AES ) AES-192 &) AES-256

DH Group: @) Group1 @ Group2 (O Group5 (D Group14 (O Groupis
© Group1§

Lifetime : |354‘00 | (300-86400)seconds,defzult: 86400

Phase2 Proposal Configuration

Proposal Name: p2forgre

Protocol: @ ESP ) AH

Hash: MDS SHA SHA-256 [F] SHA-384 SHA-512
NULL

Encryption: 3DES DES AES AES-192 [ AES-256
NULL

Compression: None ) Deflate

PFS Group: ) Group1 ) Group2 ) Groups () Groupi4 ) Grg
© Group16 No PFS

Lifetime |ZBBOO | (180-86400) seconds, default: 28800

Lifesize: Enable

Connection between Two Private Networks Using GRE over IPSec VPN 222



Step 1: Configuring IPSec VPN for device A

Configure a VPN peer.

Click Network > VPN > IPSec VPN. In

the VPN Peer List tab, click New.

In the Basic tab, configure the following

settings:

223

Name: center2branchl_ipsec
Interface: ethernet0/1

Mode: Main

Type: Static IP

Peer IP: 10.89.18.131
Proposall: plforgre
Pre-shared Key: hillstone

Keep the default of other parameters

StoneOS Cookbook

Name:
Interface:
Maode:
Type:
Peer IP:
Local 1D:

Peer|D:

Proposali;
Proposalz;
Proposal3;
Proposald.
Per-shared Key:

center2branchl_ipsaec

athemetd/1 w

@ Main D) Aggressive

@ Static IP ) Dynamic IP (&) User Group
10.89.18.131

@ None ) FQDN @ U-FQDN @) ASN1-DN

@ Nons © FQDN (O U-FQDN (O ASN1-DN

piforgre v
------ v
------ v
------ v
[y (5-127) chars
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Step 1: Configuring IPSec VPN for device A

Conﬁguj:e IKE VPN. IKE VPN Configuration
Basic Peer
Click Network > VPN > IPSec VPN. In i PeerName:

Information:

the IKE VPN List tab, click New.

In the Basic tab, configure the following Tunnel
Mame:
settings: Mode:
P2 Proposal:
o Peer Proxy 1D

center2branchl_ipssc w Edit
Name Mode Type
center2bran... | Main Static IP

center2branchl_ipsec_tunnel

@ tunnel () transport
p2forgre v
@ Auto © Manual

o Peer Name: center2branchl__

ipsec
o Tunnel

o Name: center2branchl_ipsec_tun-

nel
o Mode: tunnel
o P2 proposal: p2forgre

o Keep the default of other parameters
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Step 2: Configuting IPSec VPN for device B

Create a P1 proposal and a P2 proposal.

Click Network > VPN > IPSec VPN. In
the P1 Proposal tab, click New.

o Proposal Name: plforgre
o Authentication: Pre-share
o Hash: SHA

o Encryption: 3DES

o DH Group: Group2

o Lifetime: 86400

In the P2 Proposal tab, click New.
o Proposal Name: p2forgre
o Protocol: ESP
o HASH:SHA
o Encryption: 3DES
o Compression: None
o PES Group: No PES

o Lifetime: 28800

StoneOS Cookbook

Phase1 Proposal Cenfiguration

Proposal Name: piforgra
Authentication: @ Pre-share
Hash: 0 MD5
Encryption: @ 3DES
DH Group: @) Group1
D) Group16
Lifetime : 86400

©) RSA-Signature ) DSA-Signature
@ SHA © SHA-256 © SHA-384 @ SHA-512
) DES ) AES () AES-192 (0 AES-256

@ Group2 (O Groups (D) Group14 () Groupis

(300-86400)seconds, default:86400

Phase2 Proposal Configuration

Proposal Name: p2forgra
Protocal: @ ESP
Hash: [F1 MDs
[F] NULL
Encryption: 3DES
[F] NULL
Compression: @ None
PFS Group: @) Group1
) Group16
Lifetime : 28800
Lifesize: [ Enable

© AH
SHA [[]SHA-256 []SHA-384 [ SHA512

[[]DES [ AES [[]AES-192  [F] AES-256

7) Deflate

) Group2 0 Groups () Group14 D Gy
@ No PFS

(180-86400) seconds, default: 28800
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Step 2: Configuting IPSec VPN for device B

Configure a VPN peet. Name: tocenter_ipsac (1-31) chars
. Interface: sthermnst0/1 v
Click Network > VPN > IPSec VPN. In ) ) )
Mode: @ Main ) Aggressive
the VPN Peer List tab, click New. Type: @ Static IP @ Dynamic IP @ User Group
FPeer IF: 10.89.17.226
In the Basic tab, configure the following
? ) o Local ID: @ Nong ) FGDN O U-FQDMN ) ASN1-DN
Settil’lgSZ Peer ID: @ Nong ) FQDN @ U-FQDN @ ASN1-DN
Propasali: plfargre v
o Name: tocenter_ipsec Proposalz: < -
Proposal3: |- ¥
o Interface: ethernet0/1 _
Proposald: |- b
. Per-shared Key: sesesnnes (5-127)chars
o Mode: Main

o Type: Static IP

o Peer IP:10.89.17.226

o Proposall: plforgre

o Pre-shared Key: hillstone

o Keep the default of other parameters
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Step 2: Configuting IPSec VPN for device B

Conﬁgure m VPN IKE VPN Configuration
‘ Basic Peer
Click Netwotk > VPN > IPSec VPN. In i Peor Name:  [tacenter fpsec (Bt )
Advanced Information: Name Mode Type
the IKE VPN List tab, click New. tocenter_ipsec | Main Static IP
>

In the Basic tab, configure the following Tunnel

Name: ‘tocenter_ipsec_tunnel | (1-31) chars
setu'ngs: Made: @ tunnel @) transport

P2 Proposal: | p2fargre |v|

o Peer Froxy ID: @ Auto ) Manual

o Peer Name: tocenter_ipsec
o Tunnel
o Name: tocenter_ipsec_tunnel
o Mode: tunnel
o P2 proposal: p2forgre

o Keep the default of other parameters

Configuring GRE VPN

GRE VPN configurations are not supported by WebUL You need to use CLI to complete the following GRE VPN

configurations.
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Step 1: Configuring GRE VPN for device A

Create 2 GRE tunnel.

anchl_ipsec_tunnel

1. In the global configuration mode,
create a GRE tunnel:

tunnel gre center2branchl

2. Specify the source IP address of the
tunnel:

source 10.89.17.226

3. Specity the destination IP address of
the tunnel:

destination 10.89.18.131

4. Specify the egress interface of the
tunnel:

interface ethernetO/1

5. Specity the IPSec VPN tunnel:
next-tunnel ipsec center2branch1_

ipsec_tunnel
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Step 1: Configuring GRE VPN for device A

Bind the GRE tunnl to the tunnel intet- Device-A(config)# int tunnell

Device-A(config-if-tunl)# tunnel gre center2branchl

face.

1. Enter the interface configuration
mode of tunnell:

int tunnell

2. Bind the GRE tunnel:

tunnel gre center2branchl
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Step 2: Configuring GRE VPN for device B

Create 2 GRE tunnel.

nter_tunnel

1. In the global configuration mode,
create a GRE tunnel:

tunnel gre branchl

2. Specify the source IP address of the
tunnel:

source 10.89.18.131

3. Specity the destination IP address of
the tunnel:

destination 10.89.17.226

4. Specify the egress interface of the
tunnel:

interface ethernetO/1

5. Specity the IPSec VPN tunnel:

next-tunnel ipsecto_center_tunnel

Bind the GRE tunnl to the tunnel inter- Device-B(config)# int tunnell

Device-B(config-if-tunl)# tunnel gre branchl

face.

1. Enter the interface configuration

mode of tunnell: int tunnell

2. Bind the GRE tunnel: tunnel gre
branch1
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Configuring Route and Policies

Step 1: Configuring route and policies for device A

Conﬁgute routes. Destination Route Configuration
Select Network > Routing > Destination Virual Router: trustyr kel
. Destination: | 192,168.2.0 |
Route. Click New.
Subnet Mask: 1255.255.255.0 |
L Next Hop: ) Gateway ) Virtual Rout
o Destination: 192.168.2.0 )
@ Intarface @ Virtual Rout
Interface: |tunne|1 |v|
o Subnet Mask: 255.255.255.0
Gateway: || |
Precedence: 1 1-255) , default: 1
o Next Hop: Interface | L :
Weight: 1 | (1-255) , default: 1
o Interface: tunnell Description: | | (0-63) chars

o Keep the default of other parameters
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Step 1: Configuring route and policies for device A

Configure a security policy that allows Name: trust_to_trust (0~05) chars
Source
the traffic to flow from the Trust zone _
Zone: trust v
H Address: Any v
whete the tunnel interface locates to the
User/User Group: v
Trust zone whete the intetnal setver loc- Destination
Zone: trust v
ates. Address: Any v
Select Policy > Security Policy. Click e
electFo cy ecurlty olicy. c Senvice/Service Group: | Any .
AFPIAPF Group: |- v
New.
Schedule: hd
Action
o Name: trust_to_trust @ Permit @) Deny 0 Security connection
WebAuth can only trust-vr
o Source

o Zone: trust
o Address: Any
o Destination
o Zone: trust
o Address: Any
o Other
o Service/Service Group: Any

o Action: Permit
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Step 2: Configuting route and policies for device B

Conﬁgu.te routes. Destination Route Configuration
Select Network > Routing > Destination Virtual Router: trust-vr ¥
. Destination: 182.168.1.0
Route. Click New.
Subnet Mask: 255.255.255.0
. . MNext Hop: 0) Gateway 0) Virtual Roy
o Destination: 192.168.1.0 )
@ Interface ) Virtual Rou
Interface: tunnell w
o Subnet Mask: 255.255.255.0 | | |
Gateway:
o Next Hop: Interface Precedence. ! (1-255) , default: 1
Weight: 1 (1-255) , default: 1
o Intetface: tunnell Description: (0-63)chars

o Keep the default of other parameters
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Step 2: Configuting route and policies for device B

Conﬂgure a security pO]iCy that allows MName: trust_to_trust (0~95) chars
Source
the traffic to flow from the Ttust zone e — =
: ddress: Any
where the tunnel interface locates to the Address & hd
User/User Group: v
Trust zone whete the intetnal setver loc- Destination
Zone: trust v
ates. Address: Any i
Select Policy > Secutity Policy > N e
electFo Cy ecunty o Cy ew. Service/Service Group: | An v
AFPIAPF Group: |- v
o Name: trust_to_trust Schedule: v
Action
o S()urcc @ Permit Deny Security connection
WebAuth can only trust-vr

o Zone: trust
o Address: Any
o Destination
o Zone: trust
o Address: Any
o Other
o Service/Setvice Group: Any

o Action: Permit

Step 3: Verifying the connection between two ptivate networks

. C:xUsers~Adninistrator>ping 192_168.2.2
After completing the above steps, the P
Pinging 192_.168.2_.2 with 32 hytes of data:

.. Reply from 192_.168.2.2: bytes=32 time=1ims TIL=128
headquarters and branch can visit each Reply from 192.168.2.2: hytes=32 time<ims TTL-128
Reply from 192.168.2.2: bytes=32 timedims TIL=128
other Reply from 192.168.2.2: hytes=32 time<ims TTL=128

Ping statistice for 192.168.2.2:

Packetz: Sent = 4, Heceived = 4, Lozt = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ims, Average = @ns
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Configuring VXLAN Static Unicast Tunnel

This example introduces how to configure VXLAN static unicast tunnel. VXLAN uses MAC-in-UDP encap-

sulation to extend Layer 2 networks, allowing a large number of tenant accesses to virtual networks.
In the topology below, PC1 and PC2 communicate through the VXLAN tunnel (VNI100).
Note: In the same tunnel, different VNIs cannot communicate with each other.

7LL1 TLL2
_N. E0/1 E0/7 RO/7 E0/1 N_
M = =

FC1 VTEP1 VTEP2 1@
Configuration Steps
VTEP1 Configuratio

Step 1: Configure the interface.

hostname(config)# intetface ethernet0/1
hostname(config-if-eth0/1)# zone 12-trust
hostname(config-if-eth0/1)# ip address 10.1.2.1/24

hostname(config-if-eth0/1)# exit

Step2: Configure VXLAN tunnel

hostname(config)# tunnel vxlan tunnel 1
hostnhame(config-tunnel-vxlan)# intetface ethernet0/7
hostname(config-tunnel-vxlan)# destination 7.1.1.2
hostname(config-tunnel-vxlan)# vni 100
hostname(config-tunnel-vxlan)# exit

hostname(config)#

Step 3: Configure the tunnel interface and bind the Layer 2 security zone.
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hostname(config)# intetface tunnell
hostname(config-if-tunl)# zone I2-trust
hostname(config-if-tun1)#tunnel vxlan tunnell
hostname(config-if-tunl)# exit

hostname(config)#
Step 4: Configure the policy.

hostname(config)# policy-global
hostname(config-policy)# ruleid 1

Rule id 1 is created
hostname(config-policy-rule)# stc-addr -any
hostname(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# setvice any
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# exit

hostname(config)#

VTEP2 Configuration

Step 1: Configure the intetface.

hostname(config)# interface ethernet0/1
hosthame(config-if-eth0/1)# zone 12-trust

hostname(config-if-eth0/1)# exit

Step2: Configure VXLAN tunnel.
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hostname(config)# tunnel vxlan tunnel 1
hostname(config-tunnel-vxlan)# interface ethernet0/7
hostname(config-tunnel-vxlan)# destination 7.1.1.1
hostname(config-tunnel-vxlan)# vni 100
hostname(config-tunnel-vxlan)# exit

hostname(config)#
Step 3: Configure the tunnel interface and bind the Layer 2 security zone.

hostname(config)# interface tunnell
hostname(config-if-tunl)# zone I2-trust
hostname(config-if-tunl)#tunnel vxlan tunnell
hostname(config-if-tun1)# exit

hostname(config)#
Step 4: Configure the policy

hostname(config)# policy-global
hostname(config-policy)# ruleid 1

Ruleid 1 is created
hostname(config-policy-rule)# stc-addr -any
hostname(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# exit

hostname(config)#

Step5: Vetify result
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PC1 and PC2 can communicate with each other through the VXLAN tunnel successfully.
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High Availability

High Availability is a redundancy backup methhod. It uses two identical devices to ensure that when one fails to

work, the other will immediately takes over to provide network consistency.

This chapter includes the following recipe:
o " Ensuring Uninterrupted Connection Using HA" on Page 240

o "Ensuring Uninterrupted Connection Using HA AA" on Page 247
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Ensuring Uninterrupted Connection Using HA

This example introduces how to configure two devices working under Active-Passive mode to provide high avail-

ability for the protected network.

The topology gives a typical user scenatio for HA. In the designed scenario, one (Device A)of the HA devices will

be working under the active mode, while the other (Device B) is under passive mode. The active device will syn-

chronize its data and status to the passive device. When the active one fails, the passive device will immediately

switch to be active, without interrupting the network.

o0 /

- - Device A
el

Server
Trust Zone
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Configuration Steps

Step 1: Configuring track object of Device A. This monitors Device A's eth0. When A's interface fails to

work, Device B takes over.

Select Object > Track Object, and click Track Object
Name: |UECK1 | {1-31 ) characters
New.
Threshold: |255 | (1-255), default: 255
o Name: track1 Track Type: ® Interface ©) HTTP/Ping/ARP/IDNSTCP
Add Track Members
o 'Threshold: 255
< Add | = Delete
Type Interface Weight
o Track Type: Select Interface, and o f— e
click Add. In the prompt, select eth-
ernet0/0, and weight as 255.
Step 2: Configuring HA
Device A Group 0
| Mew
Select > nder the Group(
clect System > HA, under the Group Priority: 10 & (1-254)
part: Preempt: 0 @ (0-600)secs
Hello interval: 1000 | (50-10000}ms
o Priority: 10 | E
Hello threshold: |3 @ (3-255)
o Track Object: trackl Gratuitous ARP | 15 E {10-20)
packet number; =
Track Object: track1 v
Discription: | - (1-31)chars
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Step 2: Configuring HA

Device B

Select System > HA, under the Group0

part:

o Priority: 100

Step 3: Configuring Device A's interface

and policy
Select Netwotk > Interface, and double
click ethernet0/0.

o Binding Zone: Layer 3 Zone

o Zone: untrust

o Type: Static IP

IP Address: 100.1.1.4

e}

o

Netmask: 29

Group 0
New
N 5 Ay
Friarity: 1 100] A1 (1-254)
Freempt: ] 3 (0-600)=secs
Hello interval: 1000 c (20-10000)ms
Hello threshald: 3 3 (3-255)
Gratuitous ARP 15 A~ 1 U-EU}
packet number: =2
Track Object: — w
Discription: (1-31)chars
Basic
Interface Mame:  ethernet0/0
Description: (0-63) characters
Binding Zone: () Layer 2 Zene @ Layer 3 Zone D) TAP
Zone: untrust w
IP Configuration
Type: @ Static IP () Dhep
IP Address: 100114
Metmask: 28
242
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Step 3: Configuring Device A's interface

and policy
Select Netwotk > Interface, and double
click ethernet0/1.
o Binding Zone: Layer 3 Zone
o Zone: trust
o Type: Static IP
o IP Address: 192.168.1.4
o Netmask: 29
Select Policy > Security Policy, and click
New.
o Name: policy
o Source Information
o Zone: trust
o Address: Any
o Destination Information
o Zone: untrust
o Address: Any
o Other Information
o Service/Server Group: Any

o Action: Permit
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Basic
Interface Name:  ethernet0i
Description: (0-63) characters
Binding Zone: (0) Layer 2Zene (@ Layer3Zene  (O) TAP
Zone: trust w
IP Configuration
Type: @) Static IP ) Dhep
IP Address: 19216814
Metmask: 29
Mame: policy

Source Infermation

Zone: frust

Address: Any

UserUser Group:
Destination

Fone: untrust

Address: Any

Other infermation

Service/Service Any
Group:

APPIAPF Group: | ——
Schedule:

Action

@ Permit Z) Deny

(0) Security coennection
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Step 4: Configuring HA control link

interface and enabling HA

Device A

Select System > HA.

[e]

Control Link Interface 1: eth-
ernet0/4

Control Link Interface 2: eth-
ernet0/8

IP Address: 1.1.1.1/24

HA Cluster ID: 1

Device B

Select System > HA.

[e]

Control Link Interface 1: eth-
ernet0/4

Control Link Interface 2: eth-
ernet0/8

IP Address: 1.1.1.2/24

HA Cluster ID: 1

Control link interface 1: | ethernet0/4 v

Control link interface 2; | ethernet0/8 w

Data link interface: — v

IP Address: 1111 |24

HA cluster ID: 1 b Mode ID: |0
Peer-mode; [] Enable

Control link interface 1: | ethernetd/4 v

Control link interface 2: | ethernetd/s v

Data link interface: — v

IP Address: 1112 24

HA cluster ID: 1 v Node ID:
Peer-mode: [ Enable
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Step 5: Configuring management IP of active and passive devices after synchronization

Device A IP Configuration
Type: (@ Static IP (7) Dhep
Select Netwotrk > Intetface, and double
IP Address: 19216814
lick eth 1. the Basi
click ethernet0/1. Under the Basic tab, Netmask: |29| |
under IP Configuration, click Advanced. Enable DNS Proxy @ Proxy © Proxy-Trans

[] Enable DNS Bypass

Management IP
IF Address: 192 1681253

o Management IP

o IP Address: 192.168.1.253

Device B Management IP

IP Address: 1021681254 |

Select Network > Interface, and double

click ethernet0/1. In the Basic tab, under

IP Configuration, click Advanced.
o Management IP

o [P Address: 192.168.1.254
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Step 6: Results
After configuration, select System > Sys- Device A:
tem Information. Behind the "HA state"
HA State: Master
item, the device's HA status will show.
Device A Device B:
o HA Status: Master HA State: Backup

Device B

o HA Status: Backup

When Device A fails to forward traffic or Device A':

its eth0/0 is disconnected, Device B will
HA State: Monitor Failed
turn to Active and starts forwarding
without interrupting protected network. Device B:
Select System > System Information. HA State: Master

The HA state item shows device's status.

Device A

o HA Status: Monitor Failed

Device B

o HA Status: Master

Ensuring Uninterrupted Connection Using HA 246



StoneOS Cookbook

Ensuring Uninterrupted Connection Using HA AA

This example introduces how to configure two devices working under Active-Active mode to provide high avail-

ability for the protected network.

Before configuration, confirm that the two Hillstone devices built into HA typical networking mode use exactly the
same hardware platform, firmware version, and install the same license, and the two devices use the same interface

to connect to the network.

As shown in the figure below, the two devices forming the HA AA mode are Device A and Device B. After the con-
figuration is complete, both devices will enable the HA function. The system elects Device A as the master device of
group 0, and Device B preempts it as the master device of group 1. Device A performs synchronization con-
tiguration with Device B. Under normal circumstances, the two devices run their own tasks independently: Device

A forwards the traffic that the finance department and R&D department access the network; Device B forwards

the traffic that the R&D server group accesses the network. If one of the devices fails, the other device can run its
own work while taking over the work of the failed device to ensure uninterrupted work. For example: Device B

fails to work, Device A will forward the network traffic of the R&D server group while forwarding the network

traffic of the finance department and the R&D department.

The traffic
of Master
__ __ The traffic
of Backup

e0/0: 1
E——
=aa Device B

ey~ /ewj e0/311

Server  Server

R&D server group
gw: 30.1.1.1

Iy
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Configuration Steps

Step 1: Configuring HA
Device A Group o
Mew

Select System > HA, under the Group0 Erioity * ( 10 :J

part: Preempt * ( 3 :J
Hella interval * 200 o

° Priority: 10 Hello threshold = 15 o

Gratuitous ARP packet ( 15 :J
number *

o Preempt: 3

o Gratuitous ARP packet number: 15

D . CA Group 1
Delete
Select System > HA, under the Group( e o v
Preempt * 3 :
part, click New. Under the Groupl part:
o Priority: 200
o Preempt: 3
Device B croup©
Rz
Select System > HA, under the Group0 Prinriyy * [ 200 0 J
part' Preempt * [ 3 : ]
Hella interval = 200 o
o Priority: 200 Hella threshold * 15 o
Gratuitous ARP packet | 15 o
number * [ J

o Preempt: 3

o Gratuitous ARP packet number: 15
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Step 1: Configuring HA

Device B

Select System > HA, under the Group0

part, click New. Under the Groupl part:

o Priority: 20

o Preempt: 3

o Gratuitous ARP packet number: 15

Group 1

S

Priority = ( 20

S

Preempt * 3
Hello interval = 200
Hello threshold * 15

Gratuitous ARF packet ( 15

2l C> <> <Y<

S

nurnber *

Step 2: Configuring HA control link interface and enabling HA

Device A

Select System > HA.

o Control Link Interface 1: eth-
ernet0/4

o IP Address: 100.0.0.1/24

o HA Cluster ID: 1

Device B

Select System > HA.

o Control Link Interface 1: eth-
ernet0/4

o IP Address: 100.0.0.100/24

o HA Cluster ID: 1

Control link interface 1 [ ethernetlid

Contral link interface 2

Agsist Link Interface

Data link interface 1

Data link interface 2

Data Multicast

E)

IP Address [ 100.0.0.1

HA cluster ID 1

JNDdE i}

Control link interface 1 ( ethernetl/d

Control link interface 2

Assist Link Interface

Data link interface 1

Data link interface 2

Data Multicast

IP Address 100.0.0.100

fooz4

HA cluster ID ( 1

J node 1D
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Step 3: Configuring Device A's interface
Select Network > Intetface, and double
click ethernet0/0.

o Binding Zone: Layer 3 Zone

o Zone: untrust

o Type: Static IP

o JP Address: 192.168.1.1

o Netmask: 255.255.255.0
Select Network > Intetface, and double
click ethernetO/1.

o Binding Zone: Layer 3 Zone

o Zone: trust

o

Type: Static IP

IP Address: 10.1.1.1

o

Netmask: 255.255.255.0

o

Select Network > Intetface, and double

click ethernet0/2.
o Binding Zone: Layer 3 Zone
o Zone: trust
o Type: Static IP
o [P Address: 20.1.1.1

o Netmask: 255.255.255.0
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Interface MName

ethermet0/od

Description

Binting Zane Layer 2 Zone Mo Binding
Zone* untrust

HA sync o

IP Configuration

Type Static IP DHCP FPPOE

IP Address 192.168.1.1

MNetrmask 255.255.255.0

Interface Name ethernetns

Description

Binding Zane Layer 2 Zane Mo Binding
Zone * trust

HA sync O

IP Cenfiguration

Type =ieillsl DHCF PPPOE

IP Address 1mi111

Metmask 255.255.255.0

Interface Mame ethernetds2

Description

Binding Zone Layer 2 Zone Mo Binding
Zone * trust

HA& sync [ o]

IP Configuration
Type
IP Address

Metmask

Static 1P [l el

20111

255.255.255.0
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Step 3: Configuring Device A's interface

Select Netwotrk > Intetface, click

New.Choose Virtual Forward Interface.

o

Interface Name: ethernet0/3:1
o Binding Zone: Layer 3 Zone

o Zone: trust

o Type: Static IP

o IP Address: 30.1.1.1

[e]

Netmask: 255.255.255.0
Select Network > Interface, click
New.Choose Vittual Forward Interface.
o Interface Name: ethernet0/0:1
o Binding Zone: Layer 3 Zone
o Zone: untrust
o Type: Static IP
o IP Address: 192.168.2.1

o Netmask: 255.255.255.0

Virtual Forward Interface

Interface Mame ethernetDss |

Description

Binding Zone Layer 2 Zone Mo Binding
Zone * trust

IP Cenfiguration

Type Static P [islglea]

IF Address 30111

Metmask 285.255.255.0

Virtual Forward Interface

Interface Name ethernetd/ 1 o

Description

Einding Zone Layer 2 Zone Mo Binding
Zane * untrust

IP Configuration

Type DHCP
IP Adriress 152.168.2.1
Hetmask 2552552550
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Step 4: Configuring track object of device. Use the monitoring object to monitor the status of the interfaces

of Device A and B. Once one of the intetfaces fails to work, it will be switched.

DCViCC A Track Object Configuration
. Name * group (1-3tychars
Select Object > Track Object, and click
Threshold 288 (1- 265, default 255
NCW Track Type Protocol Traffic Quality
HA ync [ o]
Add Track Members
o Name: group0 @ s
Type Interface Weight
° Track Tm)e Interface Interface ethernetd/0 255
Interface ethernet0r1 255
Interface ethermet0/2 255
o Add Track Members: Click Add. In
the prompt, select ethernet0/0.  eth-
ernet0/1+ ethernet0/2.
DCViCC A Track Object Configuration
. Narme * groupt (1- 31} chars
Select Object > Track Object, and click
Threshold 235 (1 - 259), defaull; 255
NCW Track Type Protocol Traffic Quality
HA syne [ @)
Add Track hembers
o Name: groupl @ and [T Delets
Type Interface Weight
o Track Type: Interfﬁce Intertace ethernetn/o:1 265
Interface ethernetss:1 225

o Add Track Members: Click Add. In
the prompt, select ethernet0/0:1+  eth-
ernet0/3:1.
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Step 4: Configuring track object of device. Use the monitoring object to monitor the status of the interfaces

of Device A and B. Once one of the intetfaces fails to work, it will be switched.

Device A Group0':

Track Ohject graup0

Select System > HA, under the Group0

part:
Group1:

o Track Object: group0

Track Ohbject group1

Under the Group1 part:

o Track Object: groupl

Device B GroupO0:

Track Onject groupo

Select System > HA, under the Group0

part:
Group1 :

o Track Object: group0

Track Ohject group1

Under the Group1 part:

o Track Object: groupl
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Step 5: Configuring Device A's SNAT

Select Policy > NAT > SNAT, and click

New.

o Requirements

o

254

o

Type: IPv4

o Source Address: Address Entry;

Any

o Destination Address: Address

Entry; Any

o Hgress: Egress Interface; eth-

ernet0/0
Translated to

o Kgress IF IP

StoneOS Cookbook

SNAT Configuration

Requirements
Wirtual Router *

Type

Source Address *
Destination Address *
Ingress Traffic
Egress

Service

Translated to

Translated

trustwr

N 1AT46
Agdress Entry
Agdress Entry

All Traffic

NATEA

Egress Interface

Any

Egress IF IP

Specified IP

IPv6

Arty

Arty

[ gthermetl/a

Mo MAT
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Step 5: Configuring Device A's SNAT
Select Policy > NAT > SNAT, and click
New.
o Requirements
o Type: IPv4

o Source Address: Address Entry;

Any

o Destination Address: Address

Entry; Any

o Hgress: Egress Interface; eth-

ernet0/0:1
o Translated to
o Kgress IF IP
o Advanced Configuration

o HA group: 1

SMNAT Configuration

Requirements

Yirtual Router * trust-vr
Type MNATAE  NATE4
Source Address * Address Entry
Destination Address © Address Entry
Ingress Traffic All Traffic
Egress Egress Interface
Service Ay
Translated to
Translated Specified IP
Sticky
Found-robin

Advanced Configuration

PG

Ay

Ay

( ethernet0/0:1

Mo MAT

Ensuring Uninterrupted Connection Using HA AA
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Step 6: Configuring Device A's policy
Select Policy > Security Policy > Policy,
click New and choose Policy.
o Name: policy
o Source Information
o Zone: trust
o Address: Any
o Destination Information
o Zone: untrust
o Address: Any
o Other Information
o Setvice: Any

o Action: Permit

256
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Policy Configuration

Mame
Type
Source Zone

Source Address

Source User
Destination Zone

Destination Address

SERVICE

Application

Action

Policy

Py [N

trust

9 Any

untrust

59 Any

ANy

Permit  Jnl=lein

Secured connection
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Step 7: Results
After configuration, select System > Sys- Device A:
tem Information. Behind the "HA state” Ha State group0: Master graupt: Backup
item, the device's HA status will show.
Device A Device B:
HA State groupd: Backup  groupt: Master

o HA State:

group0: Master groupl: Backup

Device B

o HA State:

groupO: Backup groupl: Master

When Device B fails to work, Device A Device A:

ill f k traffic of
will forward the network traffic of the HA State groupd: Master groupd: Master

R&D server group while forwarding the

network traffic of the finance department ~ Device B

and the R&D department. Ha, State groupd: Backup  groupt: Manitor Failed

Select System > System Information.

The HA state item shows device's status.

Device A

o HA Status:
group0: Master groupl: Master
Device B
o HA Status:

groupO: Backup groupl: Monitor
Failed
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Quality of Service (QoS)

QoS adopts the concept "pipe" to indicate traffic control method. A pipe is a bandwidth limit. The system divides

bandwidth by creating pipe of different sizes.

This chapter contains the following recipe:
o " QoS Control" on Page 259

o "Outbound Link Load Balance" on Page 266

Quality of Service (QoS) 258
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QoS Control

This examples shows how to control Internet bandwidth allocation to different users and applications. The key fea-

ture that applies in this situation is 2-Stage QoS tlow control.

As shown in the topology below, a company of 155 MB Internet bandwidth has a 2-Stage QoS requirement:

o In1stStage QoS: Within the 155 Mbps bandwidth, 40 Mbps will be allocated to Department A, 40 Mbps to

Department B, and the remaining 75 Mbps will be shared by all employees.

o In2nd Stage QoS: The total P2P flow is limited to 10 Mbps, in which downloading is limited to 2 Mbps, stream-
ing video is limited to 8 Mbps, and within the video bandwidth, Y ouku streaming is limited to 6 Mbps.

| 1st Stage : | 2ne Stage
' I
: s DeptA | :
—H 40Mbps : [ P2P Downloading
— 1 Total Bandwidth 5 L Total p2P 2Mbps
ERER L 10Mbps
155Mbps A0Mbps T P
| i
I 4 - P2P Videao
| Root Pipe Shared | | RootPipe Mbps TE?P:JIEI:;E
| | Bandwiath | [T : .
| 75Mbps Ll Sub-pipe Sub-pipe
| |
[ Sub-pipe : |
' Il

Dept.A:40Mbps Dept.B:40Mbps
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Configuration Steps

Step 1: Creating address entries for Dept. A and Dept. B

Select Object > Address Entty, and click Name: |Depta | (195) char
NCW E]Member
’ Member.  |IP Range |~ |- |
o Name: DeptA L= Member [
IP Range 10.89.9.2-10.89.9.50 e

o Member: select IP Range, and enter

"10.89.9.2" and "10.89.9.50" and

click Add.
Create another address entry: Name: [DeptB | (1-95) charz
E] Member
o Name: DCptB Member: | IPRange [~ - | |
Type Member | Add
o Member: select IP Range, and enter IP Range 10.69.9.52-10.89.9.60 Detete
"10.89.9.52" and "10.89.9.60" and
click Add.
Step 2: Create a root pipe of 155 Mbps under Level-1 Control
Select Policy > QoS, click Level-1 Con-
7> Q Pipe Mame : |TUTE|B'~"”'| |{1—53} characters
trol, and click New > Pipe. _
Parent Fipe/Control Level: Level-1 Control
o Pipe Name: TotalBW
In the same tab, click New. Source Information
Zone: |— |v |
o Source Information Interface: | ethernetdl2 |v|
Add : —_ Multiple
o Interface: ethernet0/2 ress | |v | |i|
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Step 2: Create a root pipe of 155 Mbpsunder Level-1 Control

Under the Action tab:
o Forward
o Pipe Bandwidth: 155000 Kbps
o Backward

o Pipe Bandwidth: 155000 Kbps

Forward({From condition's source to destination}

Pipe Bandwidth: 155000 Kbps w | (32-10,000,000)
Per IP/User Type: — v
BandWidth:
(32-1,000.000)
(32-1,000,000)
Priority: 7 ~ | The smaller the value, theTOS:

higher the priority

Backward(From condition's destination to source)

Step 3: Creating sub-pipes for two departments below root pipe

Select root pipe "TotalBW"and click
New.

o Pipe Name: pipeA

o Click New, and under Source Inform-

ation, select "DeptA" as Address.
o Click the Action tab:

o Forward: Bandwidth: min: 40000
Kbps; max: 155000 Kbps

o Backward Bandwidth: min:40000
Kbps; max: 155000 Kbps

QoS Control

Pipe Bandwidth: 155000 Kbps | (32-10,000,000)
Per IP/User Type: — w
BandWidth:
(32-1,000,000)
(32-1,000,000)
Pipe Name : Fipe A (1-63) characters
Farent Pipe/Control Level. TotalBW
Confition Configuration
Mew
Source Information
Zone Zone: — ~
Interface: —_ w
Address: DeptA | | Multiple
Forward(From condition's source to destination)
Pipe Bandwidth: Min Bandwidth: | 40000 Kbps |~
Max Bandwidth: | 155000 Kbps v
Per IP/User Type: - ¥
BandWidth:
Priority: 7 w | The smaller the value, theTOS:

higher the priority

Backward(From condition's destination to source)

Pipe Bandwidth: Min Bandwidth: 40000 Kbps

Max Bandwidth; | 195000 Kbps
Per IP/User Type: — v
BandWidth:
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Step 3: Creating sub-pipes for two departments below root pipe

Use the same steps to create "pipe B":
o Pipe name: pipeB
o Source address: DeptB

o (Forward and Backward) min band-

width: 40000 kbps

o (Forward and Backward) max band-

width: 155000 kbps

Step 4: Creating root pipe "p2p" under Level-2 control to limit P2P total to 10 Mbps

Select Policy > QoS, select Level-2 Con- ,
Fipe Mame : |FJ2P'| |[1—63}characters

. S P
trol and click New P1p e Farent Pipe/Control Level: Level-2 Control

o Pipe Name: p2p
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Step 4: Creating root pipe "p2p" under Level-2 control to limit P2P total to 10 Mbps

In the same tab, click New.
o Source Information
o Interface: ethernet0/2
o Other

o APP/APP Group: P2P. P2P_

Stream
Under the Action tab:
o Forward

o Bandwidth: 10000 kbps
o Backward:

o Bandwidth: 10000 kbps

QoS Control

Source Information

Zone: — w
Interface: ethernetv2 w
Address: — ¥ | | Multiple
Destination Information
Zone: - b
Interface: - b
Address: — ¥ | | Multiple
User Information
User/User "
Group:
Other Information
Service/Service -
Group:
APPIAPP P2F P2P_STREAM -
Group:
VLAN: (1-4095)
TOS: Configure (0-255)
Fipe Mame : p2p (1-63) characters QoS Mode : @ Shape (]
Parent Pipe/Control Level: Lewvel-2 Control Schedule :
Forward{From condition's source to destination)
Pipe Bandwidth: 10000 Kbps w | (32-10,000,000)
Per IP/User Type: — 7
Bandwidth
(32-1,000,000)
(32-1,000,000)
Priority; 7 » | The smaller the value, theTQS:

higher the priority
Backward(From condition's destination to source)

Pipe Bandwidth: 10000 Khps

Per IP/User Type: — 7
EBandWidth

~| (32-10,000,000)
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Step 5: Creating sub pipes under root pipe "p2p"

1. Creating a sub-pipe to limit p2p soft-

wate

Under Level-2 Control, select root pipe

"p2p", and click New > Pipe.
o Pipe Name: p2p_soft

o Click New: in the prompt, select P2P
as APP/APP Group.

o Select the Action tab:

o Forward bandwidth: min: 32; max

2000

o Backward bandwidth: min: 32;
max: 2000

2. Creating a sub-pipe to limit p2p video

streaming

Under Level-2 Control, select root pipe

"p2p", and click New > Pipe.
o Pipe Name: p2p_stream

o Click New: in the prompt, select P2P_
Stream as APP/APP Group.

o Select the Action tab:

o Forward bandwidth: min: 32; max

8000

o Backward bandwidth: min: 32;

264

Pipe Name : ' p2p_soff (1-63)
Farent Pipe/Control Level: p2p
Source Information
Zone: — w
Interface: - v
Address: —— ¥ | | Muttiple
Destination Information
Zone: - v
Interface: — w
Address: —_ » | | Multiple
User Information
User/User -
Group:
Other Information
Senvice/Service -
Group:
APFIARP 2P |v |
Group:
VLAN: (1-4095)
TOS: Configure (0-255)
Pipe Name : p2p_soft (1-63) characters
Parent Pipe/Control Level: p2p
Ferward(From condition's source to destination)
Pipe Bandwidth: Min Bandwidth: |32 Kbps v (32-10,000,000)
Max Bandwidth: 2000 Kbps  ~  (32-10,000,000)
Per IP/User Type: — ¥
BandWidth:
(32-1,000,000)
(32-1,000,000)
Priority: 7 w | The smallerthe value, theTOsS:

higher the priority
Backward(From condition's destination to source)

Pipe Bandwidth: Min Bandwidth: |32 Kbps

Max Bandwidth: 2000 Kbps
Per IF/User Type: —_ W
BandWidth:

+ | (32-10,000,000)

+ | (32-10,000,000)
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Step 5: Creating sub pipes under root pipe "p2p"

max: 8000

3. Creating a sub-pipe to limit p2p video

streaming

Under Level-2 Control, select sub pipe

"p2p_stream", and click New > Pipe.
o Pipe Name: p2p_stream

o Click New: in the prompt, select
Youku and Youku_Stream as
APP/APP Group.

o Select the Action tab:

o Forward bandwidth: min: 32; max

6000

o Backward bandwidth: min: 32;
max: 6000
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Outbound Link Load Balance

This example shows how to configure outbound link load balancing. Through the configuration of efficient drain-

age strategy to achieve dynamic link load balancing, improve the export bandwidth utilization.

As shown in the following figure, this lab environment simulates the deployment of equipment at the second-level
ISP exit scene. The second-level ISP rent Tele-com, China Netcom and other operators of the bandwidth to the user

to achieve Internet access. The figure use 101.0.0.1 to connect to the Internet by Tele-com and 201.1.1.1 to connect

to Netcom.
3
5§
£ g
Eth0/1: 101.0.0.1 Eth0y/2: 201.1.1.1
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Configuration Steps

Step 1: Configure multiple equal-cost routes

1.Select Network > Routing >Destin-

ation Route, and click New.

Destination: 0.0.0.0
Subnet Mask: 0

Next Hop: interface
Interface: ethernet0/1

Gateway: 101.1.1.1

2.Select Netwotk > Routing >Destin-

ation Route, and click Newto configure

another equal-cost route.

o

267

Destination: 0.0.0.0
Subnet Mask: 0
Next Hop: interface
Interface: ethernet0/2

Gateway: 201.1.1.1

Destination Route Configuration

Wirtual Router * trust-wr
Destination * 0o0o0o
Metmask * ]

Mext-hop Gateway Interface Wirtual Router in current wsys

Wirtual Router in other Vays

Interface ethernet0/1
BFD »
Gatewsay 101.1.141

Destination Route Configuration

Wirtual Router ™ trust-vr
Destination * n.o0oo
Metmask ™ 0

Mext-hop Gateway BIEEEEEN  irtual Router in current v'sy's

Wirtual Router in other wsys

Interface ethernetls2
BFD »
Gateway 201.1.1.1

Outbound Link Load Balance
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Step 2: Configure the outbound interface bandwidth

Network > Interface, select interface eth-
ernet0 / 1, and click Edit to configure the

bandwidth as 50M (according to the actual
situation to determine the value of the con-

figuration bandwidth).
o Bandwidth
o Up Bandwidth: 50000000bps

o Down Bandwidth: 50000000bps

Follow the same steps to set the bandwidth

of the interface ethernetO / 2 to 50M.

Bandwidth

Upstream Bandwidth

Downstrearm Bandwidth

50,000,000

50,000,000

Step 3: Configure the outbound load balancr profile

Select Network > Outbound >Profile,

click New.
o Profile: HP_LLB
o Bandwidth Utllzation : 60%

o Balance Mode: High Performance

Outbound Link Load Balance

LLB Profile Configuration

Profile Mame *

Bandwicdth Utilization =

Balance Mode *

HP_LLE

&0

High Performance High Compatibility
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Step 4: Configure the outboundload balancr rule

Select Network > Outbound >Rule, click LLB Policy Configuration

New. RUle Mame * HP LLE rule i

LLE Profile * HP_LLE v

e}

Rule Name: HP_LILB_rule

Bind Route * Destination Route Folicy-based Routing
o LLB Profile: Select the Profile "HP_ ViUl Routsr® frustwr N
LIB" Destination Address * 0000 i0

o Bind Route: Destination Route
o Vitual Router: trust-vr

o Destination Address: 0.0.0.0/0

Step 5: Verify that outbound load balance is in effect

After completing the above steps, use the test tool to construct traffic through ethernet0/1 and ethernet0/2,
respectively, and then observe the tratfic on each link.By changing the size of outgoing traffic,you can find that

the traffic on two links can be adjusted equitably. The system routing mechanism is as follows:

o When the bandwidth of each link does not exceed 30M (50M*60%), the system calculates the link overhead
based on the link delay, jitter and packet loss rate. The link with the lower link overhead eventually allocates
more traffic, while the other link has less traffic,but the two links are basically balanced.

o When the link bandwidth exceeds 30M, the system adds the bandwidth utilization factor to the calculation,
that s, the system calculates the link overhead based on the delay, jitter, packet loss rate and bandwidth utl-
ization. The link with lower link overhead eventually allocates more traffic, while the other link has less

traffic, but the two links are basically balanced.

o Q:What factors in the network affect the link load balancing routing of the system?

A: The delay, jitter, packet loss rate and bandwidth utilization of each link are the impact factors. System can
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intelligently oute and dynamically adjust the traffic load of each link by monitoring the delay, jitter, packet loss

rate and bandwidth utilization of each link in real-time.

o Q: Which modes do link load balancing support?

A: Two load balancing modes ate supported, namely, high performance and high compatibility modes.
o High Performance - In this mode, system adjusts link to keep the link balance as fast as possible

o High Compatibility - In this mode, When the link load changes, system does not switch the link frequently,
but ensures that the service is as far as possible on the previous link. This mode is suitable for services that

are sensitive to link switching, such as banking services, only when the previous link is overloaded.
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Threat Prevention

Threat prevention, that device can detect and block network threats occur. By configuring the threat protection

function, Device can defense network attacks, and reduce losses caused by internal network.

This chapter includes the following recipes:
o "Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior Detection" on Page 272
o "Finding Malware Attacks via Advanced Threat Detection" on Page 281
o "Protecting Intranet to Defend Attacks via Intrusion Prevention System" on Page 285

o "Forensic Analysis " on Page 293
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Protecting Internal Servers and Host to Defend Attack via Abnot-

mal Behavior Detection

This example introduces how to use Abnormal Behavior Detection to find attacks about servers as eatly as possible,

and integrate with Mitigation to protect servers better.

As shown in the topology, the device is deployed in the data center exit. After enable and configure the Abnormal
Behavior Detection, when a Web server is infected by SYN flood frequently, a mail server is infected by port scan
attacks periodically, Trojan implanted to the intranet host, Trojan fake domain name by DGA algorithm technology,
and connect external network control server, the administrator can find these attacks and protect the internal hosts

and servers.

*To use Abnormal Behavior Detection, apply and install the StoneShield license.

' Internet ’

Mail Server Web Server
7218.1.20/8  172.200.10/8

Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior 272

Detection
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Configuration Steps

Step 1: Enabling Abnormal Behavior Detection to defend internal hosts

Select Netwotk > Zone. Select 'trust’ Abnormal Behavior Detection:
zone, click Edit, and select the <Threat

Protection>tab.

Host Defender

Enable

Advanced Protection[ "] DDOS Protection
Forensic

o Abnormal Behavior Detection: Select

the Enable check box .

o Host Defender : Select the Host
Defender check box. To enable the
abnormal behavior detection of the
HTTP factor, select the Advanced
Protection check box. To enable the
DDoS protection for the host, select
the DDoS Protection check box. To
capture and save the corresponding
evidence that leads to the alarm of

abnormal behavior, select Fotrensic.

Step 2: Configuring the ctitical asset object (Web Setver and Mail Server)

Select Netwotk > Zone. Select 'dmz’
zone, click Edit, and select the <Threat

Abnormal Behavior Detection:

Enable
Host Defender

Protection>tab.

o Abnormal Behavior Detection: Select

the Enable check box .

Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior
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Step 2: Configuring the ctitical asset object (Web Setver and Mail Server)

1. Configuring the Abnormal Behavior
Detection object (Web Setver ), and
enabling the web setver advanced pro-

tection.

Click Object > Critical Assets, and click

New.
o Name: Web Server
o Type: Server
o [P:172.20.0.10
o Web Server Advanced Protection:

Select the check box.

2. Configuring the Abnormal Behavior
Detection object (Mail Server )

Click Object > Critical Assets, and click
New.

o Name: Mail Server
o Type: Server

o JP:172.18.1.20

Critical Assets

MName: Web Server (1-31) chars

Zone: dmz

IP: 172.20.0.10 Weh Server Advanced Protection

Description: (0-255) chars

OK Cancel

Critical Assets

Mame: Mail Server (1-31)chars

Zone: dmz

IP: 17318120 [7] Web Server Advanced Protection

Description: (0 -255) chars

OK Cancel

Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior

Detection
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Step 3: Viewing the results of Abnormal Behavior Detection

Critical Assets X

1. Viewing the results from

Name: Web Server Risk Level Gertainty

. HostName/P:  172200.10 ' ‘ r
ICCntcr Gperating system ' Low 0%

Active: 9 active

Zone: Local

Resuhs ofweb Se]:v er: Threatinformation | Statistical information | Internal connection

Kill Chain | Threats | Mitigation

Monetization

o SelectiCenter>Critical

. .. Initial Exploit Deliver cac) raes] Exltration
Assets, click the critical assets : Z % Ry

Name Type Severty | Certainty | Source Destination Detected at Stats
rW b S (RN . 1| TCP SYN Flood Attack  DoS -DDOS Flood (T 95% 2,01.104.12 5 H11-SERVER-O1..  2017/01/04 15:0. Mitigated  ~
name (< Cerver lltlk mn ﬂle 2| TCP SYN Flood Attack  DoS -DDOS Flood 95% £,01.101.12 % H11-SERVER-0T..  2017/01/04 145 Vitigated
3| TCPSYN Flood Attack  DoS -DDOSFliood  [EIFTHN 95% 59110112 % H11-SERVER-01..  2017/01/04 144 Witigated
4| TCP SYN Flood Atiack  DoS - DDOS Flood 95% 5,91.101.12 5 H11-SERVER-0T..  2017/01/04 14:3. Witigated
]j €t 1 ] : f ﬂ 5| TCPSYN Flood Attack  DoS -DDOS Flood ([T 95% 2,01.104.12 5 H11-SERVER-OT..  2017/01/04 14:3 Mitigated
St, 1O VICW € Inrormaton 6 | TCP SYN Flood Atack  Do$ -DDOS Flood 95% 2,01.101.12 5 H11-SERVER-OT..  2017/01/04 142 Witigated _
Displaying 1 - 20 of 380 Page 1 119 (v [l [ @ (20 |¥]| perpage
B Close
. Threat x
o For example, click the
Name TCP SYN Flood Attack Severity Certainty

Internal Recon> "TCP SYN e AY

Threat Analysis | Knowledge Base | History

Flood Attack' ]lnk lfl the kl].l souree Destination

Host Name/IP: 9110112 & Host Name/IP: 17220010 [

Zone: untrust Zone: dmz
chain list, to view the Abnor- scon vy

Start Time: 2017/01/04 14:56:00
mal Behavior Detection
Ratio of TCP SYN packets Ratio of TCP SYN packets without ACK respones
Actual Value Actual Value

information and the trend 0% ¢ e . 100% ¢ e r

chart of the actual value, pre- o "

dictive value of the detected S e om0 p C s 50000 00

Close

object.
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Step 3: Viewing the results of Abnormal Behavior Detection

Results of Mail Server:

o Select iCenter>Critical
Assets, click the critical assets
name '"Mail Servet' link in the
list, to view the information

of this critical asset.

o For example, click the Initial
Exploit> "Port Scan' link in
the kill chain list, to view the
Abnormal Behavior Detec-
tion information and the
trend chart of the baseline,
thresholds of the detected

object.

Critical Assets

Name:
HostName/P:
Gperating System
Active:

Zone:

Threatinformation | Statistical information

Mail Server

172.18.1.20

1 active

Local

Kill Chain | Threats | Mitigation

Internal connection

Risk Level

Yo

Gertainty

50%

Monetization
Delivery cac) uemal raes] Exltration
Recon Wovement
Name Type Severty | Cerainty | Source Destination Detected at status
1| PortScan Scan-Port Scan 100% == 0110110 £ H11-SERVER-D1..  2017101/05 200 Witigated
2| Portscan Scan-Port Sean 100% =8 0110110 £ H11-SERVER-01.. 2017101105 195 Witigated
Displaying 1 - 2 of 2 Page |1 11 @ (20 v PerPage
Close
Threat
Name PortSean Severity Certainty
Status: Mitigated
edium} 100%
Admin Analysis: Open 4
Threat Analysis | Knowledge Base | History
source Destination
HostName/P:  B991.10.1.10 & HostNamelF:  H11-SERVER-01(00.10.1.10) (1]
Zone: untrust Zone Local
Action Log Only.
Start Time: 201701105 1951:00
End Time: 20170105 2001:00
Fort scanned
° )
00 2017/01/05 20:01:22
« Threshold: Oper minute - 50per minute
50 k
0
19:40:00 19:45:00 19:50:00 195500 20:00:00 200500 20:10:00 20:15:00 20:2000 2025:00
Close
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Step 3: Viewing the results of Abnormal Behavior Detection

Resuhs of IntemalHost !-!l(lstqne 15860 Dashboard  iGenter Monitor Policy Object Network System
& Critical Assets (2] Risky Hosts ® Mitigafion

Low

1. Click iCentet > Threat, and
click Filter to add conditions. : Msmfm

Low

01/08 16:00:00 01/08 18:00:00 01/08 20:00:00 01/08 22:00:00 01/09 00:00:00 01/09 02:00:00 01/09 04:00:00 01/09 06:00:00 01/09 08:00:00 01/09 10:00:00 01/09 12:00:00 01/09 14:00:00

D d b . Ab l Detected at
o etecte y - norma Scan o Attack DoS O Phishing ) Spam ) Malware
. . Found Within:  Last 24 Hours Detectedby:  Abnormal Behavi ~Filter
Behavior Detection

The Domain Name ofDNS Respanse s Malicious Doma o perer Mahware - Grayw. 100% 85522565240 £ 20220411287
The Domain Name of NS Response s Malicious Domd Antiirus Mahware - Grayw 100% G 119188 3526 £ 202204 11266
The Domain Name of DNS Response s Malicious Doma Perimeter Trafic Mahware - Grayw. 100% 19252.178.30 £ 20220411287
The Domain Name of DNS Respanse Is in Blacklist | Abnormal Behavi, Malware - Grayw. 100% @H218.30.1186 £,202.204.126.84
The Domain Name of NS Response Is in Blacklist ::::ZZTT:;; rGra\w 100% g 183.136.202.150 172.19.4076
The Domain Name of DNS Response s Malicious Doman wemererwo ayoor TaITars - Grayw 100% @N6021010.10 £ 20220811266
The Domain Name of DNS Response s Malicious Domain Generated by DGA Matware - Grayw 100% 5821626210 £ 20220811287
The Domain Name of DNS Response s Malicious Domain Generated by DGA Matware - Grayw 100% 22120422483 £ 20220811287
The Domain Name of DNS Response s Maliious Domain Generafed by DGA Malware - Grayw 100% _BE 205261195 116 £ 20220411266

2. For example, click the The Toreat x

Name: The Domain Name of DNS Response Is Malicious Domain Generated by DGA Severity Certainty

Domain Name of DNS I\ £

Admin Analysis:  Open ¢

Response IS Malicious Doma.ln Threat Analysis Knowledge Base History

Application/Protocol: DNS/UDF

Generated by DGA link in the Source Destination

View PCAP +

Host Name/IP: 525811439 & Host Name/IP: 202.204.112.87 [E]
list, to view the malware and rer ” ror o0me
Interface: xethernet3/0 Interface: xethernet3/0
. . Zone: tap1 Zone: tap1
abnormal behavior attack details
Action: Log Only
Start Time: 2017/01/09 15:59:00
detected aCCOrdlrlg t}’]e DNS map- End Time. 2017/01/08 15:58:00
Domain Name: e43n83hd.com
DNS Server: 52.58.114.39

ping.

In Threat Analysis tab, you can

view the information of host that
send DGA fake domain name

attack.
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Step 3: Viewing the results of Abnormal Behavior Detection

2. Viewing the results from
threatlog

1. Select Monitor>Log>Threat,

click Filter to add conditions to

show logs that march your filter.

o Detected By: Abnormal Beha-

vior Detection

2.The log of Abnormal Behavior

Detection will be displayed.

Found Within

£4% Configuration | Export

Name

UDP Flood Attack
UDP Flood Attack
UDFP Flood Attack
UDP Flood Attack
UDP Flood Attack
UDP Flood Attack
UDP Flood Attack
UDP Flood Attack
UDP Flood Attack
UDP Flood Attack
UDP Flood Attack

Last 30 Days £v3

Detected by:

Merge Log: |Do NotMerge

Abnormal Behavi Zl

[ Intrusion Prev.

| Attack Defense

Type
DoS - DDOS Flood

[ Antivirus

20

¥ Abnormal Be [l

DoS - DDOS Flood
DoS - DDOS Flood

@20

) Advanced Thr... 5

DoS - DDOS Flood 90.10.1.20
DoS - DDOS Flood 90.10.1.20
DoS - DDOS Flood 90.10.1.20
DoS - DDOS Flood 90.10.1.20
DoS - DDOS Flood 90.10.1.20
DoS-DDOS Flood 90.10.1.20
DoS-DDOS Flood 90.10.1.20
DoS - DDOS Flood 90.10.1.20

+ Filter

Destination
91.10.1.10
91.10.1.10
91.10.1.10
91.10.1.10
91.10.1.10
91.10.1.10
91.10.110
91.10.1.10
91.10.110
91.10.110
91.10.1.10

Founawin: Last300m5s v

= Ewor]  Marge Log:
e

005 -DDOS Fiood
D05 -DDOS Fiood

Detsctaaby: [ Abnomal Benan v |« Fifer
Do Noterge

Severty  Source Destnaton spplcatonProocol

EndTime
20170104 093618

3
"
. 008 -000S Fiood
3 D05 -DDOS Fiood
" D05 -DDOS Fiood
0680008 Flood

D65 -DDOS Fiood

110110 20170104 093203
010110 2 arte

9010110

ri0110

9010110

9010110

010120 110110

D65 -DDOS Fiood e 11 9010110

Q010110

110110

EIm o112 9010110

s110112 010110

20170104 08.36:18

Dislaying 301 -320 o1 783

Log Dot

20170104 092600

201701104 093600

Severty Wedium

Role: Vieim

TCP SYN Flood Atk

Detcted by

Step 4: Integrating with Mitigation, and configuring the mitigation rules for attacks.

SelectiCenter> Mitigation> Mitigation

Rule, and select the Enable Auto Mit-

igation check box.

Enable Mitigation
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Step 4: Integrating with Mitigation, and configuring the mitigation rules for attacks.

Configuring mitigation rules for Port

Scan
In Mitigation Rulepage, click New
o Log Type: Scan
o Severity: Low
o Value: >= 10 Time
o Action Type: User defined > IP Block
o Duration: 60

Configuring mitigation tules for TCP
SYN Flood Attack

In Mitigation Rulepage, click New
o Log Type: DoS> DDoS Flood
o Severity: Low
o Value: >= 10 Time
o Role: Attacker

o Action Type: User defined >Session

Control
o Session Type: New Session
o Total Number: 20
o Drop Percent: 50

o Duration: 60

279
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Mitigation Configuration x
Description (D-255) chars
Trigger Condition

Log Type: Scan — v
Severity: Low
Value: == 10 Times
Role Aftacker
Action
Mitigation Method: () Auto-mitigation
@ User defined
() Session Control () Bandwidth Control @ IP Block
Duration: 60 (10 - 600) seconds

Mitigation Configuration X
Description: (0-255) chars
Trigger Condition

Log Type: DoS DDOS Flood v
Severity: Low
Value: == 10 Times
Role Aftacker
Action
Witigation Method: ) Auto-mitigation
@ User defined
@ Session Control () Bandwidth Control ) IP Block

Session Type:
Total Number:
Drop Percent

Duration

@ Mew Session
20
50
60

@ Concurrent Session

(1-10000000) per second

(1-100)%
(10 - 600) seconds

OK

Cancel

Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior
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Step 5: Viewing the results of mitigation rules

Click iCenter > Mitigation>Mitigation
Action to view the mitigation action res-

ults details of mitigation rules

Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior 280
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Finding Malware Attacks via Advanced Threat Detection

This example shows how to use the Advanced Threat Detection to detect the malicious behavior and recognise the

APT attacks, thus find malware eatlier and stop the spread of its in internal network .

As shown in the topology, the device is deployed in the data center exit. After enable and configure the Advanced

Threat Detection, when a internal host is infected by Trojan attacks, the administrator can find and solve this attack.

*To use Advanced Threat Detection, apply and install the StoneShield license.

‘ Internet '

Trust Zone
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Configuration Steps

Step 1: Enabling Advanced Threat Detection and capture packets to defend internal hosts

Select Netwotk > Zone. Select "trust" Advanced Threat Detection: Enable Capture Packets

zone, click Edit, and select the <Threat

Protection>tab.

o Advanced Threat Detection: Select

the Enable check box .

o Capture Packets: Select the check box
, the system will save the evidence mes-

sages, and support to download it.

Step 2: Viewing the results of detection

Viewing the tesuhs ftom thteat log Query time:  Last 30 Days v Type:  Malware v Detected by:  Advanced Threat | + Filter |
[ Configuration & Export [F]Add to My Log Merge Log: Do Not Merge v é::lm&:[: I:ere\r...
ack Defense
. . Name Type Severity | Source ) Antivi n
1. Select Momtor>Log>Threat, click TrojanDDoSIWin32 Small  Malwars - Trojan 192.168.20.3 - Pzr‘i::r:;r_nai 03
() Abnormal Be...
+Filterto add the conditions. ¥ Agvanced Thr.
o &bchhre...
o Type: Malware
o Detected By: Advanced Threat Detec-
tion
2. Tthe logs of Trojan attacks will be dis- [y P T
T = e e g T
played.
Deplrg 11071 ve 1 7100 G %0 < param
R —
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Step 2: Viewing the results of detection

Viewing the results from iCenter e

1. Select iCenter>Threat, sct up filters as

follows:

o Type: Malware

o Detected By: Advanced Threat Detec-

tion

Viewing the detected time, severity, threat

map .etc

2. Click the threat name link in the list, to .

Name: Trojan[DDoS)Win32.Small

Severity Certainty
. . . Status: Detected ‘
view advanced threat detection inform- pdnin by cpan 7 ol o
Threat Analysis Knowledge Base History
ation, malware reliability information etc. TTESDE

Application/Protacol:  HTTPITCP

Source Destination

HostName/P:  192.168.203 [ HostName/P:  192.168.103 &

Port 41651 Port 80
Interface: ethemeto/1 2000 Interface: ethemet0/1.1000
Zone: trust Zone: trust

Action: Log Only

Detected at 2016/12/12 07:50:35

Malware Reliability: ~ 80%

Malware ID: 1200

Malware Name: Trojan[DDoSIWin32 Small

Domain virtualcards 10.com

URI Tlogin php?id=123&uid=abca passord=123456

Known Malware Dom virtualcards 10.com
ain
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Step 2: Viewing the results of detection

3. Click View PCAP drop-down list and .

Time Source IP Destination IP Source MAC Destination MAC Protocol Length
1 2016/12/12 07:50:35 192168.20.3 192.168.10.3 00:0C:29:E0:39:38 00:1C:54:4B:A9:80 Http. 300
select View, to view the detail of packets.
Details Info

Protocal Properties

key value
@6 Ethemet
@Ea lp4
@ Top
@& Htp
[ Requestethod GET
[ Requestur Nlogin php?id=1238uid=abcEpassord=123456
[ Requestversion HTTPALT
[ User-Agent Mozillal5.0 (X11; Uj Linux ¥86_64; en-US; 1v:1.0.2.24) Gecko/20111100 CentOS/3.6.24-3.el6.centos Firefox/3.6.24
5 Accept "
[ Host virualcards10.com
[ Connection Keep-Alive
Data View o

4. Click View PCAP drop-down list and | View PCAP - |
select Download, the data packets will be 2l View

downloaded to local. ¥  Download

Step 3: Matk the threat status

In Detail dialog, click 4 , and select the Admin Analysis b 4

status of threat in the Admin Analysis dia- Changeto:  Fixed View history
Cpen

log. False Positive
lgnore
Confirmed

Fized

Ok Cancel
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Step 3: Mark the threat status

Resolved Admin Analysis *
When the threat entry status is Fixed , it Change to: Fixed View history

) o ) ) After troubleshooting, the administrator found a host visited a risky
will not participate in the 'Network Risk wehbsite and was infected by virus. Now the host has already been
sanitized |

Index' score.

OK Cancel

Protecting Intranet to Defend Attacks via Intrusion Prevention Sys-

tem

This example introduces how to use Intrusion Prevention System to monitor various network attacks in real time

and take appropriate actions (like block) against the attacks according to your configuration.

As shown in the following topology, the device is deployed in the Intranet exit. After enabling and configuring the

Intrusion Prevention System, the device will protect Intranet against internet attacks.

Servers

HH

server

ethos1 Attacker

etho/3 Intamnet feaasa N— |

r—y
Untrust Zone

Device

DMZ Zone

Trust Zone
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Configuration Steps

Step 1: Installing the Intrusion Prevention System license

1. Select System> License. Under License
Request, input all user information. Then
send the code to your sales contact. The
sales person will get the license and send it

back to you.

2. Select Upload License File, Click
Browse to select the Intrusion Prevention
System license file, and then click OK to

upload it.

3. Select System > Device Man-
agement>Option, and click Reboot.
When it starts again, the installed license

will take effect.

StoneOS Cookbook

License Request

Customer: (1-127)chars
Address: (1-256)chars
Zip Code: (4-10)chars
Contact: (1-31)chars
Telephone: (3-20)chars
Email: (1-256)chars
Generate Clear
(@ Upload License File
() Manual Input
() Online Install
Browse...
0K Clear
Option
Reboot

Step 2: Enabling Intrusion Prevention System and updating Signature Database

1. Select Object>Intrusion Prevention
System>Configuration to view the Intru-

sion Prevention System function status. If

disabled, click Enable and reboot.

286

IP5:

Merge Log:

Mode:

Enable

IPS

OK Cancel

(Reboot fo take effect)
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Step 2: Enabling Intrusion Prevention System and updating Signature Database

2. Select System>Upgrade Man-
agement>Signature Database Update.
Under IPS Signhature Database Update,
click Update to update IPS Signature
Database to assure its integrity and accur-

acy.

IPS Signature Database Update

Current Version:  2.1.165

Remate Update rem

7] Enabe Auto Update:

Server 1 update hilstonenet com

Main Proxy
Server:

Local Update

1012 sae
Server2: updaleZ hillstonenstcom  Server 3

Port Backup Proxy Port
Server.

Upload

Cenfigurs Update Server

Gonfigure Proxy Server

Step 3: Binding internal and external interfaces to the specified zones

1. Binding internal interface ethernet0/2
to trust. Select Netwotk>Zone, select
trust and click Edit to jump to the Zone

Configuration dialog.

o Binding Interface: ethernet0/2

2. Binding internal interface ethernet0/1
to dmz, which can be configured as

above.

Zone Configuration

Basic Threat Protection
Basic
Zone: trust (1-31) chars
Description: (0-63) chars
Type:

Virtual Router:

Binding Interface:

trust-wr

ethemetl/2

Removing an interface from a zone will clear the IP
configuration of the interface.

Zone Configuration

Basic Threat Protection
Basic
Zone: dmz {1-31) chars
Description: (0-53) chars
Type:

Virtual Router:

Binding Interface:

trust-wr
ethemetd/1

Removing an interface from a zone will clear the 1P
configuration of the interface.

Finding Malware Attacks via Advanced Threat Detection
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Step 3: Binding internal and external interfaces to the specified zones

3. Binding external interface ethernet0/3 Zone Configuration
: " Basi Threst Protecti
to untrust , which can be configured as = B
Basic

above. Zone: untrust (1-31) chars
Description: (0-63) chars
Type:
Virtual Router: trust-vr
Binding Interface: ethernetl/2

Removing an interface from a zone will clear the IP
configuration of the interface.

Step 4: Creating Intrusion Prevention System rules

Usets can use the default rule or create a

new rule. Select Object>Intrusion Pre- e T e e e e e

&] LowmED! Reset 5710

vention System>Profile, click New to
jump to the IPS dialog. This example uses
the predef_default rule, which includes all LI

the IPS signatures and the default action is

ok Cancal

reset.
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Step 5: Creating Security Policies.

Security policy: untrust to dmz

By default, the devices will deny all traffic
between security zones. This case permits
internet and internal hosts to access

internal servers. Take the following steps

to configure the security policies:

1.Select Policy> Security Policy, click
new to jump to the Policy Configuration

Dialog. In the Basic tab:

Source:
o Zone: untrust

o Address: any

Destination:
o Zone: dmz

o Address: any

Others:
o Service: any

o Action: Permit

2.In the Protection Tab:
o IPS: Click the Enable check box .

o Profile: Seclect predef_default from

the drop-down list

Palicy Configuration

Basic Protection

Source

Zone: untrust
Address: any
User:

Destination
Zone: dmz

Address: any

Service: any

Application:

Action: @ Permit

Options.

© Deny (7 Secured connection

oK

Cancel

Policy Configuration

Basic Protection

Antivirus: [7] Enable

IPS: || Enable

URL Filter: [] Enable

Options.

Profile:  predef_default

0K

Cancel

Finding Malware Attacks via Advanced Threat Detection
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Step 5: Creating Security Policies.

Securitypolicy: t to ] Policy Configuration @ X
Basic Protection Options
. { > 1 H 1 Source
1.Select Policy> Security Policy, click I
new to jump to the Policy Configuration darees: | 2w
User:
. . Destinati
Dialog. In the Basic tab: N oo [0
Address: any
Source: -
Service: any
Application:
o ZOﬂC: trust Action: @ Permit (™) Deny (©) Secured connection
@
o Address: any oK Cancel
Destination:
o Zone: dmz
o Address: any
Others:
o Service: any
o Action: Permit
2.In the Protection Tab: Poliey Configuration @ x
Basic Frotection Options
o IPS: Select the Enable check box . pntwirus: (] Enable

IPS: [/| Enable Profile: predef_default

URL Filter: [] Enable

o Profile: predef_default

QK Cancel
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Step 6: Viewing the results

After Conflgurmg tlfle above Steps, t:l]e device can Found Within:  Last 30 Days Detectzd by: \l::rusiwnPrevemim +Fitter
Name :ﬂluslun Preventi... e
protect Intranet against the known attacks. For D o (A e,

P e e o s e s o ., (PR e
- . 11 | EXPLOIT Potential Exploit Dsta Detection -13 andbox Threat D... Sean - Vulnersbilty.
example: the attacker creates SQL injections to e e ——
attack the HTTP Server, and visits the URL of '
http://192.168.4.79 /ccmcip/xml
dir-
ect-
oryl-
istjspPn=X'or%20telephonenumber?o20like%020".
The device will display the attack information and
block the attack.
Viewing the results from iCenter
. . + Fi
1. Select iCenter>Threat, click Fiter . add the
conditions.
o Detected by: Intrusion Prevention System
. . . = -
2. The log of Intrusion Prevention System will be
Name: WEB Cisco Unified Communications Manager Multiple SQL Injections GVE-2011-1610 Severty
displayed. Click the threat name to view the detailed £.2
information. —
Host Name/IP: & 45.56.122.29 Host Name/IP: 192.168.4.79
|l:e|;ic= ethemet0/3 \r‘v;rfaw ethernetd/1
URL: hitp://192.168.4.
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Step 6: Viewing the results

Viewing the results from Threatlog

1. Select Monitor>Log>Threat, click

add the conditions.

+ Filter o

o Detected by: Intrusion Prevention System

2. The log of Intrusion Prevention System will be

displayed. Click the threat name to view the detailed

information.
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Query time:

!_ﬂ. Configuration

Name

WEB Cisco Unified Com...
WEB-ACTIVEX Oracle D_..
EXPLOIT Potential Explo...

EXPLOIT Potential Explo...

Last 20 Days

“| Clear . Export

Type

Attack - Web Attack
Attack - Web Affack
Sican - Vulnerability Scan

Scan - Vulnerability Scan

Detected by: al

Merge Log:

all
Intrusion Preventi...

: Attack Defense

: Antivirus 470
perimeter Traffic F... 4 7o

Sandbox ThreatD... , -

= 192.188.4.78

+ Filter

Query tme:  Last 30 Days

i Clear - Export

Detectadty.  Intrusion Preventor +Fiter

Merge Logi Do Not Merge

Tree Severty | Source Destraton
Atack - Wet Atack = a55612229 192168479
Attackc- Web Atiack 192100478 & 102108478
Displaying 1 - 50 of 408
Log Detais
Name: WEB Gisco Unified Commurications Manager Muliple SQL njections CVE-2011-  Source:
1610
Destination
Severiy Medium
Time
AppleationiProtocol:  HTTPITCP St Time:
End Time:
Source Interface:  ethemeto/3
Acton
Destinaton Inerface:  ethemeto/t
Theeat 0.

Profle: prede_gefault

RL Pitp 192,168 4.
%20

Applcatonretocal End Time.
HrTPrTCR. 20101213 18:10:10
HrTRrTCe. 20161213 10:10:12

Pge 1 /3> C %0

55612229
192168479
201612113 16:10.16
201612113 16:10-16
Reset

05420
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Forensic Analysis

This feature may not be available on all platforms. Please check your system's actual page to see if your device deliv-

ers this feature.
This example shows how to in-depth view the threat of the whole network and analyze the threat evidence.
Forensic Analysis provides evidence chain of network threats to collect, multi-perspective analysis and the depth of

integration.

o Evidence Collection: Through the configuration of Forensic Analysis function (packet capture), detect the

attack generated at the same time evidence collection.
o Bvidence Analysis: Analyze the collected evidence.

o Evidence Presentation: Display the threat details, logs, evidence pacp via iCenter, to achieve the threat of visu-

alization.

Evidence
Collection

Forensic Analysis

Evidence
Presentati
on

Evidence
Analysis

Configuration Steps

At present, the system only supports the Forensic Analysis function of three threat detection engines (Advanced

Threat Detection, Intrusion Prevention System, Anti Virus)
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Advanced Threat Detection

Enable the packet capture for Advanced Advanced Threat Detection: Enable Capture Packets

Threat Detection, the system will capture

packets when generating logs.

Select Network > Zone, Select "trust"
zone, click Edit, and select the <Threat
Protection>tab . Select the Capture Pack-

ets check box.

Intrusion Prevention System

1. Enable the packet capture for IPS rules, S X
it will enable all this profile's protocols. Name (1-31)chars

Global Packet Enable{enable this will enable all this profile’s protocol)

Capture:

Select Object>Intrusion Prevention Sys-
Protocol Types

tem, click New, and select the Enable DNS DHCR Finger F1e
> ’ HTTP IMAP LDAP MSRPC
check box to enable capture packets mssaL MYSaL NETBIOS NNTP
ORACLE SMTP POP3 SNMP
SUNRPC [ Telnet @ TFTP & VolP
Cther-TCP Cther-UDP
Select All Unselect,
OK Cancel

294 Forensic Analysis



StoneOS Cookbook

Intrusion Prevention System

2. According to your requirements, con- DHCP Signature DB

. Protocol Configuration | DHCP Signature List
figure the capture packets for a specific | ”

— [« Action for Critical level attack
Capture Packets: %Enable

Action:

protocol.

. . . Log Onl Reset
Select Object>Inttusion Prevention Sys- e © Rese

Block Attacker: Enable
tem, in the IPS rules list, click protocol

— [« Action for Warning level attack
type, for example ' DHCP', select the Capture Packets: 7] Enable
Enable check box to enable the capture Action: @ Log Only © Reset

Block Attacker: Enable
packet for different attack levels.

— [« Action for Information level attack
Capture Packets: Enable

Actian: @ Log Only 7) Reset

Block Attacker: Enable

Anti Virus
. . Antivirus Rule Configuration (%)
Enable the packet capture for Anti Virus
Rule Name: AV-1
rules. File Types czP JPEG MAIL RAR zF
HTHIL PE BzZIP2 RIFF TAR
. . . Protocol Types HTTP Capturs Packets
Select Object > Antivirus, click New,
SMTP Capture Packets
Select the Enable check box before Cap- rer caprEpaste
IMAPS Capture Packets
ture Packet to enable the capture function. el 7] Capture Fackets
Walicious Website Access Control Action Capture Packets
[[] Enable Label E-mail ecke Hillstone Networks A (1-128)chars
OK ‘ ‘ Cancel

Forensic Analysis Configuration Example

As follows, taking advanced threat detection (ATD) as an example to demonstrate the process of Forensic Analysis
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Step 1: Threat Detection

Enabling Advanced Threat Detection Advanced Threat Detection: Enable Capture Packets

and capture packets

Select Netwotrk > Zone. Select "trust”
zone, click Edit, and select the <Threat

Protection> tab.

o Advanced Threat Detection: Select

the Enable check box .

o Capture Packets: Select the check box
, the system will save the evidence mes-

sages, and support to download it.

Step 2: Evidence Collection

When ATD attacks occurred, the system will generate a relevant threat log and capture evidence, sent to the sys-

tem database.

According to the source IP, Advanced threat detection engine capture relational pacp at the same time, it is the
HTTP traffic data (including TCP interaction) in 5 minutes or 64K size package, and used to assist in the ana-

lysis.

Step 3: Evidence Analysis

1. Analyze and get the threat detail information .

2. Collect the analysis of evidence.
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Step 4: Evidence Presentation

1. Display the threatinformation, includ-

ing the threat name, type, sevetity, vicim

host, attack host, etc.

Click "iCenter", and select Threat tab.

Click the threat name link in the list, to

view the threat details.

Forensic Analysis

Description

Win32/Alman is a virus that diserstely injects a malicious code into a program or data files. Similar to any threat, this one also spreads by
infecting other files on the system and initiates an its own. Presence of Win32/Alman may be stealth and undetected by some antivirus program.
Especially ifa software’s database is obsolete. This irus applies a rootkit function to remain hidden once inside the computer When
Win32/AIman is run on the computer, it attempts ta infectall EXE files in the system. It injects harmiul code and prepares the header to run a
malicious code. It also searches the affected computer for other files to infect aside from EXE. Usually it targets executable files like SCR, BAT,
and PIF. Hawever, it is very selective to the folders it may attack; Win32/Aiman skips Windows directory and Local Settings Win32/Aiman may
register itself as a Windows service. This fouting also aims to load the virus code each time Windows starts. It alse terminates cenain process.

including antivirus pvi

(2] Riky Hosts Incoming Threat Map (Threat Name : VirusWini2 Alman) (X
& Toreat
» @ Mitgaton e @
R
@ edum
Low
0420000000 042400 0428000000 000000 0506000000
0422000000 6000000 0420000 05004000000 05108 000000
‘ Delectedat
v 05O Phisting O Spam O Maare
Threats _Found wWitin Custon | seveiCrca ~| Tt Tyefal = P
TheatName | TheatType Severty | vietm Atacker Apglcaton?._ | Detectedat Cout | Deteced by | Saus
1 TroanDouioad. .| Matware - Troan [Crco IR 25224172 20150508 T | Advance
e [T 5484203208 20150508075 a7 Advance
3 Viustins3-Ar{ Viusiina2 Aman 4220253 E 19 41 Advance
4 Trclanackdoor]. | Maware - Trojan | Advance
5 TroianDounioad | Malware - Troan 2| Adance, | pleasens
Threat x
Threat Name: VirusiWin32 Aiman Severity:  Critical Status: Please Mark -
Description || Details || Mitigation || History
ThreatName:  VirusiWin32 Aiman

Threat

Description

View PCAP

Detected at
Domain;
URI
Malware ID:

Malware Name:

Details

Relational Pcap

Malware Reliability:

Known Malware URL: hitp:/m

Threat Name: Vinus/Win32 Aiman

Mitigation
Download PCAP
Download PCAP

2015/05/08 07:58:57

inf0.958167 com

finfo.asp?action=post&HD=3CACT3D CTEEER54740656E606C66T45E&OT=48IV=6 08AV=0

10421
Virus/Vin32 Alman
82.97%

Qe.micr:

7!

History

n

unter.

Severity:  Critical Status: Please Mark =

D=2C548E35756E654749656E696CE5T46ERHN=431006b67580T=38V=6.08M

M=511

P
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Step 4: Evidence Presentation

. . . Peap X
2, V 1CW]ng t he evldence deml]_s, Time source IP Destination IP Source Mac Destination Mac Protacal Length
1 2015-05-08 07:58:57 183174220253 54 64.203.206 BO:ABGETD71:.C6 00:11:22:33:44:55 Http 194
Select the select the <Details>tab, and
Details Info
Protocal Properties =
key value
@ Ethemnet
Elmii
@
S Hte
Reauestiethod GET
RequestUr! /info.asp?action=post&HD=3C9C73DC7 56E654749656E696CE5746E&OT=48&IV=6.0&AV=0
Requestversion HTTPM.A
Host info.958167.com
Cache-Control no-cache
Data View =
Details Info
Protocol Properties )
Data View =
Frame
Frame: number =
Frame: timestamp = 2015-05-08 07:56:57.0
Frame: wire length = 194 bytes
Frame: captured length = 194 bytes
rame.
Ef; *++* Efhemet - "Ethemer - ofiset=0 (0x0) lengtn=14 protocol suite=LAN
Eth
Eth: destination = 00:11:22:33:44:55
Eth LG bit
Eth: IG bit
Eth Source = b0:a86e7d.71:c6
Eth: )] LG bit
Eth =01 Gbit
Eth: type = 0x800 (2048) [ip version 4]
Em
1p: ****** Ipd - “Ip version 4"~ offset=14 (0xE) length=20 protocol suite=NETWORK
Ip
Ip: version=4 -
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Step 4: Evidence Presentation

3. Viewing the relational pacp details.

Select the select the <Details>tab, and

click Relational Pacp.

4. Downloading evidence.

Select the select the <Details>tab, and
click Download Pacp, the evidence will
be downloaded to local.

Forensic Analysis

Pcap
Time Source IP Destination IP Source Mac Destination Mac Protocol
1 2015-05-08 07:58:41 183174220253 | 114114114114  BOASGETDTICE | 00:11:22:334455 Udp
2| 2015-05-08 07:58:41 114114114114 | 163174229253 | BOABBETDTICH | 00:11:22:33:44:55 Udp
3| 2015-05-08 07:56:43 21110315980 | 163174229253 | BOASGETDTICE | 00:11:22:33:44:55 Hitp
4 2015-05-08 07:56:43 183174220263 | 21110315980 | BOASEETDTICE | 00:11:22:33:44:55 Tep
5 | 2015-05-08 07:56:43 183174229253 | 21110315980 | BOASGETDTICE | D0:11:22:33:4455 Tep
6| 2015-05-08 07:58:43 183174229253 | 211.103.159.80 | BOABGETDTICE | 00:11:22:33:44:55 Tep
7| 2015-05-08 07:56:43 21110318080 | 183174220253 | BOASEETDTICE | 00:11:22:33:4455 Tep
8 | 2015-05-08 07:56:43 183174229263 | 21110315980 | BOABGETDTICE | 00:11:22:33:44:55 Tep
9 | 2015-05-08 07:56:43 183.174.229253 | 21110315980 | BOASGETDTICE | 00:11:22:33:44:55 Hitp
10 | 2015-05-08 07:50:40 183174220263 | 114114114114 | BUASSETDTICE | 00:11:22:33:44:55 Udp
44, on15.06.08 075040 414494414414 | 182474990953 | BOASAETNTACR | 00442299 A4 55 Lidn
Details Info

Protocol Properties

key value
@ (2 Ethernet
@ied
@& udp
[ source 51300

estination 53

Length
74
106
210
80
86
&0
&6
&0
389
73
238

ngth 40
=] checksum 38970
Data View
Details Info

Protocal Properties

Data View
Frame:

Frame, number = 80

Frame: timestamp = 2015-05-08 07:58:41.0
Frame, wire length =74 bytes.

Frame: captured length = 74 bytes

Frame:
Eth: ******* Ethernet- "Ethernet" - oftset=0 (0xD) length=14 protocol suite=LAN
Eth

Eth destination = 00:11:22:33:44:55
Eth: ) [ILGbit

Eth 0.....=[D]IGbit

Eth: source =b0:ag:6eTdT 16

Eth 0 =[0]LGbit

Eth: w vl e = 0] 1G DI

Eth type = 0xB00 (2048) [ip version 4]

Eth
Ip: ******* Ipd - "Ip version 4" - offset=14 (OXE) length=20 protocol suite=NETWORK
[

Ip version =4

Threat
Threat Mame: Virus/A\Win32. Alman
Details

Description Mitigation

View PCAP Download PCAP,

Relational Pcap | | Download PCA

History
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Data Security

The data security allows you to flexibly configure control rules to comprehensively control and audit (by behavior

logs ) on user network behavior.

This chapter contains the following recipe:
o "Decrypting HT'TPS Traffic and Identifying the Encrypted Application" on Page 301

o "URL Filtering for HTTPS Traffic without the CA Certificate" on Page 305

Data Security 300
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Decrypting HTTPS Traffic and Identifying the Encrypted Applic-

ation

This example introduces how to decrypt HTTPS traffic and identify the encrypted application, which meets the

requirements of fine-grained application management.

As shown in the below scenatio, an internal user accesses a HTTPS website and the traffic is encrypted by SSL pro-
tocol. With the SSL proxy and application identification functions enabled, the device can decrypt the HT'TPS traffic

and identify the encrypted application.

HTTPS traffic

1@3@IS@I5125
p SSL proxy
+

Se$oEES A 41
Application Identification

Facebook-Apps
{ Facebook-Chat

HTTPS traffic

Google-Analytics
22

Bo
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Configuration Steps

Step 1: Configuring a SSL proxy profile

Select Policy > SSL Proxy, and click Name: {1-31) chars
Description: l:l (0-63) chars
NCW. Decryption Configuration

Server certificate check

In the Basic tab: Expired certificate: Decrypt ) Block () Bypass

Encryption mode check

o Name: proﬁlel Unsupported version: Block 7) Bypass
Unsupported
encryption algorithms: Block © Bypass
o Hxpired certificate: Decrypt Client verification: Block © Bypass
Blocking SSL version: TLSv1.0 TLSv1.1 SSLv3
o Unsupported version: Block El'gg'r‘i‘t’r“ﬁfs_”wm‘“” DES 3DES RC4 RC2

o Unsupported encryption algorithms:

Warning: Enable

Block
o Client verification: Block

o Warning: Enable

Step 2: Specifying a SSL profile in the security policy

Configure a security policy that allows SSL Proxy: Enable Profile: |profilel v

internal users to access Internet, and spe-
cify a SSL proxy profile in the Advanced
tab:

o SSL Proxy: Select the Enable check-
box and select profilel from the

drop-down list.
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Step 3: Importing the device certificate to client's Web browser

Export the certificate from the device.

Click System > PKI. In the Management
tab:

o Trust Domain: trust_domain_ssl_

proxy
o Content: CA Certificate
o Action: Export

Click OK to export the certificate.

Import the certificate to client's Web

browset.

1. Inthe Chrome Web browser, select

Settings > Show advanced settings.

2. Inthe HTTPS/SSL section, select

Manage certificates.

3. In the Trusted Root Certification

Authorities tab, select Import.

4. Follow the wizard to import the cer-

tificate.

Decrypting HTTPS Traffic and Identifying the Encrypted Application

Trust Domain: trust_domain_ss|_proxy (1-31)chars
Content: @ CA Certificate (O Local Certificate () PKCS#12 () PKCS#12-der
Actian:
CK Cancel
Certificates x|
Intended purpose: |<AII> j

Intermediate Certification Authorities  Trusted Root Certification Authorities |Trusbed publ 4 | »

A

[5]AC RAIZ DNIE
[S]AC RAIZ FNMT-RCM
Slac1raz MTIN
[Flaccvrarzi

[ ACEDICOM Root

Slacnis

[5JAC Raiz Certicémar. ..

[ Actalis Authenticat. ..

AC Raiz Certicamara ...
AC RAIZ DNIE

AC RAIZ FNMT-RCM
AC1RAIZ MTIN
ACCVRAIZ1
ACEDICOM Root
ACMLE

Actalis Authentication...

4/3/2030
2/9/2036
1/1/2030
11/4/2019
12/31/2030
4/14/2028
5/15/2023
&/25/2022

Friendly Mame

DIRECCION GEM...

AC RAIZ FNMT-...
AC1RAIZ MTIM
ACCVRAIZ1

EDICOM

MLE Mova Ljublia...
Actalis Authentic. .. LI

Impart. ..

| Expart...

Remove

Advanced |
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Step 4: Upgrading to the professional application signature database and enabling the application iden-

tification function

In CLI, execute the upgrade command to SG-6000# exec app update professional
upgrade to the professional application sig-

nature database

Select Netwotrk > Zone, and double-click Advanced
Application ldentification: Enable

the untrust zone. In the Basic tab:

o Application Identification: Select

Enable.

Step 6: Viewing application monitor

. . . . ID | Appication - Trafiic
Select MOanDr > App]lcatlon > App]lc— 4 [ TLS1 84 B(6.49%) - 3(3.20%)
HTTPS 49(53.84%)
Facebook-Apps )
Facebook-Chat
SNMP

@~ @,

ation Details.

)
32B(2.46%) | | (1 00%)

When an internal user accesses a HTTPS
website, the SSL proxy function decrypts
the HT'TPS traffic and the application
identification function identify the encryp-

ted application.

304 Decrypting HTTPS Traffic and Identifying the Encrypted Application



StoneOS Cookbook

URL Filtering for HTTPS Traffic without the CA Certificate

This example shows how to achieve the URL filtering for HT'TPS traffic without installing the CA certificate.

As shown in the following topology, Hillstone device works as the gateway of an enterprise. The ethernet0/0 con-
nects the Internet and belongs to the untrust zone. The ethernet0/1 connects to the Intranet and belongs to the trust

zone.

With the configured URL filtering rule, staff of the enterprise (the network segment: 10.100.0.0/16) ate prohibited
from accessing shopping websites and the entertainment websites https:// www.bcd.com duting working hours

(09:00 to 18:00, Monday to Friday). The access and search attempts will be logged.

Before configuring the URL filtering function, prepare the following first:
1. Install the URL service license and reboot the device.

2. Update the predefined URL database.
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Configuration Steps

Step 1: Configure a schedule

Select Object > Schedule, and click New. Schedle Configuration x
In the Schedule Conﬁguration dialog: Add Periodic Schedules
Preview:
Type: ) Daily () Duration
© Name. Workday Days and Time
[Days: Monday Tuesday Wednesday Thursday]
. . . Friday [] Saturday [] Sunday
© DayS: Cth Add to add a perIOdlc (Stal‘l Time: 09:00 v End Time: 18:00 - J
SChedule. Preview OK Cancel

o Type: Days.

o Days: Monday, Tuesday, Wednesday,
Thursday, Friday

o Start Time: 09:00

o End Time: 18:00

Step 2: Configure the user-defined URL category named bed that contains https:/ /www.bcd.com

Select Object > URL Filtering, + Configuration |+
and select Configuration > Predefined URL DB
User-defined URL DB at the : User-defined URL DB |
top-right corner. “_RL Lookup
Keyword Category
Waming Page
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Step 2: Configure the uset-defined URL category named bed that contains https:/ /www.bcd.com

In the User-defined URL DB dia-

log, click New.

In the URL Category dialog:
o Category: bed

o URLhttp(s)://: www.b-

cd.com

o Click Add to add the
"https:/ /www.bed.com" and

its category to the table.

User-defined URL DB

—|—§ew | = it Delete
[ L Category URL

Ll customi
Ll custom2
Ll custom3

Ll bed www.bcd.com

URL Category

[ www.bcd.com

Category: bed
ETE:}IES Wit www.bcd.com (1-255) chars
[0 URL

URL Filtering for HTTPS Traffic without the CA Certificate
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Step 3: Configure the URL filtering rule named URLcontrol, and enable the SSL Inspection

Select Object > URL F]]Lering, URL Filtering Configuration x
and C]jCk NCW. Mame: URLcontrol (1-31) chars
Control Type: ® URL Category () URL Keyword Category
. . SSL Inspection: Enable
In the URL Filtering Rule Con-
. . =+ New Edit
figuration dialog:
URL Category [ Block [ Log
Religion O O
© Name: URLcontrol Restaurants & Dining O O
Search Engines & Portals O O
o Control Type: URL Category (Shoppiﬂg )
Social Networking | |
. Spam Sites O O
o SSL Inspection: Select the
Sports O O
Enable check box to enable
- URL Category | Block | | Log
SSL negotiation packets Peer-to-Pesr O O
. . Private IP Addresses | |
inspection.
School Cheating | |
Sex Education | |
o Select the predefined URL E— 0 0
. custom1 | |
category Shopping, and then
gory pping, custom2 O O
select the Block check box custom3 g g
[bcd j

and Log check box.

o Select the user-defined URL
category bed, and then select
the Block check box and

Log check box.
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Step 4: Bind the URL filtering rule to a policy rule

Select Policy > Security Policy,
and click New.

In the Basic Configuration tab of

the Policy Configuration dialog:
o Name: policyl

o Source Address: Select the
address type IP/Netmask ,
type 10.100.0.0 and 16 into
the IPand Netmask text box
respectively, and click -> to
add the address to the right

pane.

In the Protection tab of the

Policy Configuration dialog:

o URL Filtering: Select the
Enable check box.

o Profile: Select the created
URL filtering rule "URL~
control" from the drop-down

list.

Policy Configuration

Easic Configuration Protection Data Security

Cptions

Name (policﬂ

(0-95) chars]

Type: @ IPvd ) IPvB
Source

Zone: any

Address] 10.100.0.0M16

User] []any
Destination Type:
Zone

IP/Netmask

10.100.0.0
Address

16

Selected(Maximum 1024 items)

= 10.100.0.016

Service

Application

Policy Configuration

Easic Configuration Protection Data Security

Antivirus: [] Enable
IPS: [[] Enable

Cptions

(URL Filtering: Enable Profile: URLconirol

Sandbox: [ | Enable

OK

Cancel

URL Filtering for HTTPS Traffic without the CA Certificate
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Step 4: Bind the URL filtering rule to a policy rule

In the Options tab of the Policy

Configuration dialog:

o Schedule: Select the schedule
"workday" from the Sched-

ule drop-down list.

Step 5: Result

After the configuration, adjust
the configured rule to the highest

priority rule for traffic matching.

When the rule takes effect, dut-
ing the working hours, company
staff cannot access shopping web-
sites and the entertainment web-
sites "https:// www.bcd.com".
The system will log the access

and search attempts.

310
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Policy Configuration

Basic Configuration Protection Data Security

Options

workday

Schedule| workday|
Log

Jess ion end

SSL Proxy: New Schedule

Position:

Description:

(0 - 255) chars

QK Cancel

0 https://www.bcd.com

Access Denied

Your organization's Internet use policy restricts access to this web page at this time.

Please contact your network administrator.This site belongs to URL category:Forums & Newsgroups
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IPv6

StoneOS is dual-stack firmware that supports both IPv4 and IPv6. It also supports tunneling technique (the latest

version supports manual IPv6 tunnel) for IPv6 communication.

This chapter includes the following recipe:
o "Connecting IPv6 and IPv4 Networks" on Page 312
o "Realizing FTP Service in IPv6-only ot IPv4/IPv6 Hybrid Networks Using ALG" on Page 323
o "Realizing SIP Communication in IPv6-only or IPv4/IPv6 Hybrid Networks Using ALG" on Page 332

o "Realizing Dual-stack Host in IPv4 Network Accessing IPv6 Network Via ISATAP Tunnel" on Page 343
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Connecting IPv6 and IPv4 Networks

One enterprise has a headquarters, branch A and branch B. The headquarters and two branches all can access the

Internet. The headquarters and branch A are deployed with IPv6 network for intranet and IPv4 network for inter-

net, while the branch B is deployed with IPv4-only networks for both intranet and internet. For the business needs,

it s necessary to connect IPv6 and IPv4 networks to achieve the following goals:
o The IPv6 network of headquarters can connect with the IPv4 Internet and be accessed by the Internet users.
o The networks of headquarters can connect with the IPv6 network of branch A via 6in4 tunnel.

o The networks of headquarters can connect with the IPv4 network of branch B.

The headquarters, branch A and branch B is deployed with a Hillstone device separately and the topology is as fol-

lows:

2001:2/96
£th0/2:2001:11/96

1921682 254/24
eth0/3: 192.168.2.1/24

eth0/1:200.0.0.3/24 eth0/4: 200.0.0.4/24
Branch A Branch B
eth0/1:200.0.0.2/24

P
l..- I

Headquarters / eth0/2:2005:1/96

—N— 2005:2/96

S——

There are three parts of configurations:
o Configuring networks of headquarters
o Configuring networks of branch A

o Configuring networks of branch B

Connecting IPvé6 and IPv4 Networks
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Configuring Networks of Headquarters

Step 1: Configure the interface and zone.

hostname(config)# intetface ethetnet0/1

hostname(config-if-eth0/1)# zone untrust

hostname(config-if-eth0/1)# ip addtress 200.0.0.2 255.255.255.0

hostname(config-if-eth0/1)# manage http
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone trust
hostname(config-if-eth0/2)# dns-proxy
hostname(config-if-eth0/2)# ipv6 enable
hostname(config-if-eth0/2)# ipv6 address 2005::1/96
hostname(config-if-ethO/2)# manage ping
hostname(config-if-eth0/2)# exit
hostname(config)# interface tunnell
hostname(config-if-tunl)# Zone trust
hostname(config-if-tun1)# ipv6 enable
hostname(config-if-tun1)# tunnel ip6in4 branchA

hostname(config-if-tunl)# exit

J

Step 2: Configure the route and NAT rules, including headquarters accessing the Internet, headquarters com-

municating with branch B, and public IP accessing IPv6 server of headquarters.

313
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hostname(config)# ip vtoutet trust-vt

hostname(config-vrouter)# snatrule id 1 from 2005::/96 to 2003::/96 setvice any eif eth-

ernet0/1 trans-to eif-ip mode dynamicport

hostname(config-vrouter)# snatrule id 2 from 2005::2/96 to 2004::2 service any eif eth-

ernet0/1 trans-to eif-ip mode dynamicport

hostname(config-vrouter)# snatrule id 3 from any to 200.0.0.2 setvice any eif eth-
ernet0/2 trans-to 2005::1 mode dynamicport

hostname(config-vrouter)# dnatrule id 1 from 2005::/96 to 2003::/96 setvice any v4-

mapped

hostname(config-vrouter)# dnatrule id 2 from 2005::2/96 to 2004::2 setvice any trans-
to 200.0.0.4

hostname(config-vrouter)# dnatrule id 3 from any to 200.0.0.2 setvice any trans-to

2005::2
hostname(config-vrouter)# ip route 0.0.0.0/0 200.0.0.1
hostname(config-vrouter)# ipv6 route 2001::/96 tunnell

hostname(config-vrouter)# exit

Step 3: Configure the policy.
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hostname(config)# policy-global
hostname(config-policy)# ruleid 1

Rule id 1 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-addr any
hosthame(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# exit
hostname(config)# policy-global
hostname(config-policy)# rule id 2

Rule id 2 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip 2005::/96
hostname(config-policy-rule)# dst-ip 2004::/96
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# exit
hostname(config)# policy-global
hostname(config-policy)# rule id 3

Rule id 3 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip 2005::/96
hostname(config-policy-rule)# dst-ip 2003::/96
hostname(config-policy-rule)# service any

hostname(config-policy-rule)# exit

StoneOS Cookbook
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hostname(config)# policy-global
hostname(config-policy)# rule id 4

Rule id 4 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip 2005::/96
hostname(config-policy-rule)# dst-ip 2001::/96
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# exit
hostname(config)# policy-global
hostname(config-policy)# rule id 5

Rule id 5 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip 2001::/96
hostname(config-policy-rule)# dst-ip 2005::/96
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# exit
hostname(config)# policy-global
hostname(config-policy)# rule id 6

Rule id 6 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip ipv6-any
hostname(config-policy-rule)# dst-ip ipv6-any
hostname(config-policy-rule)# service any

hostname(config-policy-rule)# exit
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Step 4: Configure an IPv6 tunnel.

hostname(config)# tunnel ip6in4 branch A manual
hostname(config-ip6in4-manual)# interface ethernet0/1
hostname(config-ip6in4-manual)# destination 200.0.0.3
hostname(config-ip6in4-manual)# exit

hostname(config)# ip name-server 8.8.8.8 vrouter trust-vt

hostname(config)# ip dns-proxy domain any name-server 8.8.8.8 vrouter trust-vr

hostname(config)# ipv6 dns64-proxyid 1 prefix 2003::/96 soutce 2005::/96 trans-
mapped-ip any

Note: The ipv6é dns64-proxy command is not supported for some versions.

Configuring Networks of Branch A

Step 1: Configure the intetface and zone.
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hostname(config)# intetface ethernet0/1
hostname(config-if-eth0/1)# zone untrust
hosthame(config-if-eth0/1)# ip address 200.0.0.3 255.255.255.0
hostname(config-if-eth0/1)# manage ping
hostname(config-if-eth0/1)# exit

hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone trust
hostname(config-if-eth0/2)# ipv6 enable
hostname(config-if-eth0/2)# ipv6 address 2001::1/96
hostname(config-if-ethO/2)# manage ping
hostname(config-if-eth0/2)# exit

hostname(config)# interface tunnell
hostname(config-if-tunl)# zone trust
hostname(config-if-tunl)# ipv6 enable
hostname(config-if-tun1)# tunnel ip6in4 headquarters

hostname(config-if-tunl)# exit
Step 2: Configure the route and NAT rules.

hostname(config)# ip vtouter trust-vt
hostname(config-vrouter)# ip route 0.0.0.0/0 200.0.0.1
hostname(config-vrouter)# ipv6 route 2005::/96 tunnell

hostname(config-vrouter)# exit

Step 3: Configure the policy.
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hostname(config)# policy-global
hostname(config-policy)# rule id 31

Rule id 31 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-addr any
hosthame(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# exit
hostname(config)# policy-global
hostname(config-policy)# rule id 32

Rule id 32 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip 2001::/96
hostname(config-policy-rule)# dst-ip 2005::/96
hostname(config-policy-rule)# service any
hostname(config-policy-rule)# exit
hostname(config)# policy-global
hostname(config-policy)# rule id 33

Rule id 33 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip 2005::/96
hostname(config-policy-rule)# dst-ip 2001::/96
hostname(config-policy-rule)# service any

hostname(config-policy-rule)# exit
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' hostname(config)# policy-global
hostname(config-policy)# rule id 34

Rule id 34 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-ip ipv6-any
hostname(config-policy-rule)# dst-ip ipv6-any
hostname(config-policy-rule)# service any

hostname(config-policy-rule)# exit

Step 4: Configure an IPv6 tunnel.

hostname(config)# tunnel ip6in4 headquarters manual
hostname(config-ip6in4-manual)# intetface ethernet0/1

hosthame(config-ip6in4-manual)# destination 200.0.0.2

hostname(config-ip6in4-manual)# exit

J

Configuring Networks of Branch B

Step 1: Configure the interface and zone.
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hostname(config)# intetface ethernet0/3
hostname(config-if-ethO/1)# zone trust
hostname(config-if-eth0/1)# ip address 192.168.2.1 255.255.255.0
hostname(config-if-eth0/1)# manage ping
hostname(config-if-eth0/1)# exit

hostname(config)# intetface ethernet0/4
hostname(config-if-eth0/4)# zone untrust
hostname(config-if-eth0/4)# ip address 200.0.0.4 255.255.255.0
hostname(config-if-ethO/4)# manage ping

hostname(config-if-eth0/4)# exit

Step 2: Configure the route and NAT rules.

hostname(config)# ip vtoutet trust-vt

hostname(config-vrouter)# snatrule id 1 from any to any setvice any eif ethernet0/4

trans-to eif-ip mode dynamicport

hostname(config-vrouter)# dnatruleid 1 from 200.0.0.2 to 200.0.0.4 setvice any trans-
t0 192.168.2.254

hostname(config-vrouter)# ip route 0.0.0.0/0 200.0.0.1

hostname(config-vrouter)# exit

Step 3: Configure the policy.
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hostname(config)# policy-global
hostname(config-policy)# rule id 35

Rule id 35 is created
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# stc-addr any
hosthame(config-policy-rule)# dst-addr any
hostname(config-policy-rule)# service any

hostname(config-policy-rule)# exit
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Realizing FTP Setvice in IPv6-only or IPv4/IPv6 Hybrid Networks
Using ALG

This example introduces how to configure ALG to realize the FTP service in IPv6-only or IPv4/IPv6 hybrid net-

works, including the following three scenarios:

o Scenario 1: IPv6-only network. In the topology below, an enterprise sets up a Hillstone security device as the
export gateway to connect internal network with the Internet. Both internal and external network IP addresses

are deployed with IPv6 addresses. With the ALG function configured, the internal FTP client can access the

FTP server in the extranet.

etho/L: ethd/2:
2001::1/64 2003:1/64
e —

untrust

FTP Client

FTP Server
2001:2/64

2003::2/64

o Scenario 2: IPv4 network to IPv6 network. In the topology below, an enterprise sets up a Hillstone security
device as the export gateway to connect internal network with the Internet. The internal network is deployed
with IPv4 addresses and the external network is deployed with IPv6 addresses. With the ALG function con-

figured, the internal FTP client can access the FTP server in the extranet.

eth0/1: ethD/2:

192.168.2.1/24 2001:1/64
-~

untrust

FTP Client
192.168.2.2/24

Scenario 3: IPv6 network to IPv4 network. In the topology below, an enterprise sets up a Hillstone security
device as the export gateway to connect internal network with the Internet. The internal network is deployed
with IPv6 addresses and the external network is deployed with IPv4 addresses. With the ALG function con-

figured, the internal FTP client can access the FTP server in the extranet.

eth0/1: ethd/2:
2003:1/64 192.168.1.1/24

untrust

FTP Client

FTP Server
2003::2/64

192.168.1.2/24
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Before You Start

Before starting the configuration, you need to ensure that the configuration of the FTP server and the FTP client

has been completed. This example only describes the relevant configuration on the device.

Configuration Steps of Scenario 1

Step 1: Configure the intetface and zone.

, hostname(config)# intetface ethernet0/1
hostname(config-if-eth0/1)# zone trust
hostname(config-if-eth0/1)# ipv6 enable
hostname(config-if-eth0/1)# ip addtess 2002::1/64
hostname(config-if-eth0/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ipv6 enable
hostname(config-if-eth0/2)# ipv6 address 2003::1/64

hostname(config-if-eth0/2)# exit

Step 2: Configure the policy.

' hostname(config)# ruleid 1 from ipv6-any to ipv6-any service ftp permit
Ruleid 1 is created
hostname(config-policy)# rule id 1
hostname(config-policy-rule)# stc-zone trust
hostname(config-policy-rule)# dst-zone untrust

hostname(config-policy-rule)# exit

Step 3: Enable the ALG function of FTP.
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hostname(config)# alg ftp

Note: The ALG function of FTP is enabled by default.

Step 4: Verify result.

Download session in FTP active mode:

session: id 44, proto 0, flag 0, flagl 20000, flag2 0, flag3 0, created 39340, life 1787,

policy 1,app 4(FTP) flag 0x1, auth_user_id O, reverse_auth_user_id 0
flow0(32(ethernet0/2)/40308b10): [2003::2]:64348->[2001::2]:21
flow1(31(ethernet0/1)/308b10): [2001::2]:21->[2003::2]:64348

session: id 2, proto 6, flag 8000000, flagl 20000, flag2 0, flag3 0, created 39408, life
1800, policy 1,app 70(FTP-DATA) flag 0x0, auth_user_id 0, reverse_auth_user_id 0

flow0(31 (ethernet0/1)/208810): [2001::2]:20->[2003::2]:64363

flow1(32(ethernet0/2)/40208810): [2003::2]:64363->[2001::2]:20

Download session in FTP passive mode:

session: id 61, proto 06, flag 10000, flag1 20000, flag2 O, flag3 0, created 39683, life 1775,

policy 1,app 4(FTP) flag 0x0, auth_user_id O, reverse_auth_user_id 0
flow0(32(ethernet0/2)/40308b10): [2003::2]:64362->[2001::2]:21
flow1(31(ethernet0/1)/308b10): [2001::2]:21->[2003::2]:64362

session: id 22, proto 6, flag 8000000, flag1 20000, flag2 0, flag3 0, created 39684, life
1776, policy 1,app 70(FTP-DATA) flag 0x0, auth_user_id 0, reverse_auth_user_id 0

flow0(32(ethernet0/2)/40208810): [2003::2]:64398->[2001::2]:56008

flow1 (31 (ethernet0/1)/208810): [2001::2]:56008->[2003::2]:64398

J

Configuration Steps of Scenario 2

Step 1: Configure the interface and zone.

Realizing FTP Service in IPvé-only orIPv4/IPvé Hybrid Networks Using ALG 325



StoneOS Cookbook

hostname(config)# intetface ethernet0/1
hostname(config-if-ethO/1)# zone trust
hosthame(config-if-eth0/1)# ip address 192.168.2.1/24
hostname(config-if-eth0/1)# exit

hostname(config)# interface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ipv6 enable
hostname(config-if-eth0/2)# ipv6 address 2001::1/64

hostname(config-if-eth0/2)# exit
Step 2: Configure the policy.

hostname(config)# ruleid 1 from any to any service ftp permit
Rule id 1 is created

hostname(config-policy)# rule id 1
hostname(config-policy-rule)# stc-zone trust
hostname(config-policy-rule)# dst-zone untrust

hostname(config-policy-rule)# exit

Step 3: Configure the NAT rule.
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hostname(config)# nat

hostname(config-nat)# snatrule id 1 from any to 192.168.2.10 setvice any trans-to

2001::10 mode dynamicport
rule ID=1

hostname(config-nat)# dnatruleid 1 from any to 192.168.2.10 service any trans-to ip
2001::2

rule ID=1

hostname(config-nat)# exit
Step 4: Enable the ALG function of FIP.

hostname(config)# alg ftp

Note: The ALG functon of FTP is enabled by default.

Step 5: Verify result.
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Download session in FTP active mode:

session: id 64, proto 0, flag e, flagl 20007, flag2 0, flag3 0, created 133143, life 1797,

policy 2,app 4(FTP) flag 0x1, auth_user_id 0, reverse_auth_user_id 0
flow0(32(ethernet0/2)/40300b10): 192.168.2.2:58259->192.168.2.10:21
flow1(31(ethernet0/1)/308b10): [2001::2]:21->[2001::10]:1025

session: id 14, proto 6, flag 8000016, flagl 2000b, flag2 0, flag3 0, created 133147, life
297, policy 2,app 70(FTP-DATA) flag 0x0, auth_user_id 0, reverse_auth_user_id 0

flow0(31 (ethernet0/1)/208810): [2001::2]:20->[2001::10]:58261

flow1(32(ethernet0/2)/40200810): 192.168.2.2:58261->192.168.2.10:20

Download session in FTP passive mode:

session: id 20, proto 0, flag e, flagl 20007, flag2 0, flag3 0, created 133393, life 1797,

policy 2,app 4(FTP) flag 0x1, auth_user_id O, reverse_auth_user_id 0
flow0(32(ethernet0/2)/40300b10): 192.168.2.2:58272->192.168.2.10:21
flow1(31(ethernet0/1)/308b10): [2001::2]:21->[2001::10]:1030

session: id 2, proto 6, flag 800000e, flagl 20007, flag2 0, flag3 0, created 133397, life
1797, policy 2,app 70(FTP-DATA) flag 0x0, auth_user_id 0, reverse_auth_user_id O

flow0(32(ethernet0/2)/40200810): 192.168.2.2:58273->192.168.2.10:61665

flow1(31(ethernet0/1)/208810): [2001::2]:61665->[2001::10]:61665

Configuration Steps of Scenario 3

Step 1: Configure the interface and zone.
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hostname(config)# intetface ethernet0/1
hostname(config-if-ethO/1)# zone trust
hostname(config-if-eth0/1)# ipv6 enable
hostname(config-if-eth0/1)# ipv6 address 2003::1/64
hostname(config-if-eth0/1)# exit

hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ip address 192.168.1.1/24

hostname(config-if-eth0/2)# exit
Step 2: Configure the policy.

hostname(config)# ruleid 1 from ipv6-any to ipv6-any service ftp permit
Rule id 1 is created

hostname(config-policy)# rule id 1

hostname(config-policy-rule)# stc-zone trust
hostname(config-policy-rule)# dst-zone untrust

hostname(config-policy-rule)# exit

Step 3: Configure the NAT rule.
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hostname(config)# nat

hostname(config-nat)# snatrule id 1 from ipv6-any to 2003::10 service any trans-to

192.168.1.10 mode dynamicport

rule ID=1

hostname(config-nat)# dnatrule id 1 from ipv6-any to 2003::10 service any trans-to ip
192.168.1.2

rule ID=1

hostname(config-nat)# exit
Step 4: Enable the ALG function of FIP.

hostname(config)# alg ftp

Note: The ALG functon of FTP is enabled by default.

Step 5: Verify result.
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Download session in FTP active mode:

session: id 0, proto 0, flag e, flagl 2000b, flag2 0, flag3 O, created 40792, life 1799, policy
1,app 4(FTP) flag 0x1, auth_user_id 0, reverse_auth_user_id 0

flow0 (32 (ethernet0/2)/40308b10): [2003::2]:64537->[2003::10]:21
flow1(31 (ethernet0/1)/300b10): 192.168.1.2:21->192.168.1.10:1034

session: id 5, proto 6, flag 8000016, flagl 20007, flag2 0, flag3 0, created 40798, life
1799, policy 1,app 70(FTP-DATA) flag 0x0, auth_user_id 0, reverse_auth_user_id O

flow0(31 (ethernet0/1)/200810): 192.168.1.2:20->192.168.1.10:64538

flow1(32(ethernet0/2)/40208810): [2003::2]:64538->[2003::10]:20

Download session in FTP passive mode:

session: id 21, proto 0, flag e, flagl 2000b, flag2 0, flag3 0, created 40093, life 1799, policy
1,app 4(FTP) flag Ox1, auth_user_id 0, reverse_auth_user_id 0

flow0 (32 (ethernet0/2)/40308b10): [2003::2]:64435->[2003::10]:21
flow1(31 (ethernet0/1)/300b10): 192.168.1.2:21->192.168.1.10:1026

session: id 14, proto 6, flag 800000e, flag1 2000b, flag2 0, flag3 0, created 40099, life 300,
policy 1,app 70(FTP-DATA) flag 0x0, auth_user_id 0, reverse_auth_user_id 0

flow0(32(ethernet0/2)/40208810): [2003::2]:64436->[2003::10]:56075

flow1(31(ethernet0/1)/200810): 192.168.1.2:56075->192.168.1.10:56075
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Realizing SIP Communication in IPv6-only ot IPv4/IPv6 Hybrid
Networks Using ALG

This example introduces how to configure ALG to realize the SIP communication in IPv6-only or IPv4/IPv6

hybrid networks, including the following three scenarios:

o Scenario 1: IPv6-only network. In the topology below, an enterprise sets up a Hillstone security device as the
export gateway to connect internal network with the Internet. Both internal and external network IP addresses
are deployed with IPv6 addresses. With the ALG function configured, the internal SIP UCT and the external

SIP UC3 can successfully establish communication with each other.

3 ET

SIP Server ucs
2003::3/64 2003:2/64

2001::3/64

o Scenario 2: IPv4 network to IPv6 network. In the topology below, an enterprise sets up a Hillstone security
device as the export gateway to connect internal network with the Internet. The internal network is deployed
with IPv4 addresses and the external network is deployed with IPv6 addresses. With the ALG function con-
figured, the internal SIP UC1 and the external SIP UC3 can successfully establish communication with each
other.
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SIP Server uc3
2003:3/64 2003::2/64

o Scenario 3: IPv6 network to IPv4 network. In the topology below, an enterprise sets up a Hillstone security
device as the export gateway to connect internal network with the Internet. The internal network is deployed
with IPv6 addresses and the external network is deployed with IPv4 addresses. With the ALG function con-
tigured, the internal SIP UC1 and the external SIP UC3 can successfully establish communication with each
other.
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o B

SIP Server ucs3
192.168.2.3/24 192.168.2.2/24

Before You Start

Before starting the configuration, you need to ensure that the configuration of the SIP Server and the SIP user

agent (SIP UC) has been completed. This example only describes the relevant configuration on the device.

Configuration Steps of Scenario 1

Step 1: Configure the interface and zone.
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hostname(config)# intetface ethernet0/1
hostname(config-if-ethO/1)# zone trust
hostname(config-if-eth0/1)# ipv6 enable
hostname(config-if-eth0/1)# ipv6 address 2001::1/64
hostname(config-if-eth0/1)# exit

hostname(config)# intetface ethernet0/2
hostname(config-if-ethO/2)# zone untrust
hostname(config-if-eth0/2)# ipv6 enable
hostname(config-if-eth0/2)# ipv6 address 2003::1/64

hostname(config-if-eth0/2)# exit
Step 2: Configure the policy.
hostname(config)# ruleid 1 from ipv6-any to ipv6-any setvice sip permit
Ruleid 1 is created
hostname(config-policy)# ruleid 1
hostname(config-policy-rule)# stc-zone trust

hostname(config-policy-rule)# dst-zone untrust

hostname(config-policy-rule)# exit
Step 3: Enable the ALG function of SIP.

hostname(config)# alg sip

Note: The ALG function of SIP is enabled by default.

Step 4: Verify result.
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View the information of media pinhole. Total pinhole countis 5, including 1 register pin-

hole and 4 media pinhole.
hostname## show pinhole

Total pinhole count in D-Plane: 5

Seq 10

App SIP MEDIA (id:875)

Flag: Enabled,

[Ingress info]------==-==-mmmmm o m oo
Zone trust (id:2)

FlowO (ifid 0) :::any -> 2003::2:5001

Zone untrust (id:3)

Flow1 (ifid 0) 2003::2:5001 -> :::any

After_hit 600

Before hit 120

Timer 217

[Othet info]--------===mmm oo

Auth_user_id 0

Configuration Steps of Scenario 2

Step 1: Configure the interface and zone.
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hostname(config)# intetface ethernet0/1
hostname(config-if-ethO/1)# zone trust
hostname(config-if-eth0/1)# ip address 192.168.1.1/24
hostname(config-if-eth0/1)# exit

hostname(config)# interface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ipv6 enable
hostname(config-if-eth0/2)# ipv6 address 2003::1/64

hostname(config-if-eth0/2)# exit
Step 2: Configure the policy.

hostname(config)# ruleid 1 from any to any setvice sip permit
Rule id 1 is created

hostname(config-policy)# rule id 1
hostname(config-policy-rule)# stc-zone trust
hostname(config-policy-rule)# dst-zone untrust

hostname(config-policy-rule)# exit

Step 3: Configure the NAT rule.
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hostname(config)# nat

hostname(config-nat)# snatrule id 1 from any to 192.168.1.10 setvice any trans-to

2003::10 mode dynamicport
rule ID=1

hostname(config-nat)# dnatruleid 1 from any to 192.168.1.10 service any trans-to ip
2003::3

rule ID=1

hostname(config-nat)# exit
Step 4: Enable the ALG function of SIP.

hostname(config)# alg sip

Note: The ALG function of SIP is enabled by default.

Step 5: Verify result.
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View the information of media pinhole. Total pinhole countis 5, including 1 register pin-

hole and 4 media pinhole.
hostname## show pinhole

Total pinhole count in D-Plane: 5

Seq 15
App SIP MEDIA (id:875)

Flag: Enabled,

[Ingress info]------==-==-mmmmm o m oo

Zone untrust (id:3)

FlowO (ifid 0) :::any -> 2003::10:1025

Zone trust (id:2)

Flow1 (ifid 31) 192.168.1.2:5002 -> 192.168.1.10:any

After_hit 600
Before hit 120

Timer 38

[Othet info]--------===mmm oo

Auth_user_id 0

Configuration Steps of Scenario 3

Step 1: Configure the interface and zone.
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hostname(config)# intetface ethernet0/1
hostname(config-if-ethO/1)# zone trust
hostname(config-if-eth0/1)# ipv6 enable
hostname(config-if-eth0/1)# ipv6 address 2002::1/64
hostname(config-if-eth0/1)# exit

hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone untrust
hostname(config-if-eth0/2)# ip address 192.168.2.1/24

hostname(config-if-eth0/2)# exit
Step 2: Configure the policy.

hostname(config)# ruleid 1 from ipv6-any to ipv6-any service sip permit
Rule id 1 is created

hostname(config-policy)# rule id 1

hostname(config-policy-rule)# stc-zone trust
hostname(config-policy-rule)# dst-zone untrust

hostname(config-policy-rule)# exit

Step 3: Configure the NAT rule.
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hostname(config)# nat

hostname(config-nat)# snatrule id 1 from ipv6-any to 2001::10 service any trans-to

192.168.2.10 mode dynamicport

rule ID=1

hostname(config-nat)# dnatrule id 1 from ipv6-any to 2001::10 service any trans-to ip
192.168.2.3

rule ID=1

hostname(config-nat)# exit
Step 4: Enable the ALG function of SIP.

hostname(config)# alg sip

Note: The ALG function of SIP is enabled by default.

Step 5: Verify result.
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View the information of media pinhole. Total pinhole countis 5, including 1 register pin-

hole and 4 media pinhole.
SG-6000# show pinhole

Total pinhole count in D-Plane: 5

Seq 36

App SIP MEDIA (id:875)

Flag: Enabled,

[Ingress IfO]-------=mmmmmmmm oo
Zone trust (id:2)

Flow0 (ifid 0) 0.0.0.0:any -> 192.168.2.10:5002

[Egress info]---------==--=mmmmmm oo
Zone trust (id:2)

Flow1 (ifid 31) 2001::2:5002 -> 2001::10:any

After_hit 600

Before_hit 120

Timer 107

[Othet infQ]-=--=--=mmmmmm e

Auth_user_id 0
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Realizing Dual-stack Host in IPv4 Network Accessing IPv6 Net-
work Via ISATAP Tunnel

This example introduces how to configure ISATAP tunnel to realize dual stack host access to IPv6 network in IPv4

network.

In the topology below, PC supports dual protocol stacks. Hillstone device is connected to the corresponding IPv6
network and IPv4 network. Itis required to configure the ISATAP tunnel so that the dual-stack host PC in the IPv4

network can access the server in the intranet IPv6 network.

ethD/1: ethiiZ:
10.1.2.124 2001:1/24

10.1.22124 Server

Configuration Steps

Step 1: Configure the interface and zone.

hostname(config)# interface ethernet0/1
hostname(config-if-eth0/1)# zone untrust
hostname(config-if-eth0/1)# ip address 10.1.2.1/24
hostname(config-if-ethO/1)# exit
hostname(config)# intetface ethernet0/2
hostname(config-if-eth0/2)# zone trust
hostname(config-if-eth0/2)# ipv6 enable

hostname(config-if-eth0/2)# ipv6 address 3001::1/24

hostname(config-if-eth0/2)# exit

Step 2: Configure ISATAP tunnel and bind a interface
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hostname(config)# tunnel ip6in4 tunnel isatap
hostname(config-ip6in4-isatap)# interface ethernet0/1
hostname(config-ip6in4-isatap)# exit

hostname(config)#
Configure the tunnel interface and bind the tunnel interface to the ISATAP tunnel.

hostname(config)# interface tunnell

hostname(config-if-tun1)# ipv6 enable

hostname(config-if-tun1)# ipv6 address 2001::/64 eui-64
hostname(config-if-tun1)# ipv6 address fe80::5efe:10.1.2.1 link-local
hostname(config-if-tunl)# tunnel ip6in4 tunnel
hostname(config-if-tunl)# no ipv6 nd ra suppress
hostname(config-if-tunl)# exit

hostname(config)#

Step 4: Configure the policy.
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hostname(config)# policy-global
hostname(config-policy)# ruleid 1

Rule id 1 is created
hostname(config-policy-rule)# stc-zone trust
hostname(config-policy-rule)# dst-zone untrust
hosthame(config-policy-rule)# stc-addt ipv6-any
hostname(config-policy-rule)# dst-addr ipv6-any
hostname(config-policy-rule)# setvice any
hostname(config-policy-rule)# action permit
hostname(config-policy-rule)# exit

hostname(config)#

Step 5 : Configure routing for PC, take win7 PC as an example

C:\>netsh interface ipv0 isatap set router 10.1.2.1

C:\>netsh interface ipv0 isatap set router 10.1.2.1 enabled

Step 6: Verify result.

Realizing Dual-stack Host in IPv4 Network Accessing IPvé Network Via ISATAP Tun-

nel

The dual-stack host (10.1.2.2) can access the IPv6 Server (3001::8) through FTP suc-

cessfully.
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Change Log

Cookbook V1

Release Date: January, 2015

Added the following cases:
1. " Using Security Policy to Allow Access to Another Zone" on Page 14 (Security Policy)
2. "Allowing Internet to Visit a Private Server Using DNAT" on Page 25 (DNAT)
3. "Allowing Private Network to Access Internet Using SNAT" on Page 20 (SNAT)
4. "Allowing the Internet Access via User Authentication" on Page 81 (User Authentication, WebAuth)
5. "Connection between Two Private Networks Using IPSec VPN (IKEv1)" on Page 132 (IPSec VPN)
6. "Allowing Remote Users to Access a Private Network Using SSL VPN" on Page 157 (SSL VPN, SCVPN)
7. " Ensuring Uninterrupted Connection Using HA" on Page 240 (High Availability, HA)

8. " QoS Control" on Page 259 (Quality of Service, QoS, Traffic Management)

Cookbook V2

Release Date: April, 2015

Added the following cases:

1. "Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior Detection" on Page 272

(Abnormal Behavior Detection, ABD)

2. "Finding Malware Attacks via Advanced Threat Detection" on Page 281 (Advanced Threat Detection, ATD)

Cookbook V3

Release Date: July, 2015

Add the following cases:
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1. "Dectypting HTTPS Traffic and Identfying the Encrypted Application" on Page 301 (SSL Proxy, Dectyp-

tion, Encrytion)

2. "Using an i0S/Android Device to Remotely Access Intranet Services" on Page 175 (10S, Android, Mobile,
iPad, remote device, SSI. VPN)

3. "Forensic Analysis " on Page 293
4. "Deploying Tap Mode to Monitor Network Traffic " on Page 30(Tap Mode)

Cookbook V4

Release Date: September, 2015

Add the following cases:
1. "Upgrading Firmware to Higher Version" on Page 5 (Upgrade)

2. "Allowing Remote Users (PC) to Access a Private Network Using L2TP over IPSec VPN" on Page 182
(L2TP VPN)

3. "Connection between Two Private Networks Using GRE over IPSec VPN" on Page 218 (GRE, IPSec
VPN)

Cookbook V5

Release Date : January, 2017

Add the following cases:
1. "Protecting Intranet to Defend Attacks via Intrusion Prevention System" on Page 285(IPS)
2. "Outbound Link Load Balance" on Page 266( LB )

Optimize the following cases:

1. "Protecting Internal Servers and Host to Defend Attack via Abnormal Behavior Detection" on Page 272(

ABD)

2. "Finding Malware Attacks via Advanced Threat Detection" on Page 281( ATD)
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Cookbook V6

Release Date : October, 2017

Add the following cases:

1. "Allowing Remote Users (10S/Android) to Access a Private Network Using L2TP over IPSec VPN" on
Page 203 (L2TP VPN)

Cookbook V7

Release Date : August, 2018

Add the following cases:
1. " Using AD Polling for SSO" on Page 89 (Authentication)
2. " Allowing Internet Access via AD Polling" on Page 99 (Authentication)
3. " Allowing Internet Access via AD Agent" on Page 111 (Authentication)
4. "Connecting IPv6 and IPv4 Networks" on Page 312

5. "URL Filteting for HTTPS Traffic without the CA Certificate" on Page 305

Cookbook V8

Release Date : June, 2019

Add the following cases:
1. "Connection between Two Private Networks Using IPSec VPN (IKEv2)" on Page 146 (IPSec VPN)
2. "Upgrading Firmware to Higher Version in HA mode" on Page 10 (Upgrade)

3. "Configuring the Device to Communicate with Zabbix Using SNMP" on Page 40 (SNMP)

Cookbook V8.1

Release Date : November, 2019

Add the following cases:
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1. "Connecting to Microsoft Azure Using Site-to-Site VPN" on Page 163 (IPSec VPN)

Cookbook V9

Release Date : October, 2020

Add the following cases:
1. " DNS Proxy" on Page 56 (DNS Proxy)
2. "Dynamically Manage Access Authority Via Radius Dynamic Authorization" on Page 46 ( Authorization)
3. "Realizing Multicast Forwarding Through PIM-SM Multicast Protocol" on Page 64 (Routing, PIM)
4. "Realizing Multicast Forwarding Through PIM-SSM Multicast Protocol" on Page 73 (Routing, PIM)
5. "Ensuring Uninterrupted Connection Using HA AA" on Page 247 (HA)
6. " Allowing Internet Access via TS Agent" on Page 123  (Authentication)
7. " Configuring VXLAN Static Unicast Tunnel" on Page 235 (VPN)
8. "Realizing FTP Service in IPv6-only or IPv4/IPv6 Hybrid Networks Using ALG" on Page 323 (IPv6)

9. "Realizing SIP Communication in IPv6-only or IPv4/IPv6 Hybrid Networks Using ALG" on Page 332
(IPv6)

10. "Realizing Dual-stack Host in IPv4 Network Accessing IPv6 Network Via ISATAP Tunnel" on Page 343
(IPv6)

This book is updated on requirement, not petiodically.

The current version you are using is based on StoneOS 5.5R8.
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